#  BULLETFROOF . 47 1 MAIHTEHMAWCE . HTACLESS

FewriteEngine On
RewriteBase /

# REGUEST FETHODS FILTERED

FewriteEngine On

FewriteCond ¥{REQUEST_METHODY “CHEARDI TRACEI DELETEI TRACK] DEBUGY [ HCI
RewriteRule ™C, #)% - [F, L]

# TIHTHUME FOREID RFI BY HOST HAME BUT ALLOW ITHTERMAL REQUESTS

RewriteCond #COUERY_STRIMGY ©, =Chttpl httpsl ftpd CE3A0: 2 ORI A CREF Adwa {8, 33, 7

i bl ogger| picasal blogspot! tsunamil petapolitikl photobucket! imgurl i mageshack! wordpresst, coml im
thegamel, = [HC, ORI

RewriteCond #{THE_REQUESTY ™ #Chttpl httpsl fLpd CHIAL: 2CEEF] A2 CE2F A Cwr €8, 33, 7

i bl ogger| picasal blogspot! tsunamil petapolitikl photobucket! imgurl i mageshack! wordpresst, coml im
thegame), § [HCI

FewriteRule . # index php [F, L]

RewriteCond #{REQUEST_URIZ Ctimthumb. phpl phpthumbs, phpl thombs, phpl thumbss, phpy [HC]
RewriteRule . - [5=1]

# BPSOSE BPS QUERY STRIMG EXFLOITS

RewriteCond #CHTTP_USER_AGEMTI CH#BAI #EDI %271 ¥3C1 ¥3E1 ¥A8) [HC, OR]

RewriteCond #CHTTP_USER_AGEMTY (11 buwww-

perll wget! puthonl niktol curll scanl javal winhbttpl HTTrackl clshttpl archiver| 1oader| emaill harvestl
RewriteCond #{THE_REOUESTX 7% HTTP/ [HC, OR]

RewriteCond #{THE_REQUESTY “/%s\ HTTP/ [HC, ORI

FewriteCond ¥{THE_REQUESTY etc/passwd [HC, OR]

RewriteCond #{THE_REOUESTY coi-bin [HC, OR]

RewriteCond #¥{THE_REQUESTY (#AAI #¥AD) [HC, OR]

RewriteCond #{REQUEST_URIY owsswrh, dll [HC, ORI

RewriteCond #CHTTP_REFERERY ¢ #BAI ¥A0I ¥271 ¥3CI #3El ¥0@) [HC, ORI

FewriteCond ¥{HTTP_REFERERY . openditrviewerh., [HC, OR]

FewriteCond #¥{HTTP_REFERERY usersh. skynet'. be, = [HC, OR]

RewriteCond #COUERY_STRIMGY [a-zR-Z8-9_1=http: /¢ [OR]

RewriteCond #{OUERY_STRIMGY [a-zR-Z8-9_1=C% %, //70+ [OR]

RewriteCond #{OUERY_STRIMGY [a-zR-Z8-9_1=/([a-z@B-9_ 1//72+ [HC, OR]

RewriteCond #{OUERY_STRIMGY “\=PHPLB-9a-f1{8%-[A-9a-f1{43-[B-9a-f1{d-[B-9a-f1{43-[B-Fa-f1{1!
RewriteCond #COUERY_STRIMGY Ch %, A% N 2 [OR]

RewriteCond #{OUERY_STRIMGY fiph: [HC, ORI
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HLOUERY _STRIHGX
HLOUERY _STRIHGX
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HLOUERY _STRIHGX
HLOUERY _STRIHGX

MLLPY LML, UK
httpsh: [HC, OR]
=% whl [HC, OR]

L) SselfA0 %0 % [HC, OR]

U, #)cPath=http /70, =0% [HC, OR]

0] B30, #scriph, =04 B3E) [HC, ORI

Ll ¥ICHCL sl #sh+oript, #0x| ¥3E) [HC, OR]
O] BACY, #1frame, =0\ %3E) [HC, ORI

Cl ¥ICHCL 1 T+1 0 +frame, =0 x| ¥3E) [HC, OR]
basebd_encode. =\, #\) [HC, OR]
basetd_renl dedcodel " 1+5\(L "1 1%4) [HC, OR]
GLOBALSC =l SO NELBA-9R-2148, 230 [OR]
_REQUESTC=I SO NELB-9R-2148, 230 [OR]
ToaNDENIENCI N €] =0, [HC, OR]

CHULLI OUTFILEl LORD_FILEY [OR]

v AN A A +imotdl etel bind [HC, ORI
Clocalhostl loopbackl 127%, 8%, 8%, 10 [HC, OR]
C<l x| EBA HADI %271 %301 #3E #PA) [HC, ORI
concat[ ™ (1=\( [HC, OR]

uniont[ "sl+s)+elect [HC, ORI
union(["al+a)+110(["sl+s)+elect [HC, OR]
Crl<l =0 1 N2 HBAN 2001 $221 %271 %301 #3E #8a), =

i /%¢l unionl sel ectl insert| dropl del etel updatel castl createl charl convertl al terl decl arel order| sct
RewriteCond #LOUERY_STRIMGY (sp_executesqgl) [HCI

RewriteRul e

RewriteCond
RewriteCond
RewriteCond
RewriteRul e
RewriteCond
RewriteCond

“o#)% - [F, L]

HLREMOTE_ADDRY

! "85\, 55\, BEN, 268A%

EREQUEST_URIZ ! “/bp-maintenance’., php%
EREQUEST_URI 3 ! “/wp-content /plugi ns/bul 1 et proof -securi tus abst ract -bl ue-bgt, png:

“(, #)% /bp-maintenance. php [L]

YREQUEST_FILEHAMEX
YREQUEST_FILEHAMEX
RewriteRule .

dindex, php [LI
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| —d



