#
# Apache Global Fules - 5tart

FewriteEngine on

# Get rid of tralling slashes arfter domaln
RewriteCond #%{THE_REQUESTY “L[A-Z113, 9% /4007 1)
RewriteRule . = httpe AAECHTTP_HOSTR A% [R=381, L]

# Remove mul tiple =1ashes from LURT
RewriteCond ¥REQUEST_URIY "0, 2 7/{2, 30, )%
RewriteRule . #lAEZ [R=381, L]

# make drupal handl e G684 error page
ErrorDocument 484 /index, php

# S0 gl ways return G984 status
RedirectMatch 484 ~/ 484

# a3llow files to be accessed without /s1tess<s]te_namess
RewriteRule “filesi(, #3% /sites/defaultifiles/$1 [LI

# allow themses to be accessed without 7sitessosite_namss,
RewriteCond #%{REQUEST_FILEMAMEY ! -f
ReuriteRule “themes (. #3% /sites/default/themess$l [L]

# allow 1ibraries to be accessed without 7sitessosite_namss,
RewriteCond #%{REQUEST_FILEMAMEY ! -f
RewriteRule “librariessc, 1§ /sites/default/libraries/$l [LI]

# redirect sakamal to ss51tessos] te_name:sf11ess 3k amal
RewriteRule "akamal /(. #3% /sites/default/files/sakamal7$1 [LI]

# redirect srobots txt to /sitessositessrobots, txt
RewriteCond #%{REQUEST_FILEMAMEY ! -f
RewriteRule “robots, txt /sites/default/files/robots txt [L]

# ralse 44 1nstead of default drupal's 483
RedirectMatch 484 "+,
tenginel inclinfol installl makel modul el profilel testl pol shl, #sgll themel tplh, phpa 7
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# deny . txt files, except robots, txt
RedirectMatch 484 "7 robotsich, tetag”

# block access to snodes<node number:, xxxy , were xxxx could be any string, this l1eads to
false positives In security scans 11ke snodesl b bak

RewriteCond #{REQUEST_URIY “/node/[B-91<{1, 63\, [A-Za-zB-91+ [OR]

RewriteCond %{REQUEST_URIY “/node/[B-91{1, E}[A-Z2a-z1+ [OR]

RewriteCond #{REQOUEST_URIY “/nodes$ [OR]

RewriteCond ¥{REOUEST_URIY “/nodes

FewriteRule ™ /484 [R=permanent, L]

# trap access to files in the root directory
RedirectMatch 484 “/update, php

RedirectMatch 484 “/install. php
FedirectMatch 484 “/cron, php

RedirectMatch 484 “/tests

RedirectMatch 484 ©/searchs

RedirectMatch 484 ~/homes

RedirectMatch 484 “/scriptss

# Block rss xml access
RedirectMatch 484 “/rss, xml

# Ralse a 484 error for directories, except home page
RewriteCond #{RECUEST_FILEMAME} -d

RewriteCond #{REQUEST_URIX ! “/%

RewriteRule ™ - [R=4A4, L]

# block . htaccess and any other ™., # file
# when the file exists
RedirectMatch 484 "7 A"

# Felow uses mod_deflate to compress text files, MHewver compress binary iles,
# place rilter 'DEFLATE' on all outgolng content
SetOutputFilter DEFLATE

# exclude uncompressible content wvia file type

SetEnvI fHoCase Request_URI %, ¢ gifl jpe?gl pngl mpdl ogal rarl zip) $ no-gzip



RewriteCond #¥{REQUEST_URIY "8/ €@, 1iuseris/loginy£6, 13, =% [HC, OR]
FewriteCond ¥C0UERY_STRIMGY g=useri/logind <@, 13, = [HC, ORI
FewriteCond #{0UERY_STRIMGY g=admin. # [HC, OR]

RewriteCond #¥{REQUEST_URIY "8/ €@, 1iuseris/loginy£6, 13, =% [HC, OR]
RewriteCond #¥{REQUEST_URIY “Cv/2 €@, 1 admin, = [HC, OR]

RewriteCond #{REQUEST_URIY “fuseri/7)% [HC, ORI

FewriteCond ¥REQUEST_URIY “/usersautocompletel /7% [HC, OR]
FewriteCond ¥{REQUEST_URIY “fuserslogind, 1§ [HC, ORI

FewriteCond ¥{REQUEST_URIY “fuseriregister:, =0 § [HC, ORI
FewriteCond ¥{REQUEST_URIY “/user/password:, = § [HC, ORI
RewriteCond #{REQUEST_URIY “/userireset/(, 2§ [HC, OR]

RewriteCond #¥{REQUEST_URIY “fuser/[A-9]1+(/70% [HC, OR]

RewriteCond #{REQUEST_URIY “fuser/[B-9]1+/wiew(/7)% [HC, OR]
RewriteCond #{REQUEST_URIY “fuser/[B-9]1+/deletel/7)% [HC, ORI
RewriteCond #{REQUEST_URIY “/userireset/(, 2§ [HC, OR]

RewriteCond #{REQUEST_URIY “fuser/(. #)/edit/account(/7)& [HC, OR]

RewriteCond #{REQUEST_URIY “/user/[B-9]1+/imced [HC, ORI
RewriteCond #{REQUEST_URIY “/imcel/73% [HC, ORI
RewriteCond #{REQUEST_URIY “/imces(. )% [HC, OR]
RewriteCond ¥{REQUEST_URIY “/print/adminC/7?0$ [HC, ORI
FewriteCond ¥{REQUEST_URIZ “/print/adminsC. 3§ [HCI

# Frizer
RewriteCond #CEMV: AH_Client_IPX ! “127. 8, 8, 1

FewriteRule ™ /4847 [R=permanent, L]

# Frevent apache_custom conf access

RewriteEngine on

FewriteCond ¥{REQUEST_URIY apache_customh, conf$ [HCI
RewriteRule . # [R=484]

# generate 464 for non existent dot files or dot directories ¢, adm ., . cobalt
RewriteEngine on
FewriteRule "C71 /% " /484 [R=permanent, L]

#Redi rect autocompl ete
FewriteCond ¥{REQUEST_URIY fuserreferencesautocomplete [HCI
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RewriteRule ™0, #)% /sites/default/files/empty, json [R, L, HE]
# Ho access to Zrss xml

FewriteCond ¥{REQUEST_URI “frss. xmlE [HCI

RewriteRule ™ /4847 [R=permanent, L]

# Mo access to sfilterstips
RewriteCond %REOUEST_URI “ffilterstips /7% [HC]
RewriteRule ™ /4847 [R=permanent, L]

# Ho access to staxonomyssutocompl ete
FewriteCond ¥{REQUEST_URI “/taxonomys aut ocompl eted S0 E [HCI
RewriteRule ™ /4847 [R=permanent, L]

## Helping =ite performance
# Adding Expires in HTTP Headers,

ExpiresActive On

Expireshefault "access plus 86488 seconds”

ExpiresByType text/html "access plus 120 seconds”

ExpiresByType imagesgif "access plus S64AR  seconds"

ExpiresByTupe images jpeg "access plus 86408 seconds”

ExpiresByType image/png "access plus S64AR  seconds"

ExpiresByType text/css "access plus 86488 seconds”

ExpiresByTupe text/javascript "access plus 86488 seconds”
ExpiresByTupe applicationdx-javascript "access plus S64AR  seconds"

# setting Cache-Control headers

Header set Cache-Control “max-age=86488 , public"

Header set Cache-Control “max-age=86488 , public"

Header set Cache-Control “max-age=86408 , priwvate”

Header set Cache-Control “max-age=86488 , public, must-revalidate”
Header set Cache-Control “max-age=1, priwvate, must-revalidate”
Header set Cache-Control “no-cache, public, must-rewvalidate”

# Apache Global Rules - Erd
#

#
# Apache Custom Fules - 5tart




#
# Extend apache configuration such as reditection using this file
#

# Apache Custom Rules - Ernd
#

#
# ApachesPHP Drupal settimgs:
#

# FProtect files and directories from prying eyes,

# Don't show directory 11s5tings for URLS which map to a directory,
Options -Indexes

# Follow symbolic 11nks In this directory,
Options +FollowSumlinks

# Make Drupal handle any d684 errors,
ErrorDocument €84 /index php

# Set the default handl er,
Directoryl ndex index php index html index. htm

# Override PHP settings that cannot be changed at runtime. See
# sitessdefaul ts/defaul t, settings php and drupal _environment _initializecl 1n

# 1ncludessbootstrap 1nc for settings that can be changed at runtime,

# FHF 5, Apache 1 and Z
<IfModul e mod_phpS, c

php_flag magic_quotes_gpc of f
php_flag magic_guotes_sybase of f
php_flag reqgister_global s of f
php_flag session, auto_start of f
php_walue mbstring http_input pass
php_walue mbstring http_output pass

php_flag mbstring encoding_translation of f
</ fModul e

# Requires mod_sxpires to be enabl ed,



£IfModul e mod_expires. o
# Enabl e expl rations,
ExpiresActive On

# Cache all files for 2 weeks after access (AL,
ExpiresDefault Al 269664

<FilesMatch . php$:
# Do not allow PHP scripts to be cached unless they explicitly send cache
# headers themsel ves, Otherwlse all scripts would have to overwrlte the
# headers set by mod_expires 1f they want another caching behavior, This may
# rail 1f an ertor occurs early 1n the bootstrap process, and It may cause
# problems 1f 3 non-Crupal PHP file 15 1nstalled in 3 subdirectory.
ExpiresActive Off

£/FilesMatch:

/I fModul e

# Yarious rewite rules,
<IfModul e mod_rewrite, o
RewriteEngine on

# Block access to "hidden” directories whose names begin with a period This
# 1ncludes directorles used by version control systems such as Subversion or
# Git to store control files Files whose names begin with 3 period, a5 well
# as the control files used by C¥5 a&are protected by the Filestatch directive
# above,

#

# HOTE: This only works when mod_rewrlte 15 1oaded, Without mod_rewrite, It 13
# not possible to block access to entire directories from . htaccess, because
# <0irectoryfatchs 15 not allowsd here,

#

# If you do not have mod_rewite Installed, you should remove these

# directories from your webroot or otherwise protect them from belmg

# downl oaded,

RewriteRule "C7°1 /% " - [F]

1

# If your site can be accessed both with and without the 'www ' preflx gou
# can use one of the following settings to redirect users to your preferred
# URL, elther WITH or WITHOUT the 'www ' prefix Choose OHLY one optlon:

#

# To redirect all users to access the site WITH the "www ' prefix,



# Chttp ssexampl e coms, ., will be redirected to Attp v exampl 8 coms, .. 0
# uncomment the followl ng:

# RewrlteCond XCHTTP_HOST? ! “www', [HCT

# RewlteRule © http: //www, XCHTTP_HOST ECREQUEST_LRI: [L, R=3811

#

# To redirect all users to sccess the site WITHOUT the 'www ' preflx,

# Chttp s/, exampl &, coms, . will be redirected to httpe A7exampl 8 coms, .. 2
# uncomment the followl ng:

# RewrlteCond XCHTTP_HOST? “www'. O +3% [HCT

# RewlteRule ™ http: /7% BCREQUEST_URIZ [L, R=5417

# Modi fuy the Rewitefase I you are using Drupal In a subdirectory o In a
# virtusl Document Root and the rewrlte rules are not working properl y,

# For example I1f your site 15 at httpe /sexampl & comsdrupal uncomment  and
# modifuy the followlng 11ne:

# RewlteFase ~drupal

#

#If your site 15 running 1n a Yirtual Document Root &t At tpe A7 exampl 8, com”,
# uncomment the followlng 11ne:

# RewrlteFase /

# Fass all requests not referring directly to files in the filesystem to
# Index, php Clean URLs are handled 1n drupal _environment_1nf t13511ze0,
RewriteCond #¥{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteCond #{REQUEST_URIY !=/favicon. ico

e

RewriteRule ™ index php [L]
# Rules to correctly serve gzip compressed C55 and J5 Files,
# Requires both mod_rewlte and mod_headers to be enabl ed,
<IfModul & mod_headets, c
# Serve gzip compressed C55 files I they exist and the client accepts gzip
RewriteCond #{HTTP: Accept-encodi ngr gzip
RewriteCond #{REQUEST_FILEMAMEX%, gz -5
RewriteRule ™0, #)%, c3s $1%, csss, gz [0SA]

# Serve gzip compressed J5 fl1les 1f they exist and the client accepts gzip,
RewriteCond #{HTTP: Accept-encodi ngr gzip

RewriteCond #{REQUEST_FILEMAMEX%, gz -5

RewriteRule ™0, #1%, js $1% js\ gz [0SA]



# serve correct content types, and prevent mod_deflate double gzip.
RewriteRule % cssh, g% - [T=text/css, E=no-gzip: 1]
FewriteRule . js\. gz% - [T=text/javascript, E=no-gzip 11

£FilesMatch "5, jsh, gzl v cssh, gz s
# Serve correct encoding tupe,
Header set Content-Encoding gzip
# Force proxies to cache gzipped & non-gzipped css.js f11es separatel uy,
Header append Yary Accept-Encoding
£/FilesMatch:
</TfModul e

AT Modul e



