# Addler aul tLharset UTF-5
AddType text/sx-component . hic

<IfModul e mod_phpS, c>

php_flag displ ay_erraors Off
php_flag log_errors on

# php_val ue ertor_I1og logsserrors

php_walue  upload_max_filesize  GH

php_walue  post_max_size &M

php_walue  memory_limit B

php_flag teqister_global s off
php_flag zlib, output _compression of f
php_flag magi c_quotes_gpc off
php_flag magi c_quotes_runtime of f
php_flag suhosin, session encrupt of f

#php_walue  session cookle_path

#php_walue  session hash_function  shafs6e
php_flag session, auto_start off
php_walue  session go_maxlifetime  Z1E@A
php_walue  session. go_divisor SEA
php_walue  session go_probability 1

<A1 fModul e

£IfModule mod_rewrite, o

Options +FollowSumlinks

FewriteEngine On

FewriteRule “faviconh. icof skins/larrydimagessfavicon, ico

# security rules:

# 1n all locations except 1nstaller directory
FewriteRule "7 installerl La-fA-91{1630CN, 707N, 140% - [F]

I}

# - deny access to some 1ocations

~
~)

RewriteRule ~/7

% gitlh, txl SOLI binl confial 1ogsl templ testsl program/Cincludel 1ibl localizationl stepsiy -
[F]

# - deny access to some documentation f1les
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[F]
AT Modul e

<IfModul e mod_deflate, o
SetOutputFilter DEFLATE
AT Modul e

<IfModul e mod_headers, o
# replace 'append’ with 'merge’ for Apache wversion 202 9 and 1ater

#Header append Cache-Control public enwv=! HO_CACHE

# for better privacy/security ask browsers to not set the Referer
n

#Header set Content-Securi ty-Folicy "referter no-referrer
</ 1 fModul e

£IfModul e mod_expires. o
ExpiresActive On

Expireshefault "access plus 1 month"
</TfModul e

FileETag MTime S5ize
<I fModul & mod_aut ol ndex, o

Options -Indexes
£/1 fModul e

XML JCEENTLLIE b —



