£IfModule mod_rewrite. o
£IfModul e mod_neqgotiation. o>
Options -Multiviews
<A1 fModul e

FewriteEngine On

## Begin - Explolts

# If you experience problems on your site block out the operations 11sted bel ow
# This attempts to bBlock the most common tuype of exploit “attempts’ to Grav
#

# Block out any script trying to basebd_encode data within the URL.
RewriteCond #{OUERY_STRIMGY basebd_encodel “C1#\(["21+%) [OR]

# Block out any script that Includes a <scriptr tag in LURL,

RewriteCond ¥{OUERY_STRIMGY < #3C0CL"s]#s)+cript, =(:| #3E2 [HC, ORI

# Block out any script trying to set 3 PHP GLOBALS variable wia LKL
FewriteCond ¥{OUERY_STRIMGY GLOBALSC=I [l %HELB-9A-Z1{A, 23 [OR]

# Block out any script trying to modify & _REGQUEST wariable wia LREL
FewriteCond ¥{OUERY_STRIMGY _REQUESTC =l S[I NE[B-9A-Z1LA, 232

# Return 483 Forbi dden header and show the content of the root homepage
RewriteRule . # index. php [FI

#

## End - Exploits

## Begin - Securlty
RewriteRule ™0, gitl cachel binl 1ogsl backup) /0, ) error [L]

# Block access to specific flle types for these folders
RewriteRule “Csysteml user| vendor) /(. 3%, Ctxtl mdl btmll gamll phpl twigl shl bat)$ error [L]

RewriteRule "CLICEMSEl composer. 1ock| composer, jsonl nginx confl web, configd$ error [FI

## End - Security

# Redirect Tralling 513shes, ..
RewriteRule “C, #0/% /41 [L,R=36811
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# rgridr e rrorn LorilnrorLer, .

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteCond #{REQUEST_FILEMAMEY ! -f

FewriteRule ™ index, php [LI
</TfModul e



