<IfModul & mod_headets, c
Header set X-UA-Compatible "IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on #ever|
¢FilesMatch "%, € jsl cssl 1essl gi fl pngl jpe?
gl pdf! xmll ogal oggl mdal ogyl mpdl mdwl webml svgl swgzl eotl t111 ot fl waf fl i col webpl appoachel mani festl
Header unset X-UA-Compatible
£/FilesMatch:
<A1 fModul e

<IfModul & mod_headets, c
¢FilesMatch ", CLtfl ttcl otfl eotl woffl font, css) "
Header set Access-Control-Allow-Origin "
£/FilesMatch:

AT Modul e

<IfModule mod_deflate, c
# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydn/post s/2A1 81 2/ pushl ng—t
IfModule mod_setenvif. c
<IfModul & mod_headets, c
SetEnvI fHoCase " Accept-Encoddngl X-cept-Encodingl $C1531 “C153] -{1532% "“((gzipl deflatedr®
HAYE _Accept -Encodi ng
FequestHeader append Accept-Encoding "ozip, deflate” enw=HAVE_RAccept -Encoding
Header append Yary: Accept-Encoding
<A1 fModul e
<A1 fModul e

# Compress all output 1abeled with one of the following MIHE-types
IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml

application/ javascript
applicationd json
applicationdrss+xml %
application/vnd ms-fontobject
applicationdx-font-ttf
applicationdxhtml +xml
applicationdxml *
fontsopentype M
images svg+xml

-_—_——— e a mm- L



Lmages =120
text/css A
textshtml
text/plain &
text/x—component

text/xml
</TfModul e
</TfModul e
#
# Expites headers (for better cache controll
#

# These are pretty far-future expires headsrs,
# They assume you control wersioning with £11ename-based cache bustimg
# Addi tionally, consider that outdated proxies may miscache

#  www, stevesouders, comsbl ogsERAGS Ay 25/ revvl ng-r1 1 enames-dont —~use-querystri mgs

#If you don't use filenames to wversion, lowsr the C55 and J5 to something 11ke

# "access plus 1 week”,

£IfModul e mod_expires. o
ExpiresActive on

# Perhaps better to whitellst expires rules? Perhaps,
Expireshefaul t "access plus 1 month"

# cache, appcache needs re-requests In FF 5 6 (thanks Remy “Tntroduci mg HTHLE
ExpiresByType text/cache-manifest "access plus A seconds”

# Your document html

ExpiresByType text/himl "access plus A seconds”
# [ata

ExpiresByTupe text/xml "access plus A seconds”

ExpiresByTuype applicationdxml "access plus A seconds”

ExpiresByType applicationd json "access plus A seconds”
# Feed

ExpiresByTupe application/rss+xml "access plus 1 hour”



ExplresBylype applicationsatom+xml "access plus 1 hour”

# Favicon {cannot be renamed?

ExpiresByType imagesx-1icon "access plus 1 week"

# Media 1mages, video, sudio

ExpiresByType imagesqgif "access plus 1 month"
ExpiresByType imagespng "access plus 1 month"
ExpiresByTuype images jpeq "access plus 1 month"
ExpiresByType wvideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByType wvideosmpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HTC files (css3piel
ExpiresByType text/x-component "access plus 1 month"
# Webrfont=
ExpiresByType applicationdx-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByType application/x-font-woff  “access plus 1 month"
ExpiresByTuype imagesswg+xml "access plus 1 month"

ExpiresByType applicationdvnd ms-fontobject "access plus 1 month"

# C55 and Javascript

ExpiresByTuype text/css "access plus 1 year”
ExpiresByType applicationd javascript "access plus 1 year”
</1fModul e
#

# Frevent mobile network providers from modl fylng your site
#

# The following header prevents modi f1cation of your code over 36 on some
# European providers,
# This 15 the official 'bypass' suggested by 02 1n the UK,

<IfModul e mod_headers, o>
Header set Cache-Control "no-transform”
<A1 Modul e



#
# ETag removal
#

# FileFTag Hone 15 not enough for every server,
<IfModul & mod_headets, c

Header unset ETag
<A1 fModul e

# Use UTF-5 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

# Force UTF-8 for 3 number of file formats
AddCharset utf-58 . atom . css . less . js . json . rss . wtt | xml

¢FilesMatch "%, Cbakl configl sqll flal psdl inil 1ogl shl incl swpl distal “ag"
Order allow, deny
Deny from all
Satisfy ALl

£/FilesMatch:

# Increase cookle securlty
<IfModule phpS_modul e

php_value session, cookie_httponly true
<A1 fModul e

<IfModul e mod_rewrite, o
FewriteEngine On

RewriteRule ™% index. php?/ [QSA, L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEX ! -d
RewriteRule C, ) index php?/$1 [0SA, L]
<A1 fModul e



