# Do not 1et apache guess the URL Intentions, either it 15 correct or not,

Options -Multiviews

# 0on't show directory 11stings for URLS which map to 3 directory,
Options -Indexes

# set HTTPS environment variable 1f we came 1n over secure channel,
SetEnvIf x-forwarded-proto https HTTPS=on

#heep prying eyes out of our config fl1l1es
<files = ini:

aorder allow, deny

deny from all
/files:

#heep prying eyes out of our pw F1l1es
files = pus

aorder allow, deny

deny from all
/files:

#di =3l low any # php fi1le except Indexs pho
<FilesMatch "%, php$" >
Order ALLow, Deny
Deny from all
£/FilesMatch:
¢FilesMatch "index =\ phpg":
Order ALLow, Deny
Allow from all
£/FilesMatch:

#phpBl tsTheat et framework tedi rectlon
£IfModule mod_rewrite. o
FewriteEngine On
#rnceded for HTTP Basic authorization
RewriteRule . # — [E=HTTP_RAUTHORIZATION: #{HTTP: Authorization]
FewriteCond ¥{REQUEST_FILEMAMEY ! -f
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteRule ™0, #)% index. php?url=$1 [PT, 03A, L]
<A1 fModul e



#F1 ease consider moving the contents of this file into
#uyour webserver' s httpd conf 1ike so

<01 rectory Swwwst b s/ ol dersspat b
Rewri telond . . .
<01 rectory:

H O OB R W

#The resul ting performance & security gains may be worth It



