<IfModul e mod_rewrite, o
RewriteEngine On
RewriteBase /

#ias Fedi rect non www to www #EEE
# FewrlteCond ZCHTTP_HOST? “domal n com [HCT
# RewiteRule 7, 1§ http s www, domal i coms$l [L. R=3A17

##tht Frevent hotlinking ##fH

# RewriteCond ZTHTTP_REFERER: ! 7%

# RewiteCond ZCHTTP_REFERER: ! “http: #7/C www, 2 7domal o coms, #§ [HCT
# RewiteRule . Cgifl jpgl swfl 1yl pngr g ~ [R=362, L]

###tt Force https for certaln pages ##f
# RewriteCond ZCHTTPS? ! =on
# RewiteRul e “Csignupl cont act-usig https: A7 BCHTTP_HOST? BCREGQUEST_LIRT: [L, K1

# ErrorDocument 56 <566 fAtml

##th Securl ty restrictions ##fH

# procssel fAenviron? no way!

RewriteCond #¥{OUERY_STRIMGY procssel f/environ [OR]

# Block out any script trying to set 3 mosConflig value through the LRL
RewriteCond #{OUERY_STRIMGY mosConfig_[a-zA-Z2_1{1,213C=1 %¥300 [OR]
# Block out any script trying to basebd_encode crap to send via URL
RewriteCond #{0UERY_STRIMGY basebd_encode. =0, =) [0R]

# Block out any script that Includes a <scriptr tag in URL
RewriteCond ¥{OUERY_STRIMGY (<] ¥3C), #script, =0 ¥3E) [HC, OR]

# Block out any script trying to set 3 PHP GLOBALS variable wia LRFL
RewriteCond #{OUERY_STRIMGY GLOBALSC=I [| %¥[A-9A-Z14A, 232 [OR]

# Block out any script trying to modify a _REGQUEST wariable wia LRL
RewriteCond #{OUERY_STRIMGY _REQUESTC=I[I WE[B-9A-Z1{8, 23]

# Send all blocked reguest to homepage with 4683 Forbl dden error!
RewriteRule ™0, #)% app. php [F, L]

RewriteCond ¥{REQUEST_URIY “fadminc/, = 2§ [HCI
RewriteCond #¥{REQUEST_FILEMAMEY ! -f
RewriteRule ™0, #)% app_admin. php [0SA, L]

RewriteCond ¥{REQUEST_URIZ ! “/adming /. #l 2% [HC]

Fieeemd L o d WSl ST T LIRS 1 Fa



FEWNl LELOnd SoECWUUCD | _FLLCEAANES -1
FewriteRule . #)% app. php [0Q5A, L]
</ fModul e

#i [ sable =server s1ognature

Server3ignature Off

#H#H di sable directory browsing
Options All -Indexes

i set the timezone

# setEny T2 EuropesLondon

#i#t Sampl e Redirects

#at Redirect 341 httpe /7w, domal n, comshome bt tpe A7 v, domal n, coms

#H#E Al ways downl oad at tachment s
AddType applicationsoctet-stream . pdf
AddType applicationsoctet-stream . zip

#
#ae Optimi ze #i#h
#

#H## HTTF ETag header ####
#F115ETag Hone

#at Gzip Files ##it
£ifModule mod_deflate, o
AddOutputFilterBuTupe DEFLATE text/html text/xml text/css text/plain
AddOutputFilterBuTupe DEFLATE imagesswg+xml applicationsxhtml+xml applicationsxml
AddOut putFilterBuTupe DEFLATE application/rdf+xml applicationdrss+xml applicationd atom+xml
AddOut putFilterBuTupe DEFLATE text/javascript applicationsjavascript applicationdx-javasce
applicationd json
AddOutputFilterBuTupe DEFLATE application/x-font-ttf applicationsx—font-otf
AddOut putFilterBuTupe DEFLATE font/truetype font/opentype
£/1 fModul e

#### Cache-Control Headers #tH#E
<1 fModul & mod_headers, o
£filesMatch ", Cicol jpe?gl pngl gi fl swf)g"



Header set Lache-Lontrol “public
£/filesMatch:
<filesMatch "%, (cssag":

Header set Cache-Control “public"
£/filesMatch:
£<filesMatch "N, O jsig"s

Header set Cache-Control “priwvate"
£/filesMatch:
<filesMatch "N, Cx?html 7l php "

#Header set Cache-Control "private, must-reval 1 date”
£/filesMatch:

</1fModul e

###E HTTF ETag header ####
# FileFTag Hone

##tst Explre Headers #i##
£IfModul e mod_expires. o

£FilesMatch "M, Cappcachel crxl cssl eotl gi fl htcl icol jpe?
gl j=l mdal mdwl mani fest] mpdl oexl ogal oggl ogvl ot I pdfl pngl saf ari extzl svgl svgzl L] wofl webml webpl
Header unset X-UA-Compatible
£/FilesMatch:

ExpiresActive On
#Expl resbefaul t AGEE
ExpiresByType imagesx-1icon AZS9ZE8A
ExpiresByType applicationsx-javascript AGBB4SEA
ExpiresByType text/css ABA4EHA
ExpiresByType images/gif AZ59260A8
ExpiresByType images/png AZ59260A
ExpiresByType image’ jpeq AZS9ZEEA
ExpiresByType text/plain AS6466
ExpiresByTupe applicationdx-shockwave-flash AZ5926608
ExpiresByTupe wideo/x-flwv AZ59260A
ExpiresByType application/pdf AZS92BE6
#Expl resByType textshtml AS66A

<41 Modul e

#### set headers
<ifModul & mod_headers. o



#HH IE
Header set X-UAR-Compatible “IE=Edge, chrome=1"

###tft F3F Header of IE 15sues with 3rd party coockies
Header set P3P "cp=The Greek Spots"

##ts Securl ty Hardeni ng

# vivid Matter - Bulletproof Header Security

# 0on't allow pages to be framed externally - Defends agalnst CSRF
Header set X-FRAME-OPTIONWS "SAMEORIGIH'

# Tell the browser to attempt the HTTFS wersion firs
#Header add 5trict-Transport-5ecurl ty " max-age=1576566600"

# Turn on IEG-IE9 %55 prevention tools
#Header set X-X55-Protection "1; mode=hblock"

# Only allow Javascript from the same domain to be ron,
# 0on't allow Inline JavaScript to run,
#Header set X-Content-Securi ty-Policy "allow "self':”

# FPrevent mime based attacks
Header add X-Content-Tupe-Options “nosniff"

Header unset link
Header unset Server
Header unset X-Pingback

# 01 sable server =1gnature
Header set SerwverSignature “0Off"
Header set SerwerTokens "Prod

# Control Cross-Domain Policies
#Header set X-FPermi tted-Cross-0Domal n-Fol 1cies "master-onl y”

###E set the content 1anguage header
Header zet Content-Language en

#H#H Set the Creator
Header set Created-By "George Bardis - george@bardis, info"
Header set Yersion "1. 8, 8"



</1 fModul e

#

HHashstasass End - Optimize for ¥5low

#H### bad bot protection
£<IfModul e mod_rewrite, o

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX

“Bl acklidow [OR]

“Both mailtor craftbot@yahoo, com [OR]

“ChinaCl aw [OR]
“Custo [OR]
“DISCo [OR]

“Downl oads Demon [OR]

“eCatch [OR]
“EirGrabber [OR]
“Email 5i phon [OR]
“Emaillblolf [ORI

“Expresss WebPictures [0OR]

“ExtractorPro [OR]
“EyeMetIE [OR]
“FlashGet [OR]
“GetRight [OR]
“Getlleb! [OR]
“Gol Zilla [OR]

“Go-Ahead-Got-It [OR]

“GrabMet [OR]
“Grafula [OR]
“HMview [OR]
HTTrack [HC, OR]

“Imageh Stripper [OR]

“Imageh Sucker [OR]

Indy® Library [HC, OR]

“InterGET [OR]

“Internett Hinja [OR]

“JetCar [OR]

“JOC KWeb Spider [OR]

“larbin [OR]
“LeechFTP [OR]

“Massh Downl oader [ORI

“MIDown' tool [ORI
“Misters Pix [ORI



RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX

“Mavroad [OR]
“MearSite [OR]
“MetAnts [OR]
“MetSpider [OR]
“Heth Vampire [OR]
“MetZIP [OR]
“Octopus [OR]
“Offlines Explorer [0ORI
“Offlines Mavigator [OR]
“Pagesrabber [OR]
“Papa’ Foto [ORI
“pavuk [OR]
“pcBrowser [OR]
“Real bownl oad [OR]
“ReGet [OR]
“5iteSnagger [OR]
“SmartDbownl oad [OR]
“SuperBot [OR]
“SuperHTTP [OR]
“Surfbot [OR]
“tAkelut [ORI
“WWK-Mechani ze [OR]
“Teleporth Pro [OR]
“Woil dEYE [ ORI

“Webh Imageh Collector [ORI
“Webh Sucker [OR]
“WebAuto [OR]
“WebCopier [OR]
“WebFetch [OR]
“WebGoy 15 [ORI
“WeblLeacher [OR]
“lebReaper [OR]
“WebSauger [OR]
“Websiteh eXtractor [ORI
“Websitey Quester [ORI
“WebStripper [OR]
“WebWhacker [OR]
“WebZIP [OR]
“Widow [OR]
“WLWOFFLE [OR]
“waldon kebSpider [ORI



RewriteCond #CHTTP_USER_AGEMTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX

“ % - [F,L]

Rewri teCond

Rewri teCond

RewriteRule
<A1 fModul e

###E scanner bots a5 well 55 mala

£IfModule mod_rewrite, o
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
perll puthonl niktol curll scanl java
HLHTTP_USER_RAGEMTX
HLHTTP_USER_RAGEMTX
perll puthonl niktol curll scanl java
[HC, ORI

Rewri teCond

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

Rewri teCond
Rewri teCond

4
4
4
4

RewriteCond #{REQUEST_URI
FREQUEST_URI ¥
FREQUEST_URI ¥
FREQUEST_URI ¥
FREQUEST_URI ¥
FREQUEST_URI ¥

HLREQUEST _URI &

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
RewriteRule
<A1 fModul e

HCHTTP: Acunetix—Product s

“Toatah dragosteas meah pentru diavola [OR]

"Mozillass, Ay SF [ORI
“Zeus

w1 ous 1nput bl ocker

“w3af. sourceforge net [HC, OR]
dirbuster [HC, ORI

nikto CHC, ORI

sqlmap [HC, ORI

fimap [HC, OR]

nessus [HC, OR]

whatweb [HC, OR]

Openvas [HC, ORI

Jjbrofuzz [HC, ORI

libwhisker [HC, OR]

webshag [HC, ORI

i havi jl Het sparker! 11 buww-
winhttpl clshttpl 1oader) [HC, OR]
CEBAL #An E3C1E3El #aEy [HC, OR]
O I I IO N O o e e

[

]
oy

]
oy

“WYS

EICHCL"sles+oript, #0:] ¥3EY [HC, ORI
30 L el #ed +mbed, 0] ¥3E) [HC, OR]
EACHCL "ol #=0) +bject, =
EACHICL 1T =10+ rame, =0
basebd_renl dercodel "C1#M\(L ™2 1#4) [HC, OR]
CEBAL FADN YAl A ny [HC, OR]
union(["al+#a)+1100 "5l +s)+elect [HCI
“Co#0% http AA127 8.8, 1 [R=381,L]

#3EY [HC, ORI
#3EY [HC, ORI

LAl
danl L

H3CI L3E #AE), =011 buww-
winbttpl HTTrackl clshttpl archiver! 1oader| emaill harvest] extr:



