# Apache conflguration file
# httpd apache orgldocsss 2/ modysgul ckreference html

# Hote ., htaccess files are an overhead, this logic should be In your Apache config 1F possii
# httpd apache, orgsdocssz 2 howtosht access, html

# Technigues 1n here adapted from all over, 1ncloding:

#  Kroc Camern: camendesign, coms. ht access

#  perishabl epress, comspresss2AARSAl A1 8rstupl d-ht access-trl ckss
#  Sample . htaccess fI1le of CAS MOCx  modxcms. com

#
# Better website experience for IE users
#

# Force the 1atest IE wersion, In varlous cases when 1t may fall back to TE7 mode
# i thub, comst-a115/1-31 1 5/commi t./1 23eb25#commi t comment -11 5926
# Use ChromsFrame 1f 1t's installed for a better experience for the poor TE folk

<IfModul & mod_headets, c
Header set X-UAR-Compatible “IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on #ever
<FilesMatch "%, ¢ jsl cssl gi fl pnagl jpe?
gl pdfl xmll ogal oggl mdal ogyl mpdl mdvl webml svgl svgzl eotl t1f] ot fl wof I icol webpl appcachel mani fest|
*
Header unset X-UA-Compatible
£/FilesMatch:
<A1 fModul e

#
# Cross-domain AJAY requests
#

# Serve cross-domaln Ajax requests, di sabled by defsul t,
# enabl e-cors, org
# code, googl e, comsps it ml Bsecurl tyswl K1/ Cross0r gl nRequest Securl ty

# <IfHodul e mod_headers, o>
# Header set Access-Control -ALlow-0rigin "+"
# </ FHodul e



#
# CORS-enabl ed 1mages (Borossoriging
#

# send CORS headers 1f browsers reqguest them: enabled by default for 1mages,
# devel oper, mozi 11 & orgsensCORS_Enabl ed_I mage

# bl og, chroml um orgs 2681 12877051 ng-cross-domal n-1 mages—1 n-webgl -and, fit ml

# hacks, mozilla orgs2al1..11 . us1 ng-cors-t o-1 oad-webgl -t ext ures-rrom-cross-domal n-1 mages:

# wiki, mozilla orglSecuri tysRevl ewsscrossori gl nAt tri but e

I fModule mod_setervif, o
<IfModul e mod_headers, ¢
# mod_headers, y u o match by Content -Type?!
£FilesMatch "N, Coifl pngl jpe?gl sval svozl icol webp) $"
SetEnvIf Origin ":" IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e

#
# Webfont access
#

# Allow access from all domalns for webfonts,
# Alternatively you could only whitellst your

# subdomains 11ke "subdomal n, exampl e com”,

<IfModul e mod_headers, ¢
¢FilesMatch "5, (ttfl ttcl otfl eotl woffl font, cssy g
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

AT Modul e

#
# FProper MIME type for all files
#

# Javascript

#  Hormalize to standard type (it's spiffed in IE anyways)

[ . [



# tool s 1etf, orgshtml A1 ocdaz9%sect1 on-r, 2

AddType applications javascript is

# Audi o

AddType audiofogg oga ogg
AddType audi o/ mpa m<a

# ¥ideo

AddType wideo/ogg agy
AddType wideo/mps mp< melw
AddType wvideo/webm webm

# 5VG

# Reguired for svg webfonts on 1FPad

#  twitter, com/Font Sgul rrel /st at uss] 4655690545
AddType 1 mage/ svg+xml Vg SVOE
AddEncoding gzip SWOZ

# Webronts
AddType applications/wnd ms-fontobject eot

AddType applicationsx-font-ttf ttf ttc
AddType font/opentype ot f
AddType applicationsx—font-woff wof f

# Hzsorted types

AddType imagesx-icon ico

AddType image/webp webp

AddType text/cache-manifest appcache manifest
AddType text/x-component htc

AddType applicationsx-chrome-extension (o!

AddType applicationsx-opera-extension QB

AddType applicationsx-xpinstall xpl

AddType applicationsoctet-stream safariextz

AddType applicationsx—web-app-mani f est+json webapp
AddType text/x-wvcard wiof

#
# Gzip compression
#

<IfModul e mod_deflate, o>



# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydn/post s/2A1 81 2/ pushl ng—t
£IfModule mod_setenvif. o
<IfModul & mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodingl X015 {153 =153 % “((gzipl deflaten®
HAYE_Accept —~Encodi ng
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<A1 fModul e
<A1 fModul e

£IfModule !mod_filter. c»
# Legacy wversions of Apache
AddOut putFilterByTupe DEFLATE text/html text/plain text/css applications json
AddOut putFilterBuTupe DEFLATE applications javascript
AddOut putFilterByTupe DEFLATE text/xml applicationsxml text/x—component
AddOut putFilterByTupe DEFLATE applicationsxhtml+xml applications/rss+xml applicationsator
AddOut putFilterByTupe DEFLATE imagesx—-icon imagesswg+xml applicationdvnd. ms-fontobject
fontsopentype
<A1 fModul e

AT Modul e
#

# Explres headers (for better cache controlld
#

# These are pretty far-ruture expl res headers,

# They assume you control versioning with cachebusting guery params 11ke
# <script src="applicatlon js7261 AAGAS" >

# Addi tionally, consider that outdated proxies may miscache

#  www, stevesouders, comsbl ogsEAAGSAEY E3 vyl ng-r1 1 enames-dont —use-guerystri ngs

# If you don't use filenames to version, lowsr the C55 a&nd J5 to something 11ke

# access plus 1 week” or 5o,

<IfModul e mod_expires, o
ExpiresActive on

# Ferhaps better to whitelist expires rul es? Perhaps,
Expireshefault "access plus 1 month"



# cache, appcache needs re-reqguests in FF 3 6 (thanks Remy "“Introducing HTHLE)
ExpiresByType text/cache-manifest "access plus A seconds”

# Your document html

ExpiresByType text/himl "access plus A seconds”
# [ata

ExpiresByTupe text/xml "access plus A seconds”
ExpiresByTuype applicationdxml "access plus A seconds”
ExpiresByType applicationd json "access plus A seconds”
# Feer

ExpiresByTupe application/rss+xml "access plus 1 hour”
ExpiresByTupe applicationsatom+xml "access plus A seconds”

# Favicon {cannot be renamedi

ExpiresByTupe imagesx-1icon "access plus 1 week"

# Media 1mages, wideo, audio

ExpiresByType imagesogif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe images jpg "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTupe wideosmpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HIC rfiles (css3plel

ExpiresByType text/x-component "access plus 1 month"
# Webronts

ExpiresByTupe application/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe application/x-font-woff  "access plus 1 month"
ExpiresByTupe imagesswg+xml "access plus 1 month"

ExpiresByType applicationdvnd ms-fontobject "access plus 1 month"

# 55 and Javascript
ExpiresByTupe text/css "access plus 1 year”
ExpiresByTupe application/ javascript "access plus 1 year”



<A1 Modul e

#
# ETag removal
#

# FileFfTag Hone 15 not enough for every server
<IfModul & mod_headers, ¢

Header unset ETag
/I fModul e

# Since we're sending far-future expires, we don't need ETags for
# static content.

#  devel oper, yahoo, comsperformances Ul s, [tml #et ags

FileETag Hone

#
# start rewrlte englne
#

# Turning on the rewlte engine 15 necessary for the followling rules and features,
# Followsymllnks must be enabled for this to wort.

£IfModule mod_rewrite, o
Options +FollowSumlinks
FewriteEngine On

/I fModul e

#
# suppress or force the "www,
#

"

at the beginning of URL=

# The same content should never be awvailable under two di frerent URLS - especially not with

"

# without "www " at the beginning, since this can cause 5E0 problems (duplicate contentl,

# That's why you shoul d choose ome of the al ternatives and redirect the other one,

# By default option 1 Cno "www, "3 15 activated Remember: Shorter URLs are sexier,
# no-www, orgsfag photg=cl as55_6

# If you rather want to use option 2, just comment out all option 1 11nes
# and uncomment optlon 2



# INFORTANT: HEYER LSE BOTH RULES AT THE SAHME TIME!

# Option 1:
# Rewite "www exampl e com -> exampl e com”

£IfModule mod_rewrite. o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, . +3% [HC]
RewriteRule ™ http /7% B{REQUEST_URIF [R=381, L]
<A1 fModul e

#
# Frevent 484 errors for non-existing redirected fol ders
#

# without —Hul tiviews, Apache will give 3 484 for 8 rewite 1F 3 folder of the same name do
# e g sblogrhello ; webmasterworld comsapaches 35688792 [tm

Options —Mul tiviews

#
# Custom G684 page
#

# You can add custom pages to handle 5AE or 4683 pretty easily, 17 you 11ke,
ErrorDocument 484 /484, himl

#
# UTF-8 encodl ng
#

# Use UTF-5 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

# Force UTF-8 for 3 number of file formats
AddCharset utf-8 .css . js . xml . json . rss . atom

U

# "-Indexes" will have Apache block users from browsing folders without 3 defsult document

# Ususlly you should 1eave this activated, because you shouldn't allow everybody to surf th



# every folder on your server (which 1ncludes rather private places 11ke CMS system fol ders
<IfModule mod_autol ndex, o

Options -Indexes
</TfModul e

# FBlock access to "hidden” directories whose names begin with a period This
# includes directories used by version control systems such as Subversion or Gt
<IfModule mod_rewrite, c
RewriteCond #{SCRIPT_FILEMAMEY -d
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "(71 /0% " - [F]
</ 1 fModul e

# FBlock access to backup and source f1les
# This rfiles may be left by soms textshtml editors and
# pose 3 great security danger, when somsone can access them
£FilesMatch "%, Cbakl configl sqll flal psdl inil 1ogl shl incl swpl distal " "
Order allow, deny
Deny from all
Satisfy ALl
£/FilesMatch:

# Increase cookle securlty
<IfModule phpS_modul e

php_walue session, cookie_httponly true
</TfModul e

£<IfModul e mod_rewrite, o
FewriteEngine On
RewriteBase /

FewriteRule “index_dew. php - [F]

# Checks to see If the user 15 attempting to access 5 valid file.

# such a5 an Image or css5 document, 1f this isn't trues 1t sends the
# request to 1ndex, php

RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

FewriteRule ", #3% index. php!

ErrorDocument €83 /index php

Frinrhnement 84 A ndey. nhn



<A1 Modul e



