# [0isable directory 115t1mg
Options -Indexes

# Follow symbolic 11nks in the directory
Options +FollowSumlinks

£IfModul e mod_neqgotiation. o>
# Forbid apache to guess file extensions
Options -Multiviews

<A1 fModul e

# 01 sable mod_securlty for Apache 1. x

<IfModule mod_security, o
SecFilterEngine OfFf
SecFilterScanP0OST Off

<A1 fModul e

# Explicitly set right settings for mod_php 5 for Apache 1. x and £ x
<IfModul e mod_phpS, c>

php_flag magic_gquotes_gpo of f

php_flag magic_guotes_sybase of f

php_flag reqgister_globals of f

php_flag mbstring encoding_translation off

php_value mbstring http_input pass

php_value mbstring http_output pass

php_flag session, auto_start of f
<A1 fModul e

# Redirect reguests to the front controller
£IfModule mod_rewrite. o
# Use the front controller a5 3 default handl e
Directoryl ndex index php

FewriteEngine On

# Use separate front controller for the system 1nstallator
RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEX ! -d

RewriteRule "installi/sc, #0274 install. php [0OSA, L]
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# FEEWrILE Ji1 OUNEr requesis Tor T1LES Jnd direciorles /gl oo [jior exi st Lo
# the main front controller
RewriteCond %{REQUEST_FILEMAMEY ! —f
RewriteCond %{REQUEST_FILEMAMEY ! -d
FewriteRule ", #3% index. php [Q5A, L]
</TfModul e

<IfModule ! mod_tewrite, o
# There 15 no mod_rewrite In the system For the root Mbew directory
# 1ndex_rallback, php should be 1oaded first to activate ol d-fashl omed URLS,
# For all other directories Index php 15 just 3 directory index file
Directoryl ndex index_fallback, php index php

</ 1 fModul e

# Deny sccess to Internal system Files

£FilesMatch "N, Cumll pol inil handl ebarsl keep) "
Deny from all

£/FilesMatch:

# Deny access to CLI ctron worker from the outside
£Files "cron, php"

Deny from all
</Files:



