#
# | CORS-enabl ed 1mages /
#
<IfModul e mod_setenvif. o

<IfModul & mod_headets, c
£FilesMatch "N, Cbmpl curl gi flicol jpetal pnagl swgz?l webpa §
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<A1 fModul e
<A1 fModul e

#
# 1 HWeb ronts access /
#
<IfModul & mod_headets, c
¢FilesMatch "%, Ceotl otfl tELcfll wof 270 g"
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
<A1 fModul e

#
# 1 984 error prevention for non-existing redirected fol ders /
#
Options -Multiviews

#
# | Force IE to rendesr pages in the highest available mode in the varl ous /
#
<IfModul & mod_headets, c

Header set X-UA-Compatible "IE=edge”

¢FilesMatch "M, Cappcachel crxl cssl eotl gifl htcl icaol jpe?al jsl mdal meyl mani festl mpdl oexl ogal «

Header unset X-UA-Compatible
£/FilesMatch:
<A1 fModul e

#
# 1 Froper MIFE types for all files /
#
£IfModul @ mod_mime. >




# Data 1nterchanges

AddType applicationsatom+xml
AddType applications json

AddType applicationsld+json
AddType applicationsrss+xml
AddType applicationswnd. geo+json
AddType applicationsxml

# JavaScript
AddType applications javascript

# Manirest files

AddType application/mani fest+json

AddType applicationsx-web-app-mani f est+json
AddType text/cache-mani fest

# Media riles

AddType audi o/ mp4
AddType audi o/ ogg
AddType image/bmp
AddType imagesswg+xml
AddType image/webp
AddType i deo/mp4
AddType wideo/ogg
AddType i deo/webm
AddType wideosx—flv
AddType image/x—icon

# Web fonts

AddType application/font-woff

AddType application/font-woffZ
AddType application/vnd ms-fontobject
AddTupe applicationsx-font-ttf
AddType font/opentype

# Other

AddType applications/octet-stream
AddType applicationsx-bb-appworld
AddType applicationsx-chrome-extension
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Hddlype applilcatlonx-opera-extension OEx

AddType applicationsx-xpinstall xpl
AddType text/wcard voard wof
AddType text/wnd rim location. xloc xl oo
AddType textswit wit
AddType text/x-component htc

</1fModul e

#

# | UTF-5 encodimg

#

AddDef aul tCharset utf-5
<IfModul e mod_mime. c»

AddCharset utf-3 . atom . css . j5 . json . manifest . rdf . rss . wit . webapp . webmanifest

<A1 Modul e

#
# | Rewrlte englne
#

<IfModul e mod_rewrite, o

# Enable URL rewrlting
FewriteEngine On

# Store the current location In an environment variable CHD to use
# mod_rewite 1n . htaccess fl1les without knowing the Rewrl tefase
RewriteCond $E#{REQUEST_URT Y CL"#1=)#0, #24%1%

RewriteRule ™ =% - [E=CHWD: 2]

# Rules to set AppllcationContext based on hostname
#Rewrl teCond XCHTTP_HOST: “devh. exampl 8%, com$

#Rewrl teRule . 7 - [E=TYPOS_CONTEXT: Devel opment ]

#Rewr teCond XCHTTF_HOST? “stagimgt. exampl 2%, comg
#Rewrl teRule . 7 - [E=TYPO3_CONTEXT: Froduct i ons/5t agl ngl
#Rewrl teCond XCHTTP_HOST? “www', exampl 8%, com$

#Rewrl teRule . 7 - [E=TYPO3_CONTEXT: Froductiond

# Rule for versioned static files, conflgured through:
# - $GLOBALSL' TYFPOS_ CONF_YARS' I ' BE' 1L " wersi onHumberI nfl 1 ename’ 7
# - $GLOBALSL' TYFPOS_ CONF_YARS' I FE' 1L " wersi onHumberI nfl 1 ename’ 7

,xml



# IMFPORTANT: This rule has to be the very first RewriteCond 1n order to work!
FewriteCond ¥{REQUEST_FILEMAMEY ! -f

FewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteRule ™0, +1%, Chd+)h, Cphpl j3l csslpngl jpgl gifl gzipdd $1. 43 [L]

# Access bBlock o folders

FewriteRule _(7 recycler! temp)_/ - [F]

RewriteRule fileadmin/templatess, =\, (7 txtlts)g - [F]
FewriteRule typodtempslogss - [F]

FewriteRule “(vwendor| typod_srcy - [F]

FewriteRule 7 tupodconf/ext] typo3s susext| tupo3sext) /L7 1+/0 7 Configurationl Resourcess Pt

# Access block for files o folders starting with & dot
RewriteCond #¥{SCRIPT_FILEMAMEY -d [OR]

RewriteCond ¥{SCRIPT_FILEMAMEY -f

RewriteRule (% 71 /3%, - [F]

# Stop rewrite processing 1f we ae In the typo3s directory or any other known di
# HOTE: Add your additional 1ocal storages here
RewriteRule (7 typo3dl fileadmind| typo3conf /| typo3temps| upl oads/| faviconh, icod - [L]

# If the filessymlink/directory does not exist =» Redirect to 1ndex. php
RewriteCond #%{REQUEST_FILEMAMEY ! -f
RewriteCond #%REQUEST_FILEMAMEY ! -d
RewriteCond #%REQUEST_FILEMAMET ! -1

RewriteRule ~ % ¥{EMV: CWDY1index php COSA, LI

AT Modul e

#
# | EBlock access to directories without 3 defaul t document, /
#
<IfModul & mod_aut ol ndex, o

Options -Indexes
<A1 fModul e

#
# | EBlock access to hidden files and directories /
#
<IfModul e mod_rewrite, o




RewriteCond #{SCRIPT_FILEMAMEY -d [OR]

RewriteCond #{SCRIPT_FILEMAMEY -f

RewriteRule "C7°1 /% " - [F]
</TfModul e

#
# | Block access to backup and source f11es, /
#
£FilesMatch "C7i: ™, 1“4 =4 “0 7 Changelogl ToDol Readmel Li censed C 7 s, mdl b, txt )7l “composert,

7 jsonl lock)| “ext _conf_templ ateh, txtl "ext _typoscript _constantsh, txtl "ext_tuyposcript_setuph,
| swlopll git, =3, =03 "l rocoag" s

# Apache « 2 3

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl

</TfModul e

# Apache =2 2 3

<IfModul e mod_authz_care, c
Fequire all denied

</TfModul e

£/FilesMatch:

#
# | Block access to vos directories, /
#
<IfModule mod_alias, o

RedirectMatch 484 /5, O gitl swnl hgy !
</TfModul e

#
# | Compression /
#
<IfModule mod_deflate, o

I fModule mod_setervif, o

<IfModul e mod_headers, ¢
SetEnvI fHoCase "0 Accept-Encodingl ¥-cept-Encodi ngl ${1531 “C1531 -{1532% "({gzipl det
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e



<IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml

applicationd javascript
applicationd json %
applicationdld+json &
applicationd/mani fest+json %
applicationdrdf +xml %
applicationdrss+xml %
applicationdschema+json
applicationdvnd geo+json b
applicationdvnd ms-fontobject
applicationdx-font-ttf
applicationdx-javascript
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/eot %
font/opentype M
image/bmp
1 mages svg+xml
image/vnd. microsoft, icon %
images x—1con M
text/cache-manifest
text/css A
text/shtml 5
text/ javascript
text/plain &
text/vcard 5
text/vnd rim location xloc %
text/vit A
text/ x—component
text/x-cross—domai n-policy &
text/xml

<41 Modul e

<IfModule mod_mime, >

AddEncoding gzip SWOZ
<41 Modul e
<41 Modul e

# | ET3g removal /



#

<IfModul & mod_headets, c
Header unset ETag

<A1 fModul e

FileETag Hone

#

# | Expires headers (for better cache control)
#

£IfModul e mod_expires. o

ExpiresActive on

Expireshefault "access
ExpiresByTupe text/css "access
ExpiresByTupe applicationd json "access
ExpiresByTupe applicationsld+json "access
ExpiresByTupe applicationsschema+json "access
ExpiresByTupe applicationdvnd, geo+json "access
ExpiresByTupe applicationsxml "access
ExpiresByTupe text/xml "access
ExpiresByTupe imageswnd. microsoft, icon "access
ExpiresByTupe images x-icon "access
ExpiresByTupe text/x-component "access
ExpiresByTupe text/himl "access
ExpiresByTupe application/ javascript "access
ExpiresByTupe applicationsx-javascript "access
ExpiresByTupe text/javascript "access
ExpiresByTupe applicationdmani fest+json "access
ExpiresByTupe application/x-web-app-manifest+json  "access
ExpiresByTupe text/cache-manifest "access
ExpiresByType audiosogg "access
ExpiresByTupe imagesbmp "access

ExpiresByTupe

imagesqif "access
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<A1 FModul e
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