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# This 15 used with Apache WebSetrvers

#

# The following blocks direct HTTF requests to all filetypes in this directory
recursi vely, except certaln approved exceptlons

# It also prevents the ability of any scripts to run Ho type of script, be 1t PHP, FERL
ot whatever, can normally be executed 17 ExecChl 15 di sabled,

# Will 3ls0 prevent people from seeing what 15 in the dir, and any sub-directories
#

# For this to work, you must [nclude either "All" or at least: 'Limit' and ' Indexes’
parameters to the Allowlyverrde conflguration 1n yowr apachesconfshttpd conf f1le

# Additionally, If you want the added protection offered by the OFTIONS directlve bel ow,
you'll need to add 'Options' to the Allowlverride 1ist, 1f "All' 15 not specified

# Exampl &

#o01 rectory "susrsl ocal s apaches bt docs" s

# Allowlverride Limit Options Indexes

#oo00 rect oy
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Directoryl ndex index php

# deny =everythl ngs
¢FilesMatch ", =\, . #">
Order ALLow, Deny

Deny from all
£/FilesMatch:

# allow access to the root
¢FilesMatch ""§">

Order ALLow, Deny

Allow from all
£/FilesMatch:

# but now 3l1ow just #certalns necessary f11es

£FilesMatch "C7id, #\, Cphpl jsl cssl html 2l icol ot fl jpe?al gi f1 webpl pngl swfl f1vl xmll xs1a$" >
Order ALLow, Deny
Allow from all
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SECLLESNALCTNS
IndexIgnore */%

¢<limit POST PUT:
order deny, allow
deny from ALL
</limit

## HOTE: If you want even greater securlty to prevent hackers from running scripts in this
fol der, uncomment the followimg 1ine C1F your hosting company will a11ow you to use
OPTIONS:
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## Optional caching 1mprovements
## Requires mod_header and mod_deflate to be enabled within Apache
HHRHRHRRRRRRRRRRRY
<IfModul e mod_headers, ¢
Header unset Pragma
FileETag Hone
Header unset ETag
#Header set Cache-Control "no-transform”
£FilesMatch "C7i), #\, Cicol jpe®gl gi fl ot fl webpl pngl swfl f1vl sval swgz) §"
Header set Cache-control “max-age=8640888, public, must-revalidate”
Header unset Last-Modified
£/FilesMatch:
¢FilesMatch " 710, 5, Chimll html xmll txt] xs1og" =
Header set Cache-control “max-age=7E286, must-rewvalidate”
£/FilesMatch:
</TfModul e
<IfModule mod_deflate, o
£FilesMatch "C7ias, O jsl cssag" s
SetOutputFilter DEFLATE
£/FilesMatch:
</TfModul e
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## Optional 1mprovements

## Requires mod_expltres to be enabled within Apache
HHRHRHRRRRRRRRRRRY



£1tmodule mod_explres, o
ExpiresActive On
ExpiresDefault AZ6A
ExpiresByType applicationdx-javascript A36AA
ExpiresByTuype text/css A3GEA
ExpiresByType image/gif AGB4366
ExpiresByType wideos/x—flv AGBB4SEA
ExpiresByType application/pdf AGBB4SEA
ExpiresByType text/html AZBA
ExpiresByType imagesx-1con ASRAEA
ExpiresByType image’ jpeq AZS9ZEEA
ExpiresByType images/png AZ59260A
ExpiresByType text/cache-manifest "access plus A seconds"

</1 fmodul e
#turn of f X-PHP-0r1 gi nating-5cript header when sending emalls from admin

#uncomment to actlvate:

# php_flag mall, add_x_header OFf



