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AuthTupe Basic

AuthHame “Ho access"
AuthUserFile . htnopasswd
AuthGroupFile fdew/null
#Requi e val 1 d-user
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#
# This 15 used with Apache WebSetrvers
#
# The following blocks direct HTTF requests to all filetypes in this directory
recursi vely, except certaln approved exceptlons
# It also prevents the ability of any scripts to run Ho type of script, be 1t PHP, FERL
ot whatever, can normally be executed 17 ExecChl 15 di sabled,
# Will 3ls0 prevent people from seeing what 15 in the dir, and any sub-directories
#
# For this to work, you must [nclude either "All" or at least: 'Limit' and ' Indexes’
parameters to the Allowlyverrde conflguration 1n yowr apachesconfshttpd conf f1le
# Additionally, If you want the added protection offered by the OFTIONS directlve bel ow,
you'll need to add 'Options' to the Allowlverride 1ist, 1f "All' 15 not specified
# Exampl &
#o01 rectory "susrsl ocal s apaches bt docs" s
# Allowlverride Limit Options Indexes
<01 rect orys
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# deny =everythi ng=

¢FilesMatch ", #"»
Order ALLow, Deny
Deny from all

£/FilesMatch:

# but now 3l1ow just #certalns necessary f11es
<FilesMatch "C7in, #v, (zipl gzipl pdfl mp3l swfl wumal wmyl wavl epubl oggl webml meyvl mda) " >
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Allow from all
</FilesMatchs

<IfModul e mod_headers, ¢
£FilesMatch "C71i0, #\, Czipl pdfl mp3l swfl wmal wmel wayl epubl oggl mdyl mday $* >
# tell a1l downloads to automatically be treated as “sawve as" instead of 1aunching 1n
an application directly
# ALERT: Forcelype requites Apaches or 1ater, If using ol der wersion of Apache, 1t
will need mod_mime 1nstalled O just comment out the Forcelype 11ne bel ow
# (to disable, just comment the next 2 1ines by adding a '# at the beginning of
eachi;
ForceType applications/octet-stream
Header set Content-Disposition attachment
£/FilesMatch:
</TfModul e

IndexIgnore */%

## HOTE: If you want even greater securlty to prevent hackers from running scripts in this
fol der, uncomment the followimg 1ine C1F your hosting company will a11ow you to use
OPTIOHS:

# OFTIONS -Indexes -ExecChl



