# vou will need "Allowlvertide Options" o "All owlverride AIL"
# privileges for this htaccess file to work, this I1s set in the
# apache httpd conf rile,

# Uncomment the following 1ine to put the application 1nto devel opment mode,
#5etEnv AFFLICATION_ENY devel opmert

SetEnvIf User-Agent ", *MSIE, #" A
nokeepal i ve ssl-unclean-shutdown b
downgrade-1. 8 force-response-1, @

RewriteEngine On

# This rewite rule allow us to version static files

# within the spplication, but not have to create symlinks or new

# versions of the files themselves, It'd be nice to be able to 1nsert
# wversion numbers into the qguery string, but some browsers don't obey
# this for caching purposes,

RewriteRule ™ javascriptsl stylesheetsl images) o, +3%, O, 425, (sl cssl jpal gl fl pngd d $1 762, $4
[L]

# This set of rewite rules specify that 1f the file exists

# under the document root directory, It should simply be served

# 35 a static resource. Otherwise, the reguest 1= for dynamic

# content and should be rewltten to our [ndex php script, 51nce

# all requests for non-static content will be rewitten to it,

# the 1ndex. php script serves a5 the entry point to our appl1cation,

RewriteCond #¥{REQUEST_FILEMAMEY -3 [ORI
RewriteCond #¥{REQUEST_FILEMAMEY -1 [ORI
RewriteCond #¥{REQUEST_FILEMAMEY -d
RewriteRule ™ #§ - [HC,LI]

RewriteRule ™ % /index, php [HC, L]

# [isable ETags
FileETag none

# Enable explrations
ExpiresActive On



# Expite static content by type

ExpiresByTupe applicationd javascript "access plus 18 years"
ExpiresByTuype text/css "access plus 18 years"

ExpiresByTupe text/javascript "access plus 18 years"
ExpiresByType imagesgif "access plus 18 years"

ExpiresByType image/png "access plus 18 years"

ExpiresByType imageswnd. mictrosoft, icon "access plus 18 years"

# Sets default charset to UTF-8 for whole site
AddDef aul tCharset UTF-8

<IfModul e mod_phpS, c

# Overrides curtent PHP serwver settings to harden the server by
# turning of f urwanted options which may be harmful, There are
# several Apache directives that allow you to changs the PHP

# configuration from within the Apache configuration £iles,

# This can only be used with PHP_ITHI_ALL and PHFP_IHI_FERCIR

# type directives,

# Exampl es:

# phpo_val ue name val ue

# php_rlag name onl of f

# sets the maximum upload filesize, this size will determine the
# maximum size of fi1les OpenFISHA will accept when upl oaded,
php_walue upload_max_filesize 18240

# Make sure that post_max_size 15 bigger than upl oad_max_filesize, otherwl se
# warnings about files being too 15ge will not be able to be di splayed,
php_walue post_max_size 182401

# Turns off all errors, useful setting 1n production envi ronment s,
php_flag display_errors 0f f

# Turn off php startup errors, recommendsd for production envi ronment s
php_flag display_startup_erraors Off

# Enable php 1ogging, tecommendsd for production envi ronment s
php_flag log_errors on



# Sets the location of the error 1og
php_flag error_log susr/share/openfismasdataslogss php_error, 1og

# Sets the magic_guotes state for GPC (Get/Fost/Cookier operations
# It 15 recommendsed that maglc_guotes_gpc be di sabled, and 1nput

# riltering be handl ed by your PHP scripts

php_flag magic_guotes_gpc Off

# Turns of f register global s
php_flag register_globals Off
php_flag magic_guotes_subase  Off

<A1 Modul e

<IfModul e mod_deflate, o>
SetOutputFilter DEFLATE

# Don't compress binarles
SetEnvIfHoCase Request_URI . % exel t7gzl zipl isol tarl bzl sitl rar)$ no-gzip dont-vwary

# Don't compress 1mages
SetEnvI fHoCase Request_URI . (% gifl jpe¥gl jpgl icol pngl$ no-gzip dont-wary

# Don't compress FOFs
SetEnvIfHoCase Request_URI . pdf$ no-gzip dont-vary

# Don't compress flash files Conly relevant 1f you host your own videos)
SetEnvI fHoCase Request_URI . flvw$ no-gzip dont-vary

# Hetscape 4 5 has some probl ems
BrowserMatch “Mozillasd gzip-only-text/himl

# Hetscape 4 B6-4, 85 have some more probl ems
BrowserMatch “Mozillasd ALEYE] no-gZip

# M5IE masquerades a5 Hetscape, but 1t 15 fine
BrowserMatch “bMSIE ! no—gzip ! gzip-onl y-text/html

# Make sure proxies don't deliver the wrong content

Header append Yary User-Agent env=! dont-wvary



AT Modul e



