# ., htaccess

# CORS enabled 1mage
# https: ssdevel oper, mozi 113 orgsen-Ussdocs/HTHL CORS_Enabl ed_Image

£IfModule mod_setenvif. o
<IfModul & mod_headets, c
¢FilesMatch "N, Courl Qi fl icol jpetal pnagl swgz?l webp) §
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<A1 fModul e
<A1 fModul e

# Web fonts access
# httor /75t ackoverfl ow, comsguest 1 ons.5AE5944, how-t 0-add-an-access-cont tol =3l 1 ow-or1 g1 n-
header

<IfModul & mod_headets, c
¢FilesMatch "%, CLifl otfl eotl woffag":
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
<A1 fModul e

# Custom error pages
# http: #7httpd apache orgsdocsscurrent ~modscore, [t ml #errordocument

ErtorDocument 483 £483, html
ErtorDocument 484 484, html
ErtorDocument SEA SSER, html

# UTF-8 encodl ng
# httor /s, w3 orgsInt ernatl onal #quest 1 onssga-ht access-charset, en

AddDef aul tCharset utf-5

# URL Rewrlting
# httoe /7httpd apache, orgsdocssZ B7mi sc/rew] tegul de html

# Delete this 11ne and uncomment the 1ines below to get started with URL rewl ting
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# <L TraguL e mod_rewrlle, LA

# Options +Faol 1l owSyml 1 ks
# Rewr] t eEngi ne On

# AT FModul ex

# 5top directory 11s5ting
# http /7ht tpd, apache, orgsldocss2 Z/mod/mod_aut of ndex, html

<I fModul & mod_aut ol ndex, o
Options -Indexes
<A1 FModul e

# Elock access to backup files and original (sourcer files

£FilesMatch "C7#, =# %, (bakl configl distl flalinclinil logl psdl shl gl swCopd ] ™2 g"
order allow, deny

deny from all

£/FilesMatch:

# Enable gzip

£ifModul e mod_gzip. o>

mod_gzip_on Yes

mod_gzi p_dechunk ‘Yes

mod_gzip_item_include file %, Chiml?l txtl cssl jsl phpl plod

mod_gzip_item_include handler “col-script$ mod_gzip_item_include mime “text/, =
mod_gzip_item_include mime “applicationsx-javascript, =

mod_gzip_item_exclude mime “images. =

mod_gzip_item_exclude rspheader “Content-Encoding . #gzip, #

£/1 fModul e

# Enasble derflate

<IfModule mod_deflate, c»

AddOutputFilterBuTupe DEFLATE text/text text/html text/plain text/xml text/css
applicationdx-javascript application/javascript

BrowserMatch “Mozillasd gzip-only-text/himl

BrowserMatch "Mozillasdh, BLETE] no-gzip

BrowserMatch “BMSIE ! no-gzip ! gzip-only-text/html

<SIfModul e



# Leverage browser caching, a5 detined by boogle Fagespesd
d 2/ L d e[

# https: s /devel opers, googl 8, comsspeedy docs,best -pr-act 1 ces/cachi my

£IfModul e mod_expires. o

ExpiresActive On

ExpiresByType images jpg "access plus 1 year"
ExpiresByType images jpeg "access plus 1 year"
ExpiresByType imagesgif "access plus 1 year"
ExpiresByType image/png "access plus 1 year"
ExpiresByType texticss "access plus 1 month"
ExpiresByType application/pdf "access plus 1 month"
ExpiresByType text/x-javascript "access plus 1 month"
ExpiresByTuype applicationd javascript "access plus 1 month"
ExpiresByType text/javascript "access plus 1 month"
ExpiresByType applicationdx-shockwave-flash "access plus 1 month"
ExpiresByType images/x-icon “access plus 1 year”
Expireshefault "access plus 2 days"

/I fModul e



