# Rules to block susplcious URTS

FewriteCond #{OUERY_STRIMGY . % %/ [HC, OR]

FewriteCond ¥{OUERY_STRIMGY ©. +\. (bashl gitl hgl 1ogl svnl swpl cvwsy [HC, ORI
FewriteCond ¥{0UERY_STRIMGY etc/passwd [HC, OR]

FewriteCond #¥{OUERY_STRIMGY booth, ini [HC, OR]

FewriteCond #{OUERY_STRIMGY fiph: [HC, ORI

FewriteCond ¥{OUERY_STRIMGY https:  [HC, ORI

FewriteCond ¥{OUERY_STRIMGY httpsh: [HC, ORI

RewriteCond ¥{OUERY_STRIMGY (h<| %300, #script, =04 ¥3E) [HC, OR]
FewriteCond ¥{OUERY_STRIMGY mosConfig_[a-zA-Z2_111,213(=] #3500 [HC, ORI
RewriteCond #{OUERY_STRIMGY basebd_encode, =\¢, #\) [HC, ORI

RewriteCond #{OUERY_STRIMGY ©, = %Z4%x), + [HC, ORI

RewriteCond ¥{OUERY_STRIMGY ©, =C1Z27%, B2, # [HC, OR]

FewriteCond ¥{OUERY_STRIMGY ©. «(global sl encodel 1ocal hostl 1oopback?, = [HC, OR]
FewriteCond #{OUERY_STRIMGY ~ #(request| concatl insert! unionl decl are),  [HCI
FewriteCond ¥{OUERY_STRIMGY ! “1oggedout=true

FewriteCond #¥{OUERY_STRIMGY ! "action=jetpack-sso

FewriteCond #{OUERY_STRIMGY ! "action=rp

FewriteCond ¥{HTTP_COOKIEY ! ™ #wordpress_logged_in_, =%

FewriteCond #¥{HTTP_REFERERY ! “http: //mapsh. googleapish, coml, 1%
RewriteRule ™C, #)% - [F]



