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# Security #
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<files wp-config. php:
aorder allow, deny
deny from all
/files:

###t Frevent directory browsing
Options -Indexes

### Frevent this | htaccess from belng accessed:
<files . htaccess:

aorder allow, deny

deny from all
/files:

#i#t# Dl sable HTTF Trace
FewriteEngine On

RewriteCond ¥{REQUEST_METHOD: “TRACE
RewriteRule . & - [F]

### Block access to hidden files & directories

£IfModule mod_rewrite. o
RewriteCond #¥{SCRIPT_FILEMAMEY -d [OR]
RewriteCond ¥{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /0% " - [F]

<A1 fModul e

##t# Block access to source files

¢FilesMatch "¢ "# =#1 %, (bakl configl distl flalincl inil 1ogl psdl shl sqll swloplal “2 4"
Order allow, deny
Deny from all
Satisfy ALl

£/FilesMatch:
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# Defaul t Wordpress Settings #
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# Adjust RewriteBase path (line 55 & 651 1 not on the root

# BEGIN WordFress
I fModule mod_tewrite, o
FewriteEngine On
RewriteBase /
#f s0L Injection Protection
RewriteCond #COUERY_STRIMGY (Ml #3C), #script, =0h%:] ¥3E) [HC, OR]
RewriteCond #{OUERY_STRIMGY GLOBALSC=I M[I WELA-9A-Z1{6, 23 [OR]
RewriteCond ¥{OUERY_STRIMGY _REQUESTC=I \[IAWELA-9A-Z1{A, 232
FewriteRule 0, #)% index php [F, L]
###t End SOL Injection Protection
FewriteRule “indexh, phpd - [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . findex php CL]
</TfModul e

# EHC Wotr-dPress
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I fModule mod_tewrite, o

Options +FollowSumlinks

##e Redirect from http: //domain to Bttp 2w, domal n

###t It you wish to redirect to a https: /7 simply substitute httpe with httpos:

RewriteCond #CHTTP_HOSTY ! “wwwh, . +& [HC]

RewriteRule ™ http: A www, ZCHTTP_HOST E{REQUEST_URIY [R=3A1,L]

##ft Redirect away from #1ndex, php to clear path

FewriteCond ¥{THE_REOUESTY ~, #/index. php

RewriteRule “C, #2index. phpd http A www, ZCHTTP_HOSTX E{REQUEST_URI*$1 [R=361, L]
</TfModul e
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# speed & Compression #
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# BEGIM Expite headers
£1fModul @ mod_expires. o
ExpiresActive On
ExpiresDefault "access plus 5 seconds"
ExpiresByType imagesx-icon "access plus 2592088 seconds”
ExpiresByTuype images jpeg "access plus 2592088 seconds”
ExpiresByType images/png "access plus 2592008 seconds"
ExpiresByType imagesgif "access plus 2592008 seconds"
ExpiresByType applicationsx-shockwave-flash "access plus 2592808 seconds"
ExpiresByType texticss "access plus BBE4588 seconds"
ExpiresByTupe text/javascript "access plus 2160868 seconds”
ExpiresByTuype applications javascript "access plus 216088 seconds”
ExpiresByTupe applicationdx-javascript "access plus 2166868 seconds”
ExpiresByType text/html "access plus BABE seconds”
ExpiresByTupe application/xhtml+xml "access plus BEA seconds"
£/1fModul e
# EHD Expire headsrs

# BEGIH Cache-Control Headers
£ifModule mod_headers. o
<filesMatch "N, Cicol jpetgl pngl gi fl swf)g" >
Header set Cache-Control “public"
£/filesMatch:
<filesMatch "%, (cssag":
Header set Cache-Control “public"
£/filesMatch:
£<filesMatch "N, O jsig"s
Header set Cache-Control “priwvate"
£/filesMatch:
<filesMatch "N, Cx?html 7l php "
Header set Cache-Control “priwvate, must-revalidate"
£/filesMatch:
£/1fModul e
# EHD Cache-Control Headetrs

<IfModul e mod_deflate, o

AddOutputFilterBuTupe DEFLATE text/xhtml text/html text/plain text/xml text/javascript
applicationdx-javascript text/css

BrowserMatch “Mozillasd gzip-only-text/himl

BrowserMatch “Mozillasdh, BLETE] no-gzip

BrowserMatch “bMSIE ! no—gzip ! gzip-onl y-text/html



SetEnvI fHoCase Request_URT N, C7: gifl jpe?gl pndd$ no-gzip dont-vary
Header append Yary User-Agent enwv=! dont-wvary
<A1 fModul e

AddOutputFilterBuTupe DEFLATE text/html

AddOut putFilterBuTupe DEFLATE text/plain

AddOut putFilterBuTupe DEFLATE text/xml
AddOutputFilterBuTupe DEFLATE text/css

AddOut putFilterByTupe DEFLATE text/ javascript

AddOut putFilterByTupe DEFLATE applicationsx-javascript

#Remove the ETag header
Header unset ETag
FileETag Hone
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# File Format Support #
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### Add support for 5¥E and HTIC
AddTupe imagessvg+xml Svg svaz
AddEncoding gzip swoz

AddType text/sx-component . hic
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# Manual 381 Fedirects #

HRHBHRHR R AR R AR RAR AR RHRH

#redirect 3A1 sol d-page-url, html At tps: A7 www, domal n, co. uksnew-page-ur]



