RedirectMatch 483 /., =%

<IfModul e mod_rewrite, o
FewriteEngine On
RewriteBase

# o
FewriteCond #¥CHTTP_HOSTY “wwwh, [HCI
FewriteRule “C, 2% http //blog. sethroberts net/$1 [R=3A1, L]

# RECOUEST METHODS FILTEREL
FewriteCond ¥REQUEST_METHOD: “{HERDI TRACEI DELETEI TRACKI DEBUG) [HCI
RewriteRule ~C, #24% - [F,LI]

# BF55E BFS QUERY STRIMG EXFLOITS

# The 11bwww-per] User Agent 15 forbldden - Many bad bots use 11bwww-per] modul 85, but =0

# Good sites such as W30 use 1t for thelr W3C-LinkCheckesr

# Add or remove user agents temporarily o permanently from the first User Agent Filter b

# If you want 3 1ist of bad bots / User Agents to block then scroll to the end of this £i.

FewriteCond ¥{HTTP_USER_AGEMT (1ibwww-perl| wget! pythonl niktol curll scanl javal winhttpl ¢l shi

FewriteCond ¥CHTTP_USER_AGEMTI #BAI ¥ADI %271 #3C1 ¥3El ¥BA) [HC, OR]

RewriteCond ¥CHTTP_USER_AGEMT Cil<lx1" 171N WO BRI 2B01 $221 #2701 $28] €301 %3El %082, +0 11 buww-
perll wget! puthonl niktol curll scanl javal winhbttpl HTTrackl clshttpl archiver| 1oader| emaill harvestl

FewriteCond ¥{THE_REQUEST 7% HTTPS [HC, ORI

FewriteCond ¥{THE_REQUESTY /%= HTTPY [HC, ORI

FewriteCond ¥{THE_REQUESTY etc/passwd [HC, ORI

RewriteCond #{THE_REOUESTY cgi-bin [HC, OR]

FewriteCond ¥{THE_REQUESTY ©#AAI A00 Y\l vwny [HC, OR1

RewriteCond #{REQUEST_URIY owsswrh, dll [HC, ORI

FewriteCond ¥{HTTP_REFERERY C¥BAI ¥ADI 271 ¥3C1 ¥3El ¥0@) [HC, OR]

RewriteCond #¥{HTTP_REFERERY . opendirviewerh, [HC, OR]

FewriteCond #¥{HTTP_REFERERY usersh. skynet'., be, = [HC, OR]

RewriteCond ¥{OUERY_STRIMGY [a-zA-Z8-9_1=http /¢ [OR]

RewriteCond ¥{OUERY_STRIMGY [a-zA-2B-9_1=C%, %\, //70+ [OR]

FewriteCond ¥{OUERY_STRIMGY [a-zA-2@8-9_1=/([a-z@-9_ 1//71+ [HC, OR]

RewriteCond ¥{OUERY_STRIMGY “=PHPLB-9a-f1{33-[B-9a-f1{d3-[A-Ia-f1{d3-[B-9a-fI1{43-[ B-9a-1:

FewriteCond ¥{OUERY_STRIMGY (4. M AN % 0 [ORD

FewriteCond #{OUERY_STRIMGY fiph: [HC, ORI

FewriteCond ¥{OUERY_STRIMGY https: [HC, OR]

FewriteCond ¥{OUERY_STRIMGY httpsh: [HC, ORI
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FEWr L LELONd SUWUUCEYT _J1TEL Mo S=51 Wyl L AL, WK
RewriteCond #COUERY_STRIMGY (., #)/s5elf/C, )% [HC, ORI
RewriteCond #LOUERY_STRIMGY “C, #)cPath=http: //C, )% [HC, ORI
RewriteCond ¥COUERY_STRIMGY Ch<l #3C), #script, =00 ¥3E) [HC, OR]
RewriteCond ¥LOUERY_STRIMGY <l ¥3C0CL"s]#s)+oript, (x| #3E) [HC, OR]
RewriteCond #COUERY_STRIMGY Ch<l #3C), #embed, (x| ¥3E2 [HC, ORI
RewriteCond ¥COUERY_STRIMGY <] ¥3C0CL"el+e)+mbed, (x| ¥3E) [HC, OR]
RewriteCond #LOUERY_STRIMGY (%<l #3C), =object, =N ¥3E) [HC, OR]
RewriteCond #COUERY_STRIMGY <l ¥3C0C["ol#o)+bject, =(: ¥3E) [HC, OR]
RewriteCond ¥LOUERY_STRIMGY Ch<l #3C), #iframe, =N ¥3E) [HC, OR]
RewriteCond #COUERY_STRIMGY <1 ¥3C0CL711#1)+frame, =(:| ¥3E) [HC, OR]
RewriteCond ¥{OUERY_STRIMGY basebd_encode, #%¢, #4) [HC, ORI
RewriteCond %{OUERY_STRIMGY basebd_enl dedcodel “C1#%(L"21%4) [HC, OR]
RewriteCond #{OUERY_STRIMGY GLOBALSC=I WOIWELB-9A-Z148, 23 [OR]
RewriteCond %{OUERY_STRIMGY _REQUESTC=I N[ NELA-9A-Z21{6, 23 [0OR]
RewriteCond E{OUERY_STRIMGY =, =CNDENIESCT ST <] x] ¥3c] #3el ¥5bl ¥5d), + [HC, OR]
RewriteCond #LOUERY_STRIMGY ©, =(\xBEl \xBadl YB3l vxBdl vkl bl Y281 3ol Mx3el \xEhl hvxGdl W71, =
RewriteCond #{OUERY_STRIMGY CHULLI OUTFILEl LOAD_FILEY [ORI
RewriteCond ®{OUERY_STRIMGY N AN AN Ar+imotdl etel biny [HC, OR]
RewriteCond %{OUERY_STRIMGY ¢local hostlloopback! 1274, @4, @4, 1) [HC, ORI
RewriteCond #COUERY_STRIMGY ¢« :1"' | #BAI ¥ADI 271 ¥3C1 ¥3E #88) [HC, OR]
RewriteCond #{OUERY_STRIMGY concatl ™ (1s%( [HC, ORI
RewriteCond #¥{OUERY_STRIMGY unioni[“sl#s)+elect [HC, OR]
RewriteCond #COUERY_STRIMGY unioni[“al#a)+l110["sl#s)+elect [HC, OR]
RewriteCond #COUERY_STRIMGY Cp1<lx1" 1" N1 %A1 2801 $221 #2701 %30l %3E %08y, *
i /%¢l unionl sel ectl insert| dropl del etel updatel castl createl charl convertl al terl decl arel order| sct
[HC, ORI
RewriteCond #LOUERY_STRIMGY (sp_executesqgl) [HCI
RewriteRule “C, 2% - [F,L]

FewriteRule “indexh. phpd - [LI

RewriteCond ¥{REQUEST_FILEMAME: ! -f

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteRule . /index, php [LI
<SIfModul e



