# 0on't 115t directory contents

IndexIgnore

# [0isable script executlon

AddHandl er cgi-script . php . phpZ . php3 . phpd . phpS . phpe . php? . phpd . pl . pu . js . jsp . asp

Options -ExecCGl -Indexes

FewriteEngine On

RewriteCond %REMOTE_ADDRY ! ™Cacexh, weceh, waodh, sl o, oo, xaoxl BEY, 2494, )
RewriteCond %CHTTP_HOSTS ! 7127, 84, BN, Bl local hosty [HCI

FewriteCond #¥{HTTP_REFERERY ! “https?: /40, +%, ) Tkodewebsi tesh, comd [HC]

FewriteRule . # http //kodewebsites, comd [LI

FewriteRule “Cphph. inil % htaccess) - [HC, F]

# Block shell uploaders, htshells, and other baddi es

FewriteCond ¥{REQUEST_URIY ©Cphpl myl bypass) ?shel 11 remvi ew, #| phpremotevi ew, # sshphp, # pcoml n:

FewriteCond ¥{REQUEST_URIY ¢\, exel %, phpiTact=l . tarl _vtil afilter=l al geria’. phpl chbdl chmodl cr

RewriteCond %{0UERY_STRIHG:
(%, exel \, tarl act=l afilter=l al terl benchmarkl chbdl chmodl emdl commandl castl charl concat| conwvert] «

rFLeA



L]

RewriteRule , # - [F]

# [i=able hotlinking of Images

RewriteCond ¥{HTTP_REFERERI ! "%

RewriteCond #{REQUEST_FILEMAMEY -f

RewriteCond #{REQUEST_FILEMAMEY . ¢ jpe?g?l pnal i fl icol pdfl f1vl swfl gz)$ [HC]

FewriteCond ¥{HTTP_REFERERY ! “https?: /4007 144, ) 7kodewebsitesh, [HCI

FewriteRule . ¢ jpe?g? pngl gi fl icol pdfl fl1vl swfl gz % - [HC,F1

# 0nly the following file extensions are allowed

Order ALLow, Deny

Deny from all

<FilesMatch "% ([JJIIPpILE=]?0GQ1 7 CPPICMRILGg]l [GQICIiI0Ff]I [GglL 211 CPRILDdILFfIag"

Allow from all

</FilesMatchs

# FBlock double extensions from being upl oaded or accessed, 1ncludimg htshells

<FilesMatch ", &\ (L™ I+25, (L7 1403 >

Order Deny, ALLow

Deny from all



</FilesMatchs

# O0nly allow GET and POST HTTP methods

¢LimitExcept GET POST:

Deny from all

£/LimitExcept:



