RewriteEngine on
#Repeatlimit A

RewriteCond #{REQUEST_FILEMAMEY sblog/print. cfm
RewriteRule . # - [R=483, L]

#ELOGLFL EHTRY

RewriteCond %{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAME: ! -d

RewriteRule “blogsChdldihsAdil, 23vdil, 230/, 0% blogdindex cfm/$l [OSA]

#ELOGCFC CATEGORY

RewriteCond #¥{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteRule "blog /w1 % Sblogs/index cfmd$l [OSA]

#50L Injection Frotectlon --Read Hore www, cuybercrime gov
#F1 356 uncomment to use these rules 1F below words doss not conflict with your £riendl y-
urls  You may modi fyo accordl ngl .

#Rewl teRule ~, *EXECYCE, 3 A1 el udesstempl 3t es.484, html [L, F, HCT
#Rewrl teRule ~, #*CASTY, 3 A1 el udesstempl 3t es.484, html [L, F, HCT
#Rewl teRul e 7, #*DECLARE, 3 A1 el udesstempl 3t es.484, html [L, F, HCT
#Rewrl teRul e 7, #*DECLAREESA, 3 A1 el udesstempl 3t es.484, html [L, F, HCT
#Rewrl teRul e, *HYARCHAR, *§ A1 el udesstempl 3t es.484, html [L, F, HCT
#Rew1 teRul & 7, #sp_password, #§  A1ncl udesstempl st es/q904, html [L. F, HCT
#Rew1 teRul e = #X20xp_, +§ S1 el udesstempl at es/4984, html [L, F, HCT

# BLOCK unsupported HTTF methods
#Rewr1 teCond XEREQUEST_HETHODR ! “( GETI HEADI OFTIOHS! POSTI FROFPFTHDI TRACED &
#Rew1teRule . #+ - [F]

#¥ou may also0 want to block proxy attempts, 1F you see those In your 1ogs:

# BLOCK attempts to use our server a5 3 proxt, but allow absolute URTs (change exampl & com
to your domalnd

#Rewr1 teCond XTHE_REQUEST? “(GETI HEADI FOST, #Fhttp: ' [HCT

#Rewr] teCond X THE_REQUEST? ! “CGETI HEADI FOST, #7ht toe 00 b, 3 7exampl 2%, coms

#RewriteRule . # - [F]

#1r this call related to adminstrators or non rewlte folders, you can add more here
RewriteCond ¥{REQUEST_URIY “/C, #(CFIDEl of i del CFFormGatewadl jrunscriptsl railo-
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CONLExX L mapplng=—rag 1CEedL Lari oLagsr r, =4
RewriteRule "C, #3% - [HC, L]

#dealing with flash 7 flex communicatlon
FewriteCond ¥REQUEST_URIY /(. #(flashservices| flexPgatewayl flex—remoting) ), =&
RewriteRule ™C, #)% - [HC,L]

#Images, css Javascript and docs, add your own extensions 17 needed,
FewriteCond ¥REQUEST_URIY . Cbmpl i f1 jpe?gl pngl cssl jsl txtl pdfl docl x1sl xmll ico)d
RewriteRule “C, #3$ — [HC, L]

#The Col dBox 1ndex, cfms{path_info? rul s,
RewriteRule ™% index cfm [QSAD

RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteRule “C, 2% index cfm/%{REQUEST_URI C[OSA, L]



