#
# . htaccess

#

# In Apache HTTF servers, . htaccess Chypertext access) 15 the

# configuration file that allows for web =server conflgueation,

#

# This document 1ncludes 3 number of best practice server rules for
# making web pages fast and secure Adapted from HTHLS Bollerpl ate
# httpor /7html Bboi 1erpl 3t e, com”

#

#
# CORS-enabl ed 1mages (Borossoriglng
#

# Send CORS headers 1f browsers reguest them: ensbled by defsult for 1mages.

# devel oper, mozi 11 & orgsensCORS_Enabl ed_Image

# bl og, chromi um orgs261 1 /A7 us1 ng-cross-domal n-1 mages-1 n-webgl -and, At ml

# hacks, mozi11a orgsza11.11/us1 ng-cors-t o-1 oad-webgl -t ext ures-rrom-cross—domal n-1 mages:
# wiki, mozilla orgsSecurl tysRevl eusscrossor] gl nAt trl but e

£IfModule mod_setenvif. o
<IfModul & mod_headets, c
# mod_headers, y u no match by Content-Type?!
£FilesMatch "%, Cgiflicol jpe?al pngl svgl svozl webp) &>
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<A1 fModul e
<A1 fModul e

#
# Webfont access
#

# Allow access from all domsins for webfonts,
# Alternatively you could only whitellst your

1

# subdomains 11ke "subdomal n exampl & com”,

<IfModul & mod_headers, ¢
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ASCLLESNEGLCTT %W VEOL TONL, S550 OLTH LU LLTI Wwar T Ay #
Header set Access-Control-Allow-Origin " &
</FilesMatch:

AT Modul e

#

# FProper MIME type for all files

#

# Javascript
#  HMHormallize to standard type (it's spiffed in IE anyways)

# tools 1etf, org/html Arfodiz9fsecti on-7, 2
AddType applications javascript s Jjsonp
AddType applications json json

# Audi o

AddType audi o/ mpa mda fda fdb
AddType audiofogg oga o0gg

# ¥ideo

AddType wi deo/mpa mpd mdy fdv fdp
AddType wideo/ogg gy

AddType wideo/webm webm
AddType wideosx-f1w flw

0
J

# 505

# Reguired for swg webfonts on 1FPad

#  twitter, comsFont5gul el /st at ussl 4655590545
AddType i mage/ svg+xml v SWOZ

AddEncoding gzip SWOZ

# Webfonts
AddType applicationdwnd ms-fontobject eot

AddType applicationsx—font-ttf ttf ttc
AddType applicationsx—font-woff wof f
AddType font/opentype oLf

# Assorted types

AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o
AddType applicationsx-opera-extension Qe



HddTupe applicationsx-shockwave-T1ash =i
AddType applicationsx—web-app-mani f est+json webapp

AddType applicationsx-xpinstall xpl

AddType applicationsxml rss atom xml rdf
AddType image/webp webp

AddType imagesx-icon ico

AddType text/cache-manifest appcache manifest
AddType textswit wit

AddType text/x-component htc

AddType text/x-wvcard wiof

#

# Gzip compression

#

<IfModul e mod_deflate, o>

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydn/post s/261 8,1 2/ pushi ng-
beyond-gz1 ppl ngs
£IfModule mod_setervif. o
<IfModul & mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“{gzipl deflaterhss, Tvs=)+ [X"-1{4d, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_Accept-Encoding
<41 Modul e
<41 Modul e

# Compress all output 1abeled with one of the following MIHE-types
# (for Apache wversions below 2 5 7, you don't need to enable “mod_filter’
# and can remove the "<IfHodule mod_filter, cx’ and "</ fHodul ex” 1ines as
# AddOutputFilterByType 1s still in the core directives:
<IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
applicationd javascript
applicationd json %
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf
applicationdxhtml +xml %
applicationdxml
font/opentype M



image/ swg+xml &
imagesx-icon %
text/css A
text/html %
text/plain &
text/x-component

text/xml
<SIfModul e
<SIfModul e
#
# Expires headers (for better cache controll
#

# These are pretty far-ruture expl res headers,

# They assume you control versioning with £11ename-based cache busting

# Addi tionally, consider that outdated proxies may miscache

#  www, stevesouders, comsbl ogsEAAGSAEY E3 vyl ng-r1 1 enames-dont —use-guerystri ngs

# If you don't use filenames to version, lowsr the C55 and J5 to something 11ke
# "access plus 1 week”,

<IfModul e mod_expires, o
ExpiresActive on

# Ferhaps better to whitelist expires rul es? Perhaps,
Expireshef aul t "access plus 1 month"

# cache, appoache needs re-tequests In FF 3 6 (thanks Remy “Tntroduci ng HTHLED
ExpiresByTuype text/cache-manifest "access plus @ seconds”

# Your document hRtml

ExpiresByTupe text/html "access plus @ seconds”
# Data

ExpiresByTupe application json "access plus A seconds”

ExpiresByTupe applicationsxml "access plus A seconds”

ExpiresByTuype text/xml "access plus @ seconds”

# Feed



ExpiresByTupe applicationsatom+xml "access plus 1 hour”
ExpiresByTupe application/rss+xml "access plus 1 hour”

# Favicon {cannot be renasmedi

ExpiresByTupe imagesx-1icon "access plus 1 week"

# Media 1mages, wideo, audio

ExpiresByType audiosogg "access plus 1 month"
ExpiresByType imagesogif "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe wideosmpd "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HIC rfiles (css3plel
ExpiresByType text/x-component "access plus 1 month"

# Webrfonts
ExpiresByType applicationdvnd ms-fontobject "access plus 1 month"

ExpiresByTupe application/x-font-ttf "access plus 1 month"
ExpiresByTupe application/x-font-woff  "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe imagesswg+xml "access plus 1 month"

# 55 and Javascript

ExpiresByTupe application/ javascript "access plus 1 year”
ExpiresByTupe text/css "access plus 1 year”
</ fModul e
#
# Built-in f1lename-based cache bustinmg
#

# <IfModul e mod_rewlte, cx

¥  RewriteCond ZCREQUEST_FILEMANE} ! -f

¥ RewriteCond %fREQUEST_FILEWAME? ! —d

#  RewiteRule ™0, +3% (Yd+iy, (jslcsslpngl jpgl gifig $1. $3 [L]
# < /T Modul e




# Frevent mobile network providers from modi fylng youe site
#

# The followlng header prevents modl f1cation of your code over 36 on some
# European provi ders,
# This 15 the official 'bypass' suggested by 02 1n the UK,

<IfModul e mod_headers, o>
Header set Cache-Control "no-transform”
<A1 Modul e

#
# ETag removal
#

# FileFfTag Hone 15 not enough for every server
<IfModul & mod_headers, ¢

Header unset ETag
/I fModul e

# Since we're sending far-future expires, we don't need ETags for
# static content.

#  devel oper, yahoo, comsperformances Ul s, [tml #et ags

FileETag Hone

#
# UTF-5 encodi mg
#

# Use UTF-5 encoding for anythlng served textsplain or textshtml
AddDef aul tCharset utf-5

# Force UTF-8 for 3 number of file formats
AddCharset utf-3 . atom . css . j5 . json . rss . wtt L oxml

#
# A 1ittle more securlty
#

U

# "-Indexes" will have Apache block users from browsing folders without 3

# defaul t document Usually you should 1eave this activated, because you



# shouldn't allow everybody to surf through every folder on your server (which
# Includes rather private places 11ke CHS system fol derss,
£l fModule mod_autol ndex, o
Options -Indexes
<A1 fModul e

# Block access to "hidden” directories or files whose names begin with 3
# period This 1ncludes directories used by version control systems such as
# Subversion or GIt,
£IfModule mod_rewrite. o
RewriteCond #{SCRIPT_FILEMAME: -d [OR]
RewriteCond #{SCRIPT_FILEMAME: -f
RewriteRule "C71 /% " - [F]
<A1 fModul e

# Block access to backup and source fl1les, These files may be 1eft by some
# textshtml editors and pose a great securlty danger, when anyons can access
# them,
£FilesMatch "%, Cbakl configl distl flalincl inil logl psdl shl sgll swpal ™2 g"

Order allow, deny

Deny from all

Satisfy ALl

£/FilesMatchs

# Increase cookle securlty
<IfModul e mod_phpS, c>

php_value session, cookie_httponly true
<A1 fModul e



