# this 1ine sets the environment, set It to either "development”, "testing” or
"product i on”
SetEnv APPLICATIOH_EMVIROMMEMT dewel opment

# OFTIONS OIRECTTWE

# disallow directory content 115t1mg

Options -Indexes

# dis3llow server side 1ncludes, disallows 3] 50 use of exes command

Options -Includes

# dizsallow execution of cgl files In this folder

Options -ExecCiEI

# to allow rewite rules, apache will only resolve symlinks where the user owns the target
of the symlink
Options -FollowSymlinks +3umlinksl fOwnerfatch

# EEWRITE RULES

# start mod_rewite this directive enables rewite rules
RewriteEngine On

# Redirect domain, t1d to www, domain, t1d

RewriteCond ¥{HTTP_HOSTY “muapph. dew$ [HCI

RewriteRule ™0, #1% http A www, muapp, dev/$1 [R=3A1, L]

# zf rewite rules, all reguests except the ones that point to an existing file get
edi rected to 1ndex, php which will dispatch the reguest
RewriteCond #¥{REQUEST_FILEMAMEY -3 [ORI

RewriteCond #¥{REQUEST_FILEMAMEY -1 [ORI

RewriteCond #¥{REQUEST_FILEMAMEY -d

RewriteRule ™ #§ - [HC,LI]

RewriteRule ™ % /index, php [HC, L]

# FHF FLAGS

# disable magic quotes, &5 of php 5 3 A they are deprected
php_flag magic_quotes_gpo of f

# disable register_globals, 35 of php 5 3 8 they are deprected
php_flag reqgister_globals of f

# enabled by defaul t
php_flag short_open_tag off
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# UlSgUulE gull SLgrl Ul SESSLLUNIS

php_walue session, auto_start A

# di=allow url fopen

php_flag allow_url _fopen of f

# allow gzip compression

php_flag zlib, output _compression on

# disable some php functions we wont use and dont want to be awallable
php_flag disable_functions show_source

php_flag disable_functions system

php_flag disable_functions shell _exec

php_flag disable_functions passthru

php_flag disable_functions exec

php_flag disable_functions phpinfo

php_flag disable_functions popen

php_flag disable_functions proc_open

sent to the client

£FilesMatch ", ¢ jsl cssag"

SetOutputFilter DEFLATE

£/FilesMatch:

# cache expiraten of static files 1ike I1mages, j5 and css files will be set to 5 days
£FilesMatch ", Cicol pdfl f1vl jpal jpedl pngl gi fl jsl cssl swfig"
Header set Cache-Control "max-age=£983A4888, public”

FileETag MTime S5ize
£/FilesMatch:



