# 1, Enable the rul e-based rewrl ting engl ne

# 2 Set the directory Index file
# 3 Add support for APFCACHE f1le types
#

FewriteEngine On
Directoryl ndex index, html index php
AddTupe text/cache-manifest . appcache
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Bl ock out any =cript
Bl ock out any =cript
EBlock out any script that 1ncludes

Block out any script truying to set
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Bl ock out any =cript
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trying to set 3 mosConflg value through the LRL
trying to basebd_encode crap to send via LURL

-1pt: tag in URL

FPHF GLOBALS wariable wia URL
trying to modi fy a _REGQUEST wariable wia LRL
Send all blocked request to homepage with 483 Forbl dden error!

RewriteCond #¥{OUERY_STRIMGY procssel f/environ [OR]

RewriteCond #{OUERY_STRIMGY mosConfig_[a-zA-Z2_1{1,213C=1 %¥300 [OR]
RewriteCond #{OUERY_STRIMGY basebd_encode, =(, %) [OR]

RewriteCond ¥{OUERY_STRIMGY (<] ¥3C), #script, =0 ¥3E) [HC, OR]
RewriteCond #{OUERY_STRIMGY GLOBALSC=I [I%¥[B-9A-Z1<A@, 23 [OR]
RewriteCond #{OUERY_STRIMGY _REQUESTC=I [l W¥[B-9A-Z1{8, 23)

RewriteRule ™0, #)% index. php [F,L]

# secure sensitive file types

£FilesMatch ", Chtaccess! htpasswdl inil phpsl f1al psdl 1oagl shy "

Order ALLow, Deny
Deny from all
£/FilesMatch:

# secure this directory by di sabling script execution

AddHandler cgi-script .php . pl . pu . jSp . asp . btm . shtml . sh . col

Options -ExecCiEI

# di sable directory browsing
Options ALl -Indexes



