#
# ApachesPHPDrupal =et tings:
#

# Frotect files and directories from prglng eyes,
£FilesMatch "% Cenginel incl installl makel modul el profilel pol shl . #s5g11 themel twigl tplch, phpd 7
actmplluml 2™ %, swlopdl s, bakl b, origl s, save) 78 “h, 7 wel 1-
known?, #| Entries, ¢ Repositoryl Rootl Tagl Templ at el composer.,
¢ jsonl 1ock) 2l “#, «#%0 % phpd ™ N, swlopdl b, bakl b, origl b, save) §
<IfModul e mod_authz_core, c
Require all denied
<41 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
<41 fModul e
£/FilesMatch:

# 0on't show directory 11stings for URLS which map to 3 directory
Options -Indexes

# Set the default handl er,
Directoryl ndex index, php index html index htm

# Add correct encoding for SY6S
AddTupe imagessvg+xml Swg sSvaz
AddEncoding gzip swoz

m
m

# Most of the following PHP settings cannot be changed at runtime. 5
# sites/defaul t/defaul t, settings php and

# Drupal \Core'Drupal Kernel : : boot Envi ronment () for settings that can be
# changed at runtime.

# FHF 5, Apache 1 and Z
<IfModul e mod_phpS, c

php_value assert, active i}
php_flag session, auto_start of f
php_value mbstring http_input pass
php_value mbstring http_output pass

php_flag mbstring. encoding_translation of f
# FHF 5 6 has deprecated $HTTP_RAW_FPOST_DATA and produces warnings 1f this 15

A - =4 R



# 0L SEL,
php_value always_popul ate_raw_post _data -1
</ fModul e

# Requires mod_explres to be enabl ed,
£IfModul e mod_expires. o

# Enabl e expiations,

ExpiresActive On

# Cache all files for 2 wesks after access (AD,
Expireshefault Al 2A966A

£FilesMatch . phpg:
# Do not allow PHP scripts to be cached unless they explicitly send cache
# headers themsel ves, Otherwise all scripts would have to overwrlte the
# headers set by mod_expires 1f they want another caching behavior, This may
# rail 1f an ertor occurs early in the bootstrap process, amnd It may cause
# problems 1 3 non-Crupal PHP file 1s 1nstalled in 3 subdirectory
ExpiresActive Off

</FilesMatch:

</ 1 fModul e

# 5et a3 rallback resource 1 mod_rewlte 15 not enabled This allows Drupal to
# work without clean URLs, This requires Apache version »= 2 2 16, If Drupal 15
# not accessed by the top 1evel URL (1, e ! http: s7sexampl e comsdrupal » 1nstead of
# http Arexampl & comsy, the path to 1ndex php will need to be adjusted,
<IfModule ! mod_tewrite, c

FallbackResource /index. php
</ 1 fModul e

# Various rewlte rules,
<IfModul e mod_rewrite, o
RewriteEngi ne on

"

5" If we were accessed via https: /s, This 15 used 1ater

"

# set "protossl” to
# 17 you enable "www, " stripping or enforcement, In order to ensure that

# you don't bounce betwsen http and bt tps,

FewriteRule ™ - [E=protossl]
RewriteCond #CHTTPSY on
FewriteRule ™ - [E=protossl: 5]



# lake sure Huthorlzation HITF header 15 avallable to FHF
# even when running as CGI or FastrGl,
FewriteRule ™ - [E=HTTP_AUTHORIZATION: %{HTTP: Authorizationi]

# Block access to "hidden” directories whose names begin with 3 period This
# 1ncludes directories used by version control systems such as Subversion or
# Git to store control files Files whose names begin with 3 period, a5 well
# as the control files used by C¥5, a&are protected by the Filestlatch directive
# above,

#

# HOTE: This only works when mod_rewrlte 15 1oaded, Without mod_rewrite, It 15
# not possible to block access to entire directories from . bt access because

# <0irectoryfatchs 15 not allowed here,

#

# If you do not have mod_rewite 1nstalled, you should remove these

# directories from your webroot or otherwise protect them from bel mg

# downl oaded,

RewriteRule "C7 /% 07 well -knowny" - [F]

# If yowr site can be accessed both with and without the 'www ' preflx gou
# can use one of the following settings to redirect users to your preferred
# URL, elther WITH or WITHOUT the 'www ' prefix Choose OHLY one optlon:

#

# To redirect all users to access the site WITH the "www ' prefix,

# Chttp #/exampl & com/foo will be redirected to htto </ www exampl e, comsfoo)
# uncomment the fol 1owl ng:

# RewriteCond XCHTTP_HOST? .

# RewriteCond XCHTTP_HOSTY ! “www', [HCT

# RewlteRule ™ httpifEWY: protossld < v, XCHTTP_HOSTH EREQUEST_LURI: [L, R=3A11
#

# To redirect all users to access the site WITHOUT the 'www, ' preflx

# Chtto <swww, exampl e, comsfoo will be redirected to httpe s2exampl e coms'foo)
# uncomment the fol 1owl ng:

# RewriteCond ZCHTTP_HOST? “www'. ¢, +3% [HCT

# RewriteRule ™ httpiCENY: protoss] i 7% ¥CREQUEST_URI} [L. R=5611]

# Modifuy the Rewrltefase 1f you are using Drupal In a3 subdirectory or in a
# ¥ rtusl Document Root and the rewite rules are not working propesl .

# For example 1F your site 15 at http /7exampl e, comsdupal  uncomment  and
# modi fy the followlng 11ne:

# Fewrl teBase sdrupal



#

#If your site 15 running 1n a Yirtual Document Root &t Bt tpe A7 exampl e, com”,
# uncomment the followlng 11ne:

RewriteBase

# Redirect common PHP files to thelr new 1ocations,
RewriteCond #{REQUEST_URIY "¢, #1%/Cinstall. php) [OR]
RewriteCond #{REQUEST_URIY ™, «)?/Crebuild. php)
RewriteCond #{REQUEST_URIY ! core

RewriteRule ™ %1/ cores%2 [L, Q5A, R=3611

# Rewite 1nstall, php during installation to see If mod_rewlte 15 worklng
RewriteRule “corefinstall. php coredfinstall, php?rewrite=ok [Q5A, L]

# Fass all requests not referring directly to files in the filesystem to
# 1ndex php,

RewriteCond #¥{REQUEST_FILEMAMEY ! -f

RewriteCond #{REQUEST_FILEMAMEY ! -d

RewriteCond #{REQUEST_URIY !=/favicon. ico

B

RewriteRule ™ index php [L]

# For security reasons, deny access to other PHP files on public s1tes,

# Hote: The following URT conditions are not anchored at the start 70,

# because [Drupal may be located in a subdirectory. To further 1mprove

# security, you can teplace s with 7S

# Allow access to PHP files 1n score (11ke authorlze php or 1nstall, phpo:
RewriteCond #¥{REQUEST_URI Y ! fcored[ ™/ 1=\, phpk

# Allow access to test-specific PHP f1les:

RewriteCond #¥{REQUEST_URI Y ! /cored/modul s/ systems/tests/https?, php

# Allow access to Statistics module's custom front controller,

# Copy and adapt this rule to directly execute PHP files 1n contributed or
# custom modul 25 or to run another PHP application 1n the same directort,
RewriteCond #¥{REQUEST_URIY ! fcoresmodul essstatisticss/statistics phps

# Deny access to any other PHP files that do not match the rul s above,

# Specifically, disallow sutoload php from belng served directly,
RewriteRule ", +/, # autoloadys, phpd gl S2" - [F]

# Rules to correctly serve gzip compressed C55 and J5 F11es,
# Requires both mod_rewlte and mod_headers to be enabl ed,
<IfModul e mod_headets, c
# Serve gzip compressed C55 files I they exist and the client accepts gzip



FewriteCond ¥{HTTP: Accept-encodingy gzip
RewriteCond ¥{REQUEST_FILEMAMEX. gz -5
FewriteRule ™0, 1%, css $1%, cssh, gz [05A]

# serve gzip compressed J5 files If they exist and the client accepts gzip,
FewriteCond ¥{HTTP: Accept-encodingy gzip

RewriteCond ¥{REQUEST_FILEMAMEX. gz -5

FewriteRule 0, 1%, js $1% js\. gz [0S5A]

# serve correct content types, and prevent mod_deflate double gzip.
RewriteRule . cssh, gz% - [T=text/css, E=no-gzip: 1]
FewriteRule . jsh. gz% - [T=text/javascript, E=no-gzip 11

£FilesMatch "5, jsh, gzl v cssh, gz s
# serve correct encoding type,
Header set Content-Encoding gzip
# Force proxies to cache gzipped & non-gzipped csssjs f11es separatel uy,
Header append Yary Accept-Encoding

£/FilesMatch:

</TfModul e
</TfModul e

# Various header fixes,

<IfModul e mod_headers, ¢
# [i=able content sniffing, since 1t's an attack wvector,
Header always set X-Content-Type-Options nosniff
# [i=able Proxy header, since 1t's an attack wector,
FequestHeader unset Proxy

</TfModul e



