HARBRRRBRRRRRRRRRRR BB BB RRRR BB BB RRRRRRRRRRRRH

## uncomment these 1ines for CGI mods

## make sure to specify the correct cgl php binary f1l1e name
## 1t might be /cogi-binsphp-col

# Action php5-cogl <cgl -bi nsphp5s-col
# AddHandl er php5-cgl . php

HERRR AR R R RN R R AR R RRR R AR RRRRRRR IR
## Gobaddy =speci fic options

# Options -Hul tiviews
## you might als0 need to add this 1ine to php 1nf
i cal, flx_pathinfo = 1

## 1r it still doesn't work, rename php 1nl to php5 1o

HERRR AR R R RN R R AR R RRR R AR RRRRRRR IR
## thi=s line 15 specific for 1andl hosting

#ADITYpe x-mapp-phos . pho
#AdIHandl e x-mapp-phps . pho

HUB AR AR AR AR AR AR AR AR R R AR AR
## dersult index rile

Directoryl ndex index php

<IfModul e mod_phpS, c>

HERRR AR R R RN R R AR R RRR R AR RRRRRRR IR
## adjust memory 11mit

# pho_value memory_limit G
php_value memory_limit S512M
php_value max_execution_time 15ARA

AR RR AR R R R AR AR R R AR AR RS
## disable magic guotes for php request vars

ke &1 e =l h mlicl e e - &S



PrpP_T14g maglc_gquoLes_gpc orT

HURA R AR AR AR AR AR R R AR
# di sable sutomatic session start

# before autol osd was 1nltiallzed
php_flag session, auto_start of f

BHRBHRBR R AR R AR R IR R IR R BRRBRRIRRBRRBR R R R RRSH

## enable resul ting html compression
#php_flag z11b, output _compression on

HURBH R AR R AR RBR BB R BR R IR R IR RIR R AR RBRRRR R

# disable user agent werification to not break multiple 1mage upl oad
php_flag suhosin, session cruptua of f

HHRHRRRRRRRRRRRRRRR BB BB R RRR BB R RRRRRRR BRI
# turn off compatibility with PHP4 when dealing with objects

php_flag zend zel _compatibility_mode Off
</ fModul e

£IfModul e mod_security, o
HERRR RS R R AR R AR R AR R

# di sable POST processimg to not bresk mul tiple 1mage upl oad

SecFilterEngine Off
SecFil terScanPOST Off
AT Modul e

<IfModul e mod_deflate, o

B AR R R R R R AR AR R R BB H AR H
## enable apache served f1les compression

## htto s /devel oper, yahoo, com/performance: 1 ul &5, html #gz1 p

# Insert filter on all content
#fset Out put F11ter DEFLATE



# Insert f1lter on selected content types only
#AdIOUt put F11terByType DEFLATE textshtml textsplain textsxml textscss texts javascerlpt

# Hetscape 4 x has some probl ems, ..
#Browsertlatch “Mozillasd gzi p-onl y-textshtml

# Hetscape 4 B6-4, 85 have some more probl ems
#Erowsertlatch “Mozillasds, BL67E] no-gzip

# MSIE masguetrades as Metscape, but 1t 15 fine
#Browsertlatch YBMSTE ! no-gzip ! gzi p-onl y-text At ml

# Don't compress Images
#5et Envl fHoCase Request_URT %, C7 gl £l jpe?gl pngt$ no-gzip dont -vary

# Make sure proxies don't deliver the wromg content
#Header append Yary User-Agent enwv=! dont -vary

<A1 Modul e

<IfModul e mod_ssl, o>

HHA R A R A R R
## make HTTFS env wars avallable for CGI mode

55L0ptions StdEnwvars

<A1 Modul e

<IfModul e mod_rewrite, o

HHB AR AR AR AR R R AR R R AR RS
## enable rewrites

Options +FollowSumlinks
RewriteEngine on

BHRBR R B R B R BN B R B RBR BB BB BB BB BB RBRRRY

## manufacturer product url rewslte
#EHABLES /' product ~manufacturersurl _keysfinl sh URLS
FewriteRule “productsc, /7% S$prdfinder: $13 [R, L, HC, O5A]



AR RR AR R R R AR AR R R AR AR RS
## you can put here your magento root Fol der
## path relative to web root

#Rewr] teBase smagent o/

HERRR AR R R RN R R AR R RRR R AR RRRRRRR IR
## uncomment next 11ne to enable 11ght API calls processing

# RewriteRul e “apl #C[a-z][A-93-z_]+1/7% 3p1., php?type=¢1 [05A, LT

HERRR AR R R RN R R AR R RRR R AR RRRRRRR IR
## rewite AFIZ calls to apl. php Cby now 1t 15 REST only?

RewriteRule “api/rest api. php¥tupe=rest [0SA, L]

HERRR AR R R RN R R AR R RRR R AR RRRRRRR IR
## rewlte vendor apl calls

RewriteRule “wendor-api/C, #)/0, )70, #2/7 vendor-api, php?
vendor=$1 &secret =$24function=$3 [0QSA. L]

HUB AR AR AR AR AR AR AR AR R R AR AR
## workaround for HTTF authorl zation
## 1n CGI envi ronment

RewriteRule . * — [E=HTTP_AUTHORI ZATION: %{HTTP: Authorization]

AR RR AR R R R AR AR R R AR AR RS
## TRACE and TRACK HTTP methods di sabled to prevent X555 attacks

RewriteCond #LREQUEST_METHOD: “TRACLEK]
RewriteRule . # - [L, R=485]

HERRR AR R R RN R R AR R RRR R AR RRRRRRR IR
## redirect for moblle user agents

&

#Rewr] teCond ZREQUEST_LIRTZ ! “vmobl 1 edi rect oryherss, #§
#Rewr] teCond ZTHTTP_USER_AGEHT: " androl dl b1 ackberuyl 1 padl 1 phonel 1 podl 1emobi 16l opera
mobi 1 el pal mos! webos! googl ebot -mobi 12" [HET

T

S



#Rew1 teRul e 70, #1% smobiledi rectoryberes [L, R=3627

BHRBHRBR R AR R AR R IR R IR R BRRBRRIRRBRRBR R R R RRSH

##t always send 484 on missing files in these folders

FewriteCond ¥REQUEST_URIY ! “/imedial skinl j=i/

BHRBHRBR R AR R AR R IR R IR R BRRBRRIRRBRRBR R R R RRSH

## never rewrite for existing files, directories and 1inks

RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥C{REQUEST_FILEMAMEX ! -d
RewriteCond ¥C{REQUEST_FILEMAMEX ! -1

BHRBHRBR R AR R AR R IR R IR R BRRBRRIRRBRRBR R R R RRSH

## rewdte everything else to 1ndex php

FewriteRule . # index php CL]

AT Modul e

B AR R R R R R AR AR R R BB H AR H
## Frevent character encoding 1ssuss from server overtldes

## Ir you still hawve problems, use the second 1ine 1nstead

AddDef aul tCharset Of f
#Add0er sul tCharset UTF-5

£IfModul e mod_expires. o

B AR R R R R R AR AR R R BB H AR H

## Add defaul t Expires header

## httpo 7 /devel oper, yahoo, coms/performance:s tul g5, html #expi res
Expireshefault "access plus 1 year"

</TfModul e

B AR R R R R R AR AR R R BB H AR H

## SANDEOY DENY ACCESS FROM OUTSIDE HETHORKS
Order deny, allow



Deny from all
Allow from 127 8, A 1
Allow from 16 1, % *

## HF5 OFFICE

ALl ow
ALl ow
ALl ow
ALl ow
ALl ow
ALl ow

## JASOH
ALl ow
ALl ow

## AAROH
ALl ow

## ALEY
ALl ow

## EOE
ALl ow

fraom
fraom
fraom
fraom
fraom
fraom

f rom
f rom

f rom

f rom

f rom

## BRAHDOH

ALl ow
ALl ow

f rom
f rom

## BRIMHKLEY
Allow from 284, 93 184, 53

## DECT

af,
af,
af,
af,
af,
af,

af,
213, EAS, 138

255, 234, 198
255, 234, 189
255, 234, 1388
255, 234, 187
255, 234, 186
255, 234, 185

173 94, 122

S [

94,

139, 283

253, 47

73041, 95,153
166, 178, 48, 39

Allow from 73 228, 240, 1 2A

## FAHDOM

Allow from 67 137 252 216

## TOF OFFICE EMTRIES
Allow from 71,12 97 ZRZ



AR RR IR A R AR AR R AR AR AR AR RS
## Deny access to release notes to prevent disclosure of the 1nstalled Magento version

¢<Files RELEASE_MOTES. txt:
aorder allow, deny
deny from all
£/Files:

AR RR AR R R R AR AR R R AR AR RS
## If running In cluster environment, uncomment this
## httpe 7r/devel oper, yaboo, comsperformancesrul es, html #et ags

#F11eET50 none

BERBR BB R R R B R B R B R B R B RS
#HSANDEOY ERROR REFPORTI MG

php_flag displ ay_startup_errors on

php_flag display_erraors on

php_flag himl _errors on

php_flag log_errors on

php_value error_log shomessandboxsPHP _errors, 1og

BE S e e
#HSAHDEOY TP WHITELIST



