AuthllserFile "E “wwwhgithubhhtaccessh, htpasswd”
AuthGroupFile "E: wwww'githobshtaccesss, btaroop”
AuthHame Private

AuthTupe Basic

# [0isable the directory' s 1ndex
Options -Indexes

<limit GET POST:
Order deny, allow
Deny from all

# Allows access to local connectlons

#A11ow from 1ocal host

# Allows access to user "admin”

#requi re user admin

# Allows access to users 1n group "users”
#requi e group users

# Allows access to reglstered users
#requi re val 1 d-user

# Allows access to anonymous connectlons

Allow from all

satisfy any
fLimit

# Frotect ht files
¢FilesMatch "7 ht":
Order allow, deny

Deny from all
£/FilesMatch:

# Allows access to users 1n group "users”
<FilesMatch private, html:

Order allow, deny

Deny from all



MeEquLT e gruogp user s
satisfy any
£/FilesMatch:

# Allows access to users 1n group “admind strators"
¢FilesMatch admin, html:

Order allow, deny

Deny from all

require group administrators

satisfy any
£/FilesMatch:

# Redirect all reguest to 1ndex, php
I fModule mod_tewrite, o
FewriteEngine On
RewriteCond #{REQUEST_FILEMAMEY ! -f
FewriteRule (. #3% index php/$1l C0OSA, L]
</TfModul e

# CORS
<IfModul e mod_headers, ¢
Header set Access-Control-Allow-Origin ="
Header set Access-Control-Allow-Methods “GET, POST, PUT, PATCH, DELETE, OPTIOMS"
Header set Access-Control-Allow-Credentials "troe”
Header set Access-Control-Allow-Headers "Authorization, DHT, User-Agent, Keep-
Aliwe, Content-Type, accept, origin, ¥-Requested-kith"

AT Modul e



