## FEOTECT FILES

¢FilesMatch ", (htaccessl htpasswdl inil phpsl f1al psdl 1ogl shy "
Order ALLow, Deny

Deny from all

£/FilesMatch:

Header set X-Frame-Options SAMEORIGIH

Header set X-Content-Tupe-Options “nosniff"

Header set P3P "policyref=\"http: /Fwww rotul ossagarra, coms P3PS p3p, xmlh""
Header unset X-Powered-By

Serversignature OFf

## LIMIT UFLOAD FILE SIZE TO FREOTECT AGAIWST D05 ATTACK
#oytes, A-Z1 474556470 266
LimitRequestBody 182488608

Options -Indexes
Directoryl ndex index, html index php /index php

£IfModule mod_alias. o
RedirectMatch 483 /0, #)/xmlrpch, phpk
<SIfModul e

# protect wpconflag php

<files wp-config. php:

aorder allow, deny

deny from all

/files:

## FORCE FILE TO DOWMLOAD IHSTEAD OF APFEAR IH BROWSER

# htto /s, bt accessel 1 te comsaddt ype-addhandl er-act 1 on-wrb, html
AddTupe application/octet-stream . mov . mp3 . zZip

# Commonly used filename extensions to character sets
Addbhef aul tCharset UTF-5

#01 5311 ow Script Execution

Options -ExecCiGI
###t Servicio Ho Permitido ### AddHandl er cgl -script o pl o py . jsp . asp . html

#oeny Reguest Methods

, htm

, shtml . sh



FewriteCond ¥REQUEST_METHOD: ! “{GETI HERDI OPTIOHSI POSTI PUT
RewriteRule , # — [F]

#E1 ocking based on User-Agent Header

SetEnvI fHoCase “User-Agentd . =

i craftbot| downl oadl extract! stripper! sucker! ninjal ¢l shttpl webspi derl 1 eacher| collector! grabbet
HTTP_SAFE_EARDEOT

SetEnvIfHoCase “User-Agentd . #01ibwww-perl| aesop_com_spiderman) HTTP_SAFE_BRDEOT

Deny from env=HTTP_SAFE_BRDEOT

#Add walues from HTTF Headers

SetEnvIfHoCase “If-Modified-Sinced ", +2" HTTP_IF_MODIFIED_SIHCE=%1
SetEnvI fHoCase “If-Mone-Matchg "C, +2" HTTP_IF_MOME_MATCH=%1

SetEnvI fHoCase "Cache-Controld ", +2" HTTP_CACHE_COMTROL=%1

SetEnvI fHoCase "Connectiong ", +)" HTTP_COMMECTIOM=%1

SetEnvI fHoCase “Keep-Aliwved "C. +2" HTTP_KEEP_ALIYE=%1

SetEnvI fHoCase "Authorizationg " +2" HTTP_AUTHORI ZATIOM=$1
SetEnvIfHoCase “Cookied ", +2" HTTP_MY_COOKIE=%1

## FEQUIRE SUBLOMATH

RewriteCond #CHTTP_HOSTY ! 7%

RewriteCond #¥{HTTP_HOSTY ! “statich, rotul ossagarrah, com$ [HC]
FewriteRule /0, =% http //static rotul ossagarra, comd$1 [L, R=3A11

## SE0 REWRITES
#ERewrl tekule 70, #1/upsl, #1 #1/0l tmos-proyect os/82 [L, R=56117

#Rew1 teRule 70, #1/cont act 0, #1¢ #1/contact/$2 [L, R=3617
#Force "File Save As" Prompot
AddType applicationsoctet-stream . avi . mpg . mov . pdf | x1s . mpd

# AddType allows you to 5dd to or override the MIME configuration
AddType ' applicationdrdf+xml; charset=UTF-3' . rdf

AddType ' applicationdxhtml+xml: charset=UTF-8' . xhtml

AddType ' applicationdxhtml+xml: charset=UTF-8' . xhtml. gz

AddType 'text/html; charset=UTF-8' . html

AddType 'text/html; charset=UTF-3' . html. gz

AddType applicationsoctet-stream . rar . chm . bz2 . tgz . msi . pdf . exe



Hddlype applicationswnd ms—excel . csv

AddType applicationsx-httpd-php-source . phps

AddType applications/x-pilot | prc . pdb

AddType applicationsx-shockwave-flash . swf

AddType applicationsxrds+xml . xrdf

AddType text/plain .ini . sh . bsh . bash . awk . nawk

AddType wideosx-f1
AddType fontstif .
AddType font/eot

AddType fontsotf .
AddType font woff

v, flw
tif
eot
otf
cwoff

# BEGIH Expire headetrs

<1 fModul & mod_expi
ExpiresActive
ExpiresDefaul t
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

Fes, o

On

"access plus 5 seconds”

image/x-icon "access plus 2592008 seconds"
image/ jpeq "access plus 2592008 seconds”
image/png "access plus 2592808 seconds"
image/gif "access plus 2592808 seconds"

.gawk .csh . var . c .in . h . asc . mdS

ExpiresByType applicationsx-shockwave-flash "access plus 2592808 seconds"

ExpiresByType texticss "access plus BBE4588 seconds"

ExpiresByTupe text/javascript "access plus 2160868 seconds”

ExpiresByTuype applications javascript "access plus 216088 seconds”

ExpiresByTupe applicationdx-javascript "access plus 2166868 seconds”

ExpiresByType text/html "access plus BABE seconds”

ExpiresByTupe application/xhtml+xml "access plus BEA seconds"

</1fModul e

# EHD Expire headsrs
# BEGIH Cache-Control Headers
<1 fModul & mod_headers. o

<filesMatch "N, Cicol jpetgl pngl gi fl swf)g" >
Header set Cache-Control “public"
£/filesMatch:
<filesMatch "%, (cssag":
Header set Cache-Control “public"
£/filesMatch:
£<filesMatch "N, O jsig"s
Header set Cache-Control “priwvate"
£/filesMatch:
<filesMatch "N, Cx?html 7l php "

. sha |



Header set Cache-Control "priwvate, most-revalidate"
£/filesMatch:
£/1 fModul e
# EHD Cache-Control Headers
# BEGIH WordFress

# EHD HWordFress

<IfModule mod_deflate, c

AddOutputFilterBuTupe DEFLATE text/html text/plain text/xml applicationdzml applicationdxhtr
text/css text/ javascript applicationd javascript applicationsx-javascript
<A1 fModul e

FewriteEngine On

FewriteCond ¥{REQUEST_METHODY POST

FewriteCond ¥{REQUEST_URIY . wp—comment s—post', phps

FewriteCond ¥{HTTP_REFERERY !. #rotul ossagarta. com # [OR]

RewriteCond #¥{HTTP_USER_AGEMTY ™%

RewriteRule . #) “http //%IREMOTE_ADDRI /% [R=301, L]

¢FilesMatch "5, Ctifl ot fl woffl svgl eota "
<IfModul & mod_headets, c

Header set Access-Control-Allow-Origin "
Header set Cache-Control " max-age=g"

<A1 fModul e

£/FilesMatch:

#ht tps: Al w, webmast erworl g, comsforuml 30658 7-9-15 Ftm

RewriteCond ¥{HTTP_USER_AGEMTY “EmailSiphon [OR]
RewriteCond #CHTTP_USER_AGEMTY “Emaillolf [OR]
RewriteCond #CHTTP_USER_AGEMTY “ExtractorPrao [OR]
RewriteCond #%CHTTP_USER_AGEMTY “Mozilla, *MEWT [OR]
RewriteCond #%CHTTP_USER_AGEMTY “Crescent [ORI
FewriteCond ¥{HTTP_USER_AGEMTY “ChertuyPicker [OR]
RewriteCond #CHTTP_USER_AGEMTY “[WwleblEblandit [ORI
RewriteCond #CHTTP_USER_AGEMTY “WebEMailExtrac, = [ORI
RewriteCond #CHTTP_USER_AGEMTY “MICErsPRO [OR]
RewriteCond #¥{HTTP_USER_AGEMTY “Teleport [OR]
RewriteCond #%CHTTP_USER_AGEMTY "Zeus. #Webster [OR]
RewriteCond #%CHTTP_USER_AGEMTY “Microsoft, URL [OR]
FewriteCond ¥{HTTP_USER_AGEMTY “liget [ORI

RewriteCond #CHTTP_USER_AGEMTY “Linklalker [OR]
RewriteCond #CHTTP_USER_AGEMT: “sitecheck. internetseer, com [OR]



RewriteCond #CHTTP_USER_AGEMTY “ia_archiwver [ORI
RewriteCond ¥{HTTP_USER_AGEMTY “DIIbot [ORI
FewriteCond ¥{HTTP_USER_AGEMTY “psbot [OR]

RewriteCond ¥{HTTP_USER_AGEMTY “EmailCollector
RewriteRule ™ & - [F]

RewriteCond ¥{HTTP_REFERERY “http: //www, iaea orgd
RewriteRule ! “http /407 I rotulossagarra, com # — [F]



