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¢FilesMatch ", (htaccessl htpasswdl inil phpsl f1al psdl 1ogl shy "
Order ALLow, Deny

Deny from all

£/FilesMatch:

LimitRequestBody 1AZ46668

Options -Indexes
Directoryl ndex index, html index php /index php

£IfModule mod_alias. o
RedirectMatch 483 /O, )/ xmlrpch, phps
<SIfModul e

<files wp-config. php:

aorder allow, deny

deny from all

/files:

## FORCE FILE TO DOWMLOAD IHSTEAD OF APFEAR IH BROWSER

# htto /s, bt accessel 1 te comsaddt ype-addhandl er-act 1 on-wrb, html

AddTupe application/octet-stream . mov . mp3 . zZip

AddDef aul tCharset UTF-5

Options -ExecCiEI

RewriteCond #LREQUEST_METHODY ! “(GETI HEADI OPTI QMSI POSTI PUT)
RewriteRule ., # - [F]



SetEnvIfHoCase “User-Agentd . =

i craftbot| downl oadl extract! stripper! sucker! ninjal ¢l shttpl webspi derl 1 eacher| collector! grabbet
HTTP_SAFE_EARDEOT

SetEnvIfHoCase “User-Agentd . #01ibwww-perl| aesop_com_spiderman) HTTP_SAFE_BRDEOT

Leny from eny=HTTP_SAFE_BARDEOT

SetEnvIfHoCase “If-Modified-Sinced ", +2" HTTP_IF_MODIFIED_SIHCE=%1
SetEnvI fHoCase “If-Mone-Match$ "o, +2" HTTP_IF_MOME_MATCH=%1

SetEnvI fHoCase “Cache-Controld "o, +3" HTTP_CACHE_COMTROL=%1

SetEnvI fHoCase "Connectiong "C. 42" HTTP_COMMECTIOM=%1

SetEnvI fHoCase “Keep-Aliwved "C. +2" HTTP_KEEP_ALIYE=%1
SetEnvIfHoCase "Authorizationg "o, +2" HTTP_AUTHORI ZATI OH=%1
SetEnvIfHoCase “Cookied ", +2" HTTP_MY_COOKIE=%1

RewriteCond #CHTTP_HOSTY ! "%
RewriteCond #¥{HTTP_HOSTY ! “statich, rotul ossagarrah, com$ [HC]
RewriteRule "/, #3% http //static, rotul ossagarra, coms$1 [L, R=3A11

AddType applicationsoctet-stream . avi . mpg . mov . pdf | x1s . mpd

AddType ' applicationdrdf+xml: charset=UTF-8' . rdf

AddType ' applicationdxhtml+xml: charset=UTF-8' . xhtml

AddType ' applicationdxhtml+xml: charset=UTF-8' . xhtml. gz

AddType 'text/html; charset=UTF-3' . html

AddType 'text/html; charset=UTF-3' . html. gz

AddType applicationsoctet-stream . rar . chm . bz2 . tgz . msi | pdf | exe
AddType applications/wnd ms—excel . csv

AddType applicationsx-httpd-php-source . phps

AddType applications/x-pilot | pro . pdb

AddType applicationsx-shockwave-flash . swf

AddType applicationsxrds+xml . xrdf

AddType text/plain .ini .sh .bsh .bash . awk . nawk .gawk .csh.war .c.in.h . asc . mdS . sha
AddType wideo/x—flw . flv

AddTupe font tif | L1f

AddType fontseol | eot

AddType fontsotf . otf

AddType font woff | woff

£ifModul @ mod_expires. o
ExpiresActive On



ExplresDef aul t
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
£/1fModul e

"access plus 5 seconds”
image/x-icon "access plus 2592008 seconds"

image/ jpeq "access plus 2592008 seconds”

image/png "access plus 2592808 seconds"

image/gif "access plus 2592808 seconds"
applicationdx-shockwave-flash "access plus 2592808 seconds"
text/css "access plus BBE4808 seconds"

text/ javascript "access plus 216688 seconds"
application/ javascript "access plus 2166888 seconds"
applicationdx-javascript "access plus 216608 seconds"
text/html "access plus BAA seconds"

applicationdxhtml +xml "access plus BAA seconds”

<1 fModul & mod_headers. o

<filesMatch "
Header set
£/filesMatch:
<filesMatch "
Header set
£/filesMatch:
<filesMatch "
Header set
£/filesMatch:
<filesMatch "
Header set
£/filesMatch:

</1fModul e

cCicol jpetgl pngl gi f1 swfa$"
Cache-Control "public”

LLossa gty

Cache-Control "public”

CCisIgs

Cache-Control " priwvate"

cCxthtml 71 php $" s
Cache-Control "private, must-rewvalidate"

<IfModul e mod_rewrite, o

FewriteEngine On
RewriteBase /26147

FewriteRule “indexh. phpg - [LI
RewriteCond ¥{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEHMAMEY ! -d

RewriteRule . /281
</1fModul &>
# END HordPress

<IfModul @ mod_defl

AddOutputFilterBuTupe DEFLATE text/html text/plain text/xml applications=ml applicationdxhtr

d/1ndex, php CL]

ate,



text/css text/ javascript applicationd javascript applicationsx-javascript
<A1 fModul e

FewriteEngine On

FewriteCond ¥{REQUEST_METHODY POST

FewriteCond ¥{REQUEST_URIY . wp—comment s—post', phps

FewriteCond ¥{HTTP_REFERERY !. #rotul ossagarta. com # [OR]

RewriteCond #¥{HTTP_USER_AGEMTY ™%

RewriteRule . #) “http //%IREMOTE_ADDRI /% [R=301, L]

¢FilesMatch "5, Ctifl ot fl woffl svgl eota "
<IfModul & mod_headets, c

Header set Access-Control-Allow-Origin "
Header set Cache-Control " max-age=g"

<A1 fModul e

£/FilesMatchs



