<1 fModul & mod_headers. o

# Frevent clickjacking (forbids framing by third-party sitess
Header set X-Frame-Options sameorigin

# Frevent content sniffing CHIME =nifring
Header set X-Content-Tupe-Options nosniff

o]
!

# Attempt to enasble ¥55 filters in browsers, 1f awvallable. and block reflected X
Header set X-x55-Protection "1: mode=block"
# Cache media riles for 3 month
£FilesMatch "M, jsl cssl jpal jpegl pnal sval webpl gi f1icol oggl mpdl webm) $" =
Header zet Cache-Control max-age=ZLZ9568
£/FilesMatch:

# Remove response headers that provide no value but 1eak 1nformation

Header unset X-Powered-By

# 0isable "ETag" headers so that browsers rely on the "Cache-Control” and “Explres"
headers

Header unset ETag
</1 fModul e

<IfModul & mod_aut ol ndex, o

# Turn off directory 11stings for folders without default documents
Options -Indexes

<A1 fModul e
£IfModul e mod_neqgotiation. o>

# 0isable "Hul tiviews' Iimplicit f1lename pattern matches
Options -Multiviews

AT Modul e



# serve "textsplain” and "textshtml " documents as UTF-8 by defaul t
Addlef aul tCharset utf-3

# [i=sable "ETag” headers so that browsers rely on the "Cache-Control” and "Expl res"
header=
FileETag Hone

<1 fModul & mod_headers, o

# Enable HTTP Strict Transport Security (HSTS) with 3 duration of six months ©Uncomment
1 1ine bel ow)
# Header set 5trict-Transport-5Securl ty max-age=157 76660

</1 fModul e
£ifModule mod_rewrite, o

# Force 'www' (1,8 prefix the "bare” domain and all subdomains with ' www' through
permanent redi rectsd ClUncomment 5 11nes bel ow)

# Rewrl teEngi ne On

# Rewrl teCond ZCHTTP_HOST: !7°¢

# Rewrl teCond ZCHTTP_HOST? ! “www', [HCT

# RewrlteCond XCHTTPS:s "ok si/

# RewiteRule ™ httpkl: /7w, XCHTTP_HOSTHECREQUEST_LIRT * [R=3A1, L]

AT Modul e

# Frevent access to non-mini fied C55 and J5 (Uncomment 3 11nes bel ow)
# <Filesflatch "C7<!, mindh, (cssl jsig":

# Reguire all denied

# </Filestatch:

# Show 3 custom error document For "d8d Hot Found” srrors ClUncomment 1 11ne bel ow)
# ErrorfDocument <6< Snot Found, fBtml



