
# BEGIN All In One WP Security

#AIOWPS_BASIC_HTACCESS_RULES_START

<Files .htaccess>

order allow,deny

deny from all

</Files>

ServerSignature Off

LimitRequestBody 10240000

<Files wp-config.php>

order allow,deny

deny from all

</Files>

#AIOWPS_BASIC_HTACCESS_RULES_END

#AIOWPS_PINGBACK_HTACCESS_RULES_START

<Files xmlrpc.php>

order deny,allow

deny from all

</Files>

#AIOWPS_PINGBACK_HTACCESS_RULES_END

#AIOWPS_DISABLE_INDEX_VIEWS_START

Options -Indexes

#AIOWPS_DISABLE_INDEX_VIEWS_END

#AIOWPS_DISABLE_TRACE_TRACK_START

RewriteEngine On

RewriteCond %{REQUEST_METHOD} ^(TRACE|TRACK)

RewriteRule .* - [F]

#AIOWPS_DISABLE_TRACE_TRACK_END

#AIOWPS_FORBID_PROXY_COMMENTS_START

RewriteCond %{REQUEST_METHOD} =POST

RewriteCond %{HTTP:VIA}%{HTTP:FORWARDED}%{HTTP:USERAGENT_VIA}%{HTTP:X_FORWARDED_FOR}%{HTTP:PROXY_CONNECTION

RewriteCond %{HTTP:XPROXY_CONNECTION}%{HTTP:HTTP_PC_REMOTE_ADDR}%{HTTP:HTTP_CLIENT_IP} !^$

RewriteCond %{REQUEST_URI} !^/(wp-login.php|wp-admin/|wp-content/plugins/|wp-includes/).* [NC

RewriteRule .* - [F,NS,L]

#AIOWPS_FORBID_PROXY_COMMENTS_END

# END All In One WP Security

# BEGIN WordPress

<IfModule mod_rewrite.c>

RewriteEngine On

RewriteBase /NachosSite/

RewriteRule ^index\.php$ - [L]



RewriteRule ^index\.php$ - [L]

RewriteCond %{REQUEST_FILENAME} !-f

RewriteCond %{REQUEST_FILENAME} !-d

RewriteRule . /NachosSite/index.php [L]

</IfModule>

# END WordPress

# BEGIN wtwp_cache

<IfModule mod_mime.c>

# Text

AddType text/css .css

AddType application/x-javascript .js

AddType text/html .html .htm

AddType text/richtext .rtf .rtx

AddType text/plain .txt

AddType text/xml .xml

# Image

AddType image/gif .gif

AddType image/x-icon .ico

AddType image/jpeg .jpg .jpeg .jpe

AddType image/png .png

AddType image/svg+xml .svg .svgz

# Video

AddType video/asf .asf .asx .wax .wmv .wmx

AddType video/avi .avi

AddType video/quicktime .mov .qt

AddType video/mp4 .mp4 .m4v

AddType video/mpeg .mpeg .mpg .mpe

# PDF

AddType application/pdf .pdf

# Flash

AddType application/x-shockwave-flash .swf

# Font

AddType application/x-font-ttf .ttf .ttc

AddType application/vnd.ms-fontobject .eot



AddType application/vnd.ms-fontobject .eot

AddType application/x-font-otf .otf

# Audio

AddType audio/mpeg .mp3 .m4a

AddType audio/ogg .ogg

AddType audio/wav .wav

AddType audio/wma .wma

# Zip/Tar

AddType application/x-tar .tar

AddType application/x-gzip .gz .gzip

AddType application/zip .zip

</IfModule>

<IfModule mod_expires.c>

ExpiresActive On

# Text

ExpiresByType text/css A31536000

ExpiresByType application/x-javascript A31536000

ExpiresByType text/html A3600

ExpiresByType text/richtext A3600

ExpiresByType text/plain A3600

ExpiresByType text/xml A3600

# Image

ExpiresByType image/gif A31536000

ExpiresByType image/x-icon A31536000

ExpiresByType image/jpeg A31536000

ExpiresByType image/png A31536000

ExpiresByType image/svg+xml A31536000

# Video

ExpiresByType video/asf A31536000

ExpiresByType video/avi A31536000

ExpiresByType video/quicktime A31536000

ExpiresByType video/mp4 A31536000

ExpiresByType video/mpeg A31536000

# PDF

ExpiresByType application/pdf A31536000



ExpiresByType application/pdf A31536000

# Flash

ExpiresByType application/x-shockwave-flash A31536000

# Font

ExpiresByType application/x-font-ttf A31536000

ExpiresByType application/vnd.ms-fontobject A31536000

ExpiresByType application/x-font-otf A31536000

# Audio

ExpiresByType audio/mpeg A31536000

ExpiresByType audio/ogg A31536000

ExpiresByType audio/wav A31536000

ExpiresByType audio/wma A31536000

# Zip/Tar

ExpiresByType application/x-tar A31536000

ExpiresByType application/x-gzip A31536000

ExpiresByType application/zip A31536000

</IfModule>

<FilesMatch "\.(?

i:css|js|htm|html|rtf|rtx|txt|xml|gif|ico|jpg|jpeg|jpe|png|svg|svgz|asf|asx|wax|wmv|wmx|avi|mov|qt|mp4|m4v|mpeg|mpg|mpe|pdf|swf|ttf|ttc|eot|otf|mp3|m4a|ogg|wav|wma|tar|gz|gzip|zip)$"

<IfModule mod_headers.c>

Header set Pragma "public"

Header append Cache-Control "public, must-revalidate, proxy-revalidate"

Header unset ETag

</IfModule>

</FilesMatch>

<FilesMatch "\.(?i:css|js|gif|ico|jpg|jpeg|jpe|png|pdf|swf|ttf|ttc|eot|otf)$">

<IfModule mod_headers.c>

Header unset Set-Cookie

</IfModule>

</FilesMatch>

# END wtwp_cache

# BEGIN wtwp_security

<IfModule mod_rewrite.c>

RewriteEngine On

RewriteBase /nachos/

RewriteRule ^wp-admin/includes/ - [F,L]



RewriteRule !^wp-includes/ - [S=3]

RewriteRule ^wp-includes/[^/]+\.php$ - [F,L]

RewriteRule ^wp-includes/js/tinymce/langs/.+\.php - [F,L]

RewriteRule ^wp-includes/theme-compat/ - [F,L]

</IfModule>

<Files "wp-config.php">

Order allow,deny

Deny from all

</Files>

Options -Indexes

# END wtwp_security


