# BEGIH All In One WP Securlty
#AIOWFS_EBASIC_HTACCESS_RLULES_START

¢Files . htaccess:

aorder allow, deny

deny from all

£/Files:

Serversignature OFf

LimitRequestBody 182488608

<Files wp-config. php:

aorder allow, deny

deny from all

£/Files:

#AI OWFS_EBASIC_HTACCESS_RLLES_EHD

#AI OLFS_FIHGEACK_HTACCESS_RLULES_START

£Files xmlrpc. php:

arder deny, allow

deny from all

£/Files:

#AI OWFS_FIHGEACK_HTACCESS_RLLES_EHD

#AI OWFS_0OI SAGLE_THDES_ YT EWNS_START

Options -Indexes

#AI OWP5_0I SABLE_ T HDES_ T ENS_EHD

#AI OWFS_0OI SAGLE_ TEACE_ TEACK_START
FewriteEngine On

FewriteCond ¥{REQUEST_METHOD: “( TRACEl TRACK)
RewriteRule . & - [F]

#AI OWFS_0I SAGLE_ TEACE_ TEACK_EHD

#AI OWFS_FOREILD_FROXY_COMMENTS_START
FewriteCond ¥{REQUEST_METHOD: =POST
FewriteCond #CHTTP: WIAZZ{HTTP: FORWARDEDS ECHTTP: USERAGEMT _WIAX %{HTTP: X_FORWARDED_FOR #CHTTR: |
RewriteCond %CHTTP: XPROXY_COMMECTIOM #{HTTP: HTTP_PC_REMOTE _ADDR ¥{HTTP: HTTP_CLIEMT_IPY ! “%
RewriteCond #¥{REQUEST_URIY ! “/Cwp-1ogin. phpl wp-admin/| wp-content /plugi ns/| wp-includess o, = [t
RewriteRule .+ - [F, NS, L]

#AI OWFS_FOREID_FROYY_COMMENTS_EHD

# EHD ALl In One WP Securlty

# BEGIH WordFress
£IfModule mod_rewrite. o
FewriteEngine On
RewriteBase /MachosSites
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FEEWN1LERULE  1I0EXy, POpgy — LLd
RewriteCond ¥{REONUEST_FILEMAME: ! -f
RewriteCond ¥{REOUEST_FILEMAMEY ! -d

RewriteRule . /MachosSitesindex, php [LI

<A1 FModul e

# END WordFress

# BEGIN wtwp_cache
<IfModule mod_mime, o

# Text

AddType
AddType
AddType
AddType
AddType
AddType

# Image
AddType
AddType
AddType
AddType
AddType

# ¥ideo
AddType
AddType
AddType
AddType
AddType

# FOF
AddType

# F1ash
AddType

# Font
AddType

text/css | css
applicationdx-javascript . js
text/html . himl . htm
text/richtext . rtf | rix
text/plain . txt

textsxml . xml

imagesgif . oif
image/x-icon . ico

image/ jpeg . jpg . jpeg . jpe
image/png . png

images svg+xml . Svg . SvQZ

videosasf | asf . asx . wax . wmy
videosavi | avi
video/quicktime . mov . gt
wideo/mpd . mpd . mdy
video/mpeq . mpeg . mpg . mpe

application/pdf . pdf

applicationdx-shockwave—f1ash

 mi

. sf

applicationdx-font-ttf . ttf | ttc



HddType applicationswnd ms-fontobject | eot
AddType applications/x-font-otf . otf

# Audi o

AddType audio/mpeg . mp3 . mda
AddType audiofogg . ogg
AddType audiofway . wav
AddType audiofwma . wma

# Z1psTar

AddType application/x-tar . tar
AddType application/x-gzip . gz . gzZip
AddType applications/zip . zip

<41 Modul e

£IfModul e mod_expires. o
ExpiresActive On

# Text

ExpiresByType text/css A3 536808

ExpiresByType applicationdx-javascript A3l 5368608
ExpiresByType text/himl ASGEG

ExpiresByType text/richtext A3GEA

ExpiresByType text/plain A3GEA

ExpiresByType text/xml A36EA

# Image

ExpiresByType image/gif A3153668E
ExpiresByType imagesx-1icon A31S5366866
ExpiresByTupe images jpeg A31 5366608
ExpiresByType image/png A3153668E
ExpiresByType imagesswg+xml A31536668

# video

ExpiresByType videosasf A3153666E
ExpiresByType vwideosavi A3153668E
ExpiresByType wideo/quicktime A315366608
ExpiresByType video/mpd A3153666E
ExpiresByType video/mpeg A31 5366608

# FOF



ExpiresByTupe applicationpdf A3l 536608

# Flash
ExpiresByTupe applicationsx-shockwave-f1ash A31S36E8R

# Font

ExpiresByTupe application/x-font-ttf A31S36E6A
ExpiresByTupe applicationdvnd ms-fontobject A31S36E8R
ExpiresByTupe application/x-font-otf A31S36E8A

# Audi o

ExpiresByTupe audio/mpeg A3 S536A0A
ExpiresByType audiosogg A31S36EEA
ExpiresByType audiosway A31S36EEA
ExpiresByTupe audioswma A31S36E8A

# Z1psTar

ExpiresByTupe applicationx-tar A3 536608

ExpiresByTupe applicationdx-gzip A31S36E8A

ExpiresByTupe applicationdzip A3l 536604

<A1 fModul e

¢FilesMatch "4, 7

1:cssl jsl html htmll Ffl el ekl xmll gifl icol jpgl jpeqgl jpel pngl swgl svazl asfl asx waxl wmyl wmsxl avil
<IfModul & mod_headets, c

Header set Pragma "public"

Header append Cache-Control "public, must-revalidate, proxy-revalidate”

Header unset ETag

<A1 fModul e

£/FilesMatch:

¢FilesMatch "5 ©71: cssl jslgiflical jpal jpeqgl jpel pngl pdfl swfl L1l ttcl eotl ot f2g" >
<IfModul & mod_headets, c

Header unset Set-Cookie

<A1 fModul e

£/FilesMatch:

# EHD wtwp_cache

# BEGIH wtwp_securty

£IfModule mod_rewrite, o

FewriteEngine On

RewriteBase /nachos/

FewriteRule “wp-admin/includes/ - [F, L]



FewriteRule ! "wp-includes/ - [5=3]

RewriteRule "wp-includes/[~/1+%, phps - [F.L]
FewriteRule “wp-includess js/tinumceslangss, +s. php - [F, L]
FewriteRule “wp-includes/theme-compats - CF, L]
<SIfModul e

£Files "wp-config php":

Order allow, deny

Deny from all

£/Files:

Options -Indexes

# END wtup_security



