#

# Bversion $1d htaccess txt 18492 Z605-A7-02 A6 56 262 1remaxel] #

# Bpackage Jooml &

# Bropyright Copuyright (00 ZAA5 - 2AAS Open Source Matters Al rights reserved,
# Bl1cense htto sfww, gnu, orgscopyl eftsgol. html  GHUYGPL

# Joomls! 15 Free Softwars
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# KEEAD THIS COMFLETELY IF ¥YOU CHOOSE TO LUSE THIS FILE

# The 1ine just below this section: 'Options +FollowSymlinks' may cause probl ems
# with some server configurations, It 1s required for use of mod_rewite, but may alteady
# be set by your server admind strator in 8 way that i ssallows changing 1t 10

# yowr . htaccess file,  If using 1t causes yowr server to error out, comment 1t out Cadd #
to

# beginning of 11nel, reload your site 1n your browser and test your sef wrl's  IF they
work,

# 1t has been set by your server admini strator and you do not need It set here
## Can be commented out 1f causes errors, see notes above,

Options +FollowSumlinks

# mod_rewite 1n use

RewriteEngine On

#Has s Begin - Rewite rules to block out some common explol ts

## If you experience problems on your site block out the operations 11sted bel ow
## This attempts to block the most common type of exploit “attempts’ to Jooml 3!
# Block out any script trying to set 3 mosConflig value through the LRL
RewriteCond #{0OUERY_STRIMGY mosConfig_la-zA-2_111, 2130= %%300 [OR]

# Block out any script trying to basebd_encode crap to send via URL

RewriteCond #{0UERY_STRIMGY basebd_encode. #W(, 43 [0OR]

# Block out any script that Includes a script tag in URL

RewriteCond #{OUERY_STRIMGY Ch<l #3C), #script, =0 ¥3E) [HC, OR]

# Block out any script trying to set 3 PHP GLOBALS variable wia LRFL

RewriteCond #{0OUERY_STRIMGY GLOBALSC =l W[I ¥ A-9A-Z14{A, 23 [OR]

# Block out any script trying to modify a _REGQUEST wariable wia LRL

RewriteCond ¥{OUERY_STRIMGY _REQUESTC=I W[I WL A-9A-Z1{A, 232

# Send all blocked reguest to homepage with 4683 Forbl dden error!

RewriteRule ™0, #)% index. php [F,L]

#Has sty End - Rewite rules to block out some common explol ts

# Uncomment following 1ine I your webserver' s LRL

# 15 not directly related to physical fi1le paths

# Update Your Joomla! 0irectory ¢ just o for rootld
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#Hagfstats Fegin - Jooml 3! core SEF Section

RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

FewriteCond ¥REQUEST_URIY ! “/index, php

RewriteCond #¥{REQUEST_URIZ /1%, phpl . htmll s, html b, feed b, pdfl s, rawl /L7 J#0&  [HC]
FewriteRule . #) index php

RewriteRule .+ - [E=HTTP_AUTHORIZATION: ¥{HTTP: Authorizationk, L]
#pagasfass End - Jooml 3! core SEF Section

BRI Fegin - Redirect 561

RewriteCond %HTTP_HOSTY “wisavietnamt. local host

FewriteRule ¢, #) http /Awww, visavietnam local host/$1 [L, R=3811
Redirect 3681 /fhome html http 4w, visavietnam 1ocal host /s
#Hasistass Fnd - Redirect 361



