#

# UTF-8 encodl ng

#

# Use UTF-5 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

# Force UTF-8 for 3 number of file formats
AddCcharset utf-8 . atom . css . j5 . json . rss , wit | oxml

<IfModul & mod_headers, ¢
Header unset ETag

# 0on't allow any pages to be framed - Defends agalnst C5RF
Header set X-Frame-0Options DEHY

# Turn on IEG-IE9 %55 prevention tools
Header set ¥-¥55-Protection "1; mode=block”

# prevent mime based attacks

Header set X-Content-Tupe-Options “nosniff"
# Only allow Javascript from the same domain to be ron,
# 0on't allow Inline JavaScript to run,

Header set X-Content-Security-Policy "allow ' self' ;"

Header set X-Permitted-Cross-Domain-Policies: “master-only”
<A1 fModul e

#

# Allow access from all domalns for webfonts,
# Alternatively you could only whitellst your

# subdomains 11ke "subdomal n exampl & com”,

<IfModul & mod_headers, ¢
<FilesMatch "5\, Ceotl font, cssl ot fl ttel tEf] wof fag" s

Header set Access-Control-Allow-Origin =
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