#
# ApachesPHP settings:
#

# Frotect files and directories from prylng syes,
¢FilesMatch "M, Cinclinfol installl makel modul el profilel testl pol shl, #sgl1 themel tploy, php?
[ xtmplal “Ch, . 2l Entries, #| Repositoryl Rootl Tagl Templ ated $" >
Order allow, deny
£/FilesMatch:

# 0on't show directory 11stings for URLS which map to 3 directory
Options -Indexes

# Follow symbolic 11nks Iin this directory,
Options +FollowSumlinks

# Handle any <84 errors,
ErtorDocument 484 Serrars G604

# Set the derault handl er,
Directoryl ndex /index php?g=

# Override FHP settings that cannot be changed at runtlme

# FHF 5, Apache 1 and =
<IfModul e mod_phpS, c>

php_flag magic_gquotes_gpo of f
php_flag magic_guotes_sybase of f
php_flag reqgister_globals of f
php_flag session, auto_start of f
php_value mbstring http_input pass
php_value mbstring http_output pass

php_flag mbstring. encoding_translation of f
<A1 fModul e

# Requires mod_explres to be enabl ed,
<IfModul e mod_expires, o

# Enable expl rations,

ExpiresActive On
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# LILrIE Ji1 T11ES T & WEEKS JI LEr JULLESS LHAS,

ExpiresDefault Al ZA966A

£FilesMatch . phpf:
# Do not allow PHP scripts to be cached unless they explicitly send cache
# headers themsel ves, Otherwise all scripts would have to overwrlte the
# headers set by mod_expires 1f they want another caching behavior, This may
# rail 1f an error occurs early 1n the bootstrap process,
ExpiresActive Off

£/FilesMatch:

</TfModul e

# Various rewite rules,
£<IfModul e mod_rewrite, o
RewriteEngine on

# FBlock access to "hidden” directories whose names begin with a period This
# 1ncludes directories used by version control systems such as Subversion or
# Git to store control files Files whose names begin with a period, as well
# as the control files used by C¥5, are protected by the Filesfatch directive
# above,

#

# HOTE: This only works when mod_rewlte 15 1oaded, Without mod_rewite, It 15
# not possible to block access to entire directories from . htaccess, because
# <0irectoryfatchy 15 not allowed here,

#

# If you do not have mod_rewite [nstalled, you should remove these

# directories from your webroot or otherwlse protect them from belmg

# downl oaded,

RewriteRule "C7°1 /% " - [F]

# If yowr site can be accessed both with and without the "www ' preflx gou
# can use one of the following settings to redirect users to yowr preferred
# URL, either WITH or WITHOUT the 'www ' prefix Choose OHLY orme option:

#

# To redirect all users to access the site WITH the "www ' prefix,

# Chttp #/exampl e coms, .. will be redirected to http </ww exampl & comd, . 0
# uncomment the fol 1owl mg:

# RewriteCond XCHTTP_HOSTY ! “www', [HCT

# RewriteRule ™ httpe /s www ZEHTTP_HOSTH XCREQUEST_LRI: [L, R=3611

#



# 1o redirect all users to ocess the site WITHUOUT the " www, -~ preflx,

# Chttp s, exampl & coms, . will be redirected to httpe A7exampl 8 coms, .. 2
# uncomment the ol 1owl ng:

# RewriteCond XCHTTP_HOSTE “www', ¢, +1% [HCT

# RewriteRule ™ httpr /7% BCREQUEST_URT* [L, R=34117

#If your site 15 running 1n a Yirtual bocument Root at httpe //exampl & coms,
# uncomment the followlng 11ne:
# RewriteBase

# Fass all requests not referring directly to files in the filesystem to 1ndex php
RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteCond #{REQUEST_URIY !=/favicon ico

FewriteRule ™ /index phps/$l C[L]

# Rules to correctly serve gzip compressed C55 and J5 Fi1les,
# Requires both mod_rewte and mod_headers to be enabl ed,
<IfModul & mod_headers, ¢
# Serve gzip compressed C55 files If they exist and the client accepts gzip
FewriteCond #¥{HTTP: Accept-encodings gzZip
RewriteCond ¥{REQUEST_FILEMAMEX. gz -5
FewriteRule ™0, 1%, css $1%, csss. gz [0S5A]

# Serve gzip compressed J5 files 1f they exist and the client accepts gzip,
FewriteCond #¥{HTTP: Accept-encodings gzZip

RewriteCond ¥{REQUEST_FILEMAMEX. gz -5

FewriteRule . 1%, js $1% js\. gz [05A]

# Serve cortect content types, and prevent mod_deflate double gzip
RewriteRule . c3sh. gz$ - [T=text/css, E=no-gzip: 11
FewriteRule . jsh. gz% - [T=text/javascript,E=no-gzip 11

£FilesMatch "%, jsh, gzl & oS, gz '
# Serve cortect encoding type,
Header set Content-Encoding gzip
# Force proxies to cache gzipped & non-gzipped css/js f1les separ-atel uy,
Header append “ary Accept-Encoding
£/FilesMatch:
/I fModul e
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