#Rewrl tefngl ne on

#Rewr] teCond ZCREMOTE_ADDRY ! 71234, 456%, 76494, GAA

#Rewrl teCond XREQUEST_LIRI !./mal ntenance, html  [HCT
#Rewr] teCond ZTREQUEST_LIRTZ !, ¢ jpe?g?l pngl gi 1 cssr [HET
#Rewri teRul & . # /mal ntenance, html [R=382, L]

FewriteEngine On

# The following rule tells Apache that 1f the reguested f11ename
# exists, simply serve It

FewriteCond ¥{REQUEST_FILEMAMEY -s [OR]

FewriteCond ¥{REQUEST_FILEMAMEY -1 [OR]

FewriteCond ¥{REQUEST_FILEMAMEY -d

RewriteRule ™ %% - [HC,L]

# The following rewites a1l other gueries to Index php  The

# condi tion ensures that 1F you are using Apache aliases to do
# mass virtual hosting, the base path will be prepended to

# allow proper resolution of the 1ndex, php file: 1t will work

# 1n non-aliased environments 35 well, providing a safe. one-size
# fits all solution,

RewriteCond #CREQUEST_URIZ:: $1 “C/ +30C, 420 \2§

RewriteRule ™C, %) - [E=BRASE: %11

RewriteRule ™0, )% ¥{EMV: BASEXindex. php [HC, LI

<IfModul e mod_phpS, c>
php_value post_max_size SH
php_value upload_max_filesize SM
php_value memory_limit S512M
php_value max_execution_time 12@
php_value max_input_time 12A
php_value session, go_maxlifetime 126A
<A1 fModul e

# <IfHodul & mod_headsrs, cr
# Header set Access-Control -ALlow-0rigin "+"
<1 FHodul g

£IfModule mod_setenvif. o
<IfModul & mod_headets, c
£FilesMatch "N, Cgiflicol jpe?gl pngl sval svwozl webp) §"
SetErwIf Origin ":" IS_CORS
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nequer SEL ACCESS—LONLr oL —HL L ow=ur LgLri * Elrv—=1J_LUFED
£/FilesMatchs
<STFModul e
<STFModul e

<IfModul e mod_headers, ¢
£FilesMatch "%, Ceotl font, cssl otfl ttel tEfl woffag"
Header set Access-Control-Allow-Origin ™"
£/FilesMatch:
</ fModul e

Options -Multiviews
#EF+orDocument <64 g6, Rt ml

<IfModul e mod_headers, ¢
Header set X-UA-Compatible "IE=edge"
£FilesMatch "M, Cappcachel crxl cssl eotl gi fl btel icol jpe?
gl jsl mdal mdwl mani fest] mpdl oexl ogal oggl ogyl ot fl pdfl pngl saf ariextzl swqgl svgzl L1 vof | webappl wet
Header unset X-UA-Compatible
£/FilesMatch:
</ fModul e

<IfModul e mod_mime, o>

AddType audi o/ mpa mda fda fdb
AddType audiofogg oga o0gg
AddType applications javascript s Jjsonp
AddType applications json json
AddType wi deo/mpa mpd mdy fdv fdp
AddType wideo/ogg gy

AddType wideo/webm webm
AddType wideosx-f1w flw

AddType applicationsfont-woff wof f
AddType application/vnd ms-fontobject eot

AddType applicationsx—font-ttf tto ttf
AddType font/opentype oLf

AddType i mage/ svg+xml v SWOZ
AddEncoding gzip SWOZ
AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o

AddType applicationsx-opera-extension Qe

AddType applicationsx-shockwave-T1ash suf



HAd Type
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType

<41 Modul e

appl1catlons x-web-app-mani f est+ 1300
applicationdx-xpinstall
applicationdxml

1 mage/ webp

1 mage/ x-1con

text/cache-mani f est

text/vit

text/ x-component

text s x-vcard

AddDef aul tCharset utf-5

<IfModul e mod_mime. c»

webapp

xpl

atom rdf rss xml
webp

ico

appcache manifest
wit

htc

wiof

AddCharset utf-3 . atom . css . j5 . json . rss . wtt | webapp . xml

AT T Modul e

<IfModul e mod_rewrite, o

Options

+FollowSymlinks

FewriteEngine On

RewriteCond #{REQUEST_FILEMAMEY -s [ORI
RewriteCond #{REQUEST_FILEMAMEY -1 C[ORI
RewriteCond #{REQUEST_FILEMAMEY -d
RewriteRule ™ =% - [HC,L]

RewriteRule *, #% index php [HC, L]

AT T Modul e

<IfModul e mod_rewrite, o
RewriteCond #{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, €, +24$ [HC]

RewriteRule ™ hitp: // %1 ¥REQUEST_URIY [R=3A1, L]

AT T Modul e

<IfModul & mod_aut ol ndex, o

Options
</ Modul e

-I ndexes

£IfModule mod_rewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /3% " - [F]



AT Modul e

¢FilesMatch "C7#, =# %, (bakl configl distl flalincl inil logl psdl shl g1l swCopd ] ™ g"
Order allow, deny
Deny from all
Satisfy All

£/FilesMatch:

<IfModule mod_deflate, c
IfModule mod_setenvif. c
<IfModul & mod_headets, c
SetEnvI fHoCase "0 Accept-Encodingl ¥-cept-Encodi ngl $C1531 “C153] -{1532% “{gzipl det
£4,13%% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ozip, deflate” enw=HAVE_RAccept -Encoding
<A1 fModul e
<A1 fModul e

IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
application/ javascript
applicationd json
applicationdrss+xml %
application/vnd ms-fontobject
applicationdx-font-ttf
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml
applicationdxml *
fontsopentype M
images svg+xml
images x—icon M
text/css A
text/html %
text/plain &
text/x-component
text/xml
<A1 fModul e
<A1 fModul e

<IfModul & mod_headers, ¢
Header unset ETag
AT Modul e



FileETag Hone

<IfModul e mod_expires, o

ExpiresActive

Expireshefaul t

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

<A1 FModul e

an

text/css
applicationd json
applicationdxml
text/xml

image/ x-1con
text/x-component
text/html

application/ javascript

applicationdx-web-app-mani fest+json

text/cache-mani fest
audi o/ ogg

image/gif

image/ jpeq

image/ png

wi deos mpd

videos ogg

videos webm
application/atom+xml
applicationdrss+xml
applicationdfont-woff
applicationdvnd ms-fontobject
application/x-font-ttf
font/opentype

i mage/ svg+xml
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