#
# Better website experience for IE users
#

# Force the 1atest IE wersion, In varlous cases when 1t may fall back to TE7 mode
# i thub, comst-a115/1-31 1 5/commi t./1 23eb25#commi t comment -11 5926
# Use ChromsFrame 1f 1t's installed for a better experience for the poor TE folk

<IfModul & mod_headets, c
Header set X-UAR-Compatible “IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on #ever
£FilesMatch "M, jsl cssl gi fl pnal jpe?
gl pdfl xmll ogal ogal mdal ogvl mpdl mdvwl webml sval swgzl eotl t1f1 ot fl wof £l icol webpl appocachel mani festl
*
Header unset X-UA-Compatible
£/FilesMatch:
<A1 fModul e

#
# Webfont access
#

# Allow access from 31l domains for webfonts
# Alternatively you could only whitellst your

1

# subdomains 11ke "subdomal n exampl & com”,
<IfModule mod_headers, c
¢FilesMatch "N, Ctiflttcl otfl eotl woffl font, css)g" s
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

AT Modul e

#
# Froper MIME type for all files
#

# Javascript

#  Hormallize to standsrd type (it's spiffed in IE anyways)
# tools 1etf, orglhtml Arfod329sect on-7 2

AddTupe applications javascript is



# Audi o

AddType audiofogg oga o0gg
AddType audi o/ mpa m<a

# ¥ideo

AddType wideo/ogg gy
AddType wi deo/mpa mpe may
AddType wideo/webm webm

# 56,

# Reguired for swg webfonts on 1FPad

#  twitter, com/FontSqui rrel /st atuss] 45556840545
AddType i mage/ svg+xml v SWOZ
AddEncoding gzip SWOZ

# Webronts

AddType applicationswnd ms-fontobject eot
AddType applicationsx—font-ttf ttf ttc
AddType font/opentype oLf
AddType applicationsx—font-woff wof f

# Assorted types

AddType image/x-icon ico
AddType image/webp webp
AddType text/cache-mani fest appcache manifest
AddType text/x-component htc
AddType applicationsx-chrome-extension crx
AddType applicationsx-xpinstall xpi
AddType applicationsoctet-stream safariextz
AddType text/x-wvcard wiof

#

# ETag removal

#

# FileETag Hone 15 not enough for every server,
<IfModule mod_headers,

Header unset ETag
</ fModul e



# Since we e sending far-ruture explres, we don’t need Elags for
# static content.

#  devel oper, yahoo, comsper T ormancesul g5, html #etags

FileETag Hone

#
# 5top screen flicker In IE on C55 rollovers
#

# The followling directives stop screen flicker in IE on C55 rollovers - In
# combination with the "ExplresByType” rules for 1mages (see abovel, If
# nesded, un-comment the followlmg rul 85,

# Browserfiatch "MSIE" brokenvary=1

# Browserfiatch "Mozillasd, [A-9]72" brokenvary=1
# Browserfiatch "Opera” ! brokenvary

# SetEnvit brokenvary 1 force-rno-vary

#
# Cookie setting from Iframes
#

# Allow cooklies to be set from 1frames (for IE onluyl
# If needed, uncomment and specify a path or regex In the Location directlve

# <IffModul e mod_headers, c»

# <Location />

# Header set P3P "policyref=\"/wic/psp xml %", CP=V\"IDC DSP COR ADM DEYI TAIT FPSA PS50 IV
CHTY""

#  </Location:

# /T fHodul e

#
# Frevent 484 errors for non-exi sting redirected fol ders
#

# without —Multiviews, Apache will give a 484 for 3 rewite 1f 3 foldsr of the same nams do
# e g sBlogihello @ webmasterworld comsapaches 36685792, htm

Options -Multiviews



#
# UTF-8 encodl ng
#

# Use UTF-5 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

# Force UTF-8 for 3 number of file formats
AddCcharset utf-8 . html . css . j5 . xml . json . r3s . atom

#
#A1ittle more securlty
#

# 0o we want to advertise the exact wersion number of Apache we' e runni ng?

# Frobably not,

## Thi= can only be enabled 17 used in httpd conf - It will not work 1n . htaccess
# ServerTokens Frod

U

# "-Indexes" will have Apache block users from browsing folders without 3 defsult document
# Usually you should 1eave this activated, because you shouldn't allow everybody to surf th
# every rfolder on your server (which 1ncludes rather private places 11ke CHS system ol ders,
£l fModule mod_autol ndex, o

Options -Indexes

AT Modul e

# Block access to "hidden” directories whose names begin with 5 period This
# Includes directorles used by version control systems such a5 Subversion or GIE,
£IfModule mod_rewrite. o
RewriteRule "C71 /% " - [F]
<A1 fModul e

# If your server 15 not already conflgured as such, the following directlve
# should be uncommented 1n order to set PHP' s reglster_global s option to OFF,
# This closes a major securlty hole that 15 abused by most %55 (cross-site

# scriptingy attacks, For more Information: httpes/php netsregl ster gl obal =
#

# IF EEGISTER_GLOGALS DIRECTIVE CALUSES 588 ITHTEREHAL SERYER ERRORS

#

# Your server does not allow PHP directives to be set via . htaccess. In that
# case you must make this change 1n your php 1ol file 1nstesd I you are



# using a commercial web host, contact the admini strators for assistance 1n

# doimg this Mot all serwers allow local php Inl files, and they shoul d

# include all PHP configurations Cnot just this oned, or you will effectively
# reset everything to PHP defaul ts  Consul towww, php. net for more detailed

# information about setting PHP directives,

# php_rlag register_global s OFfF

# Rename session cookle to something else, than PHPSESSID
# php_wal ue sess1on, name =1d

# Do not show you are using PHP
# Mote: Mowe this 1ine to php Inl since It won't work 1n . htaccess
# php_rlag expose_php OFF

# Level of log detall - 1og all errors
# php_walue error_reporting -1

# Write errors to log file
# phpo_rlag 1og_errors O0n

# Do not display errors 1n browser (production - OFF, devel opment - Ond
# php_rlag di splay_errors OFF

# Do not display startup errors (production - OFf, dewvel opment - O
# php_rlag display_startup_errors OFF

# Format errors in plain text
# Mote: Leave this setting '0On' for xdebug' s war_dumpl output

# php_rlag html_errors OFF

# Show multiple occurrence of error
# php_rlag 1gnore_repeated_errors OFF

# Show same errors from different sources
# php_rlag 1gnore_repeated_source OFF

# 5ize limit for error messages
# php_value 1og_srrors_max_len 1824

# Don't precede error with string Cdoesn't asccept empty string, use whitespace 1 you need?



" "

# php_wvalue ertor_prepend_string

# 0on't prepend to error (doesn't accept empty string, use whitespace 1f you needd

" "

# php_wvalue ertor_append_string

# Increase cookle securlty
<IfModule phpS_modul e

php_walue session, cookie_httponly true
/I fModul e

£IfModule mod_rewrite, o
FewriteEngine On
RewriteCond #{REQUEST_FILEMAMEY ! -f
FewriteRule . #)% app. php [05A, L]
/I fModul e



