AddbDef aul tCharset utf-5
£IfModul e mod_mime.
# Force UTF-8 for certain file formats,
AddCharset utf-3 . atom . css . js . json . rss . wtt | webapp . xml

# Images

AddType image/webp webp

# Audi o

AddTupe audio/mpd mda fda f4db

AddType audiofogg oga ogg opus

# ¥ideo

AddType wideo/mpd fdv fdp mdy mpd
AddType wideo/ogg ogy

AddTupe wideo/webm webm

AddTupe wideo/x—flw flw

# Web ronts

AddTupe applications/font-woff woff
AddType applicationswnd. ms-fontobject eot
AddTupe applicationsx-font-ttf ttc ttf
AddType fontsopentype otf

AddTupe image/sva+xml swoz
AddEncoding gzip swgz

AT Modul e

<IfModul & mod_headets, c

# Force IE to render pages in the highest awallable mode

Header set X-UA-Compatible "IE=edge"

¢FilesMatch "5, Cappcachel crxl cssl curl eotl gi fl htcl icol jpe?
gl j=sl mdal mdvl mani festl mpdl oexl ogal oggl ogyl opusl ot fl pdfl pngl saf ariextzl svgz?
[ t1f1 wifl webappl webml webpl wof £l xmll xpi 2" >

Header unset X-UA-Compatible
£/FilesMatch:

# Frevent some of the mobile network providers from modi fuing the content of your site,

Header set Cache-Control "no-transform”

# Since we're sending far-future expires headers, ETags can be removed,

Header unset ETag



Header set X-Frame-Options " DEHY"
£FilesMatch "M, (appcachel crxl cssl curl eotl gi f1 htel icol jpe?
gl jsl mdal mdwl mani festl mpdl oexl ogal oggl ogyl opusl ot fl pdfl pngl saf ariextzl swgz?
[ L1171 wcfl webappl webml webpl wof f1 xmll xpi 2" >
Header unset X-Frame-Options
£/FilesMatch:
</TfModul e

<I fModul e mod_autoi ndex, o
# Elock access to directories without 5 default document.
Options -Indexes

</ 1 fModul e

I fModule mod_tewrite, o
RewriteEngine on
# Force won,
RewriteCond %CHTTPSY ! =on
RewriteCond ®CHTTP_HOSTS ! “wwwh, [HC]
RewriteCond #{SERVER_RDDRY !'=127. A A 1
RewriteCond %{SERYER_ACDDRY !=:1
RewriteRule ™ http /A www, ¥CHTTP_HOSTI #{REQUEST_URIY [R=361, L]

# Elock access to hidden riles and directories,
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "(71 /0% " - [F]

</ 1 fModul e

£FilesMatch "C7#, =# %, (bakl configl distl flalinclinil logl psdl shl gl swCopd ] ™2 g"

# Apache « 2 3
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl
</TfModul e
# Apache =2 2 3
<IfModul e mod_authz_care, c
Fequire all denied
</TfModul e

</FilesMatchs



<IfModul e mod_deflate, o
# Force compression for mangl ed headers,
£IfModule mod_setervif. o
<IfModul & mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“{gzipl deflaterhss, Tvs=)+ [X"-1{4d, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_Accept-Encoding
<41 Modul e
<41 Modul e

# Compress all output 1abeled with one of the following MIHE-types
<IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml

applicationd javascript
applicationd json %
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/opentype M
1 mages svg+xml
images x—1con M
text/css A
text/shtml 5
text/plain &
text/ x—component
text/xml

<41 Modul e

<41 Modul e

£IfModul e mod_expires. o

ExpiresActive on
ExpiresDefault "access plus 1 month"

# 55

ExpiresByTuype texti/css "access plus 1 year"



# Data 1nterchanges

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

application/ json "access plus B seconds”
application/xml "access plus A seconds"
text/xml "access plus B seconds”

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByTupe

image/x-icon "access plus 1 week"

# HTAL components (HTCS)

ExpiresByTupe

# HTHL
ExpiresByTupe

# Javascipt
ExpiresByTupe

ExpiresByTupe
ExpiresByTupe

# Medi a
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Web reeds
ExpiresByTupe
ExpiresBuType

# Web ronts
ExpiresBuType
ExpiresBuType
ExpiresBuType
ExpiresBuType
ExpiresBuType

text/x-component "access plus 1 month”

text/html "access plus A seconds”

application/ javascript "access plus 1 uear"

# Manifest files

applicationdx-web-app-mani fest+json "access plus A seconds”
text/cache-mani fest "access plus A seconds”

audio/ogg "access plus 1 month”
image/gif "access plus 1 month"
image/ jpeq "access plus 1 month"
image/png "access plus 1 month”
video/mpd "access plus 1 month"
video/ogg "access plus 1 month”
video/webm "access plus 1 month”

application/atom+xml "access plus 1 hoor"
application/rss+xml "access plus 1 hour”

application/font-woff "access plus 1 month"
application/vnd ms-fontobject "access plus 1 month"
application/x-font-ttf "access plus 1 month"
font/opentype "access plus 1 month"

image/svg+xml "access plus 1 month"



AT Modul e



