BB AR RR R R AR AR R RRR R RRR R AR R R RBRRHRB A
##t overrides depl oyment conflguration mode val ue
## use command binsmagento depl oy mode: set to switch modes

#  SetEnv MAGE_MODE dewvel oper

HARBRRRBRRRRRRRRRRR BB BB RRRR BB BB RRRRRRRRRRRRH

## uncomment these 1ines for CGI mods

## make sure to specify the correct cgl php binary rile name
## 1t might be cgi-binsphp-cal

# Action phpS5-cgl <cgl -bi ndphp5s-cgl
# AddHandl e php5-cal . php

HARBRRRBRRRRRRRRRRR BB BB RRRR BB BB RRRRRRRRRRRRH
## GoDaddy specific optlons

# Options -Hul tiviews
## you might also need to add this 1ine to php 1ni
i cgl, fix_pathinfo = 1

## 1r it still doesn't work, rename php ini to phps 1nf

HARBRRRBRRRRRRRRRRR BB BB RRRR BB BB RRRRRRRRRRRRH
## this line 15 specific for 1andl hosting

#AIIType x-mapp-phps . php
#AdAHand] e x-mapp-phps . php

HUB AR AR AR AR AR AR AR AR R R AR AR
## dersult index rile

Directoryl ndex index php
<IfModul e mod_phpS, c>

HARBRRRBRRRRRRRRRRR BB BB RRRR BB BB RRRRRRRRRRRRH
## adjust memory 11mit

php_value memory_limit 76&EM

—_ e e s e ]



Prp_wdlue max_Exgcudirlon_Llme L O

HURA R AR AR AR AR AR R R AR
# di sable sutomatic session start

# before autol osd was 1nltiallzed

php_flag session, auto_start of f

BHRBHRBR R AR R AR R IR R IR R BRRBRRIRRBRRBR R R R RRSH

## enable resul ting html compression

#php_flag z11b, output _compression on

HURBH R AR R AR RBR BB R BR R IR R IR RIR R AR RBRRRR R

## di sable user agent verification to not bresk mul tiple 1mage upl oad

php_flag suhosin, session cruptua of f

AT Modul e

<IfModul e mod_php?, c>

BHRBHRBR R AR R AR R IR R IR R BRRBRRIRRBRRBR R R R RRSH

## adjust memory 1imit

php_walue memory_limit 7EEM
php_walue max_execution_time 15A0A

HURA R AR AR AR AR AR R R AR
# di sable sutomatic session start

# before autol osd was 1nltiallzed

php_flag session, auto_start of f

BHRBHRBR R AR R AR R IR R IR R BRRBRRIRRBRRBR R R R RRSH

## enable resul ting html compression

#php_flag z11b, output _compression on

HURBH R AR R AR RBR BB R BR R IR R IR RIR R AR RBRRRR R

## di sable user agent verification to not bresk mul tiple 1mage upl oad



php_flag suhosin, session cruptua of f

<A1 Modul e

£IfModul e mod_security, o
R R RN R R RN R R R R RN IR R R AR AN R R R AR
## di sable POST processing to not break mul tiple 1mage upl osd

SecFilterEngine Off
SecFilterScanPOST Off
<A1 Modul e

<IfModul e mod_deflate, o>

AR AR R AR R R AR R AR AR
## enable apache served f1l1es compression
## htto s/devel oper, yahoo, comsperformance:sul 65, html #gz1 p

# Insert filter on all content

#it#set Output F11ter DEFLATE

# Insert filter on selected content types only

#AdIOUt put F11terByType DEFLATE textshtml textsplain textsxml textscss texts javascerlpt
appl I catlons javascript applicatlonsx-javascript applicationsjson 1mage:ssvg+xml

# Hetscape 4 x has some probl ems, ..
#Browsertlatch “Mozillasd gzi p-onl y-textshtml

# Hetscape 4 B6-4, 85 have some more probl ems
#Erowsertlatch “Mozillasds, BL67E] no-gzip

# MSIE masguetrades as Metscape, but 1t 15 fine
#Browsertlatch YBMSTE ! no-gzip ! gzi p-onl y-text At ml

# Don't compress Images
#5et Envl fHoCase Request_URT %, C7 gl £l jpe?gl pngt$ no-gzip dont -vary

# Make sure proxies don't deliver the wromg content
#Header append Yary User-Agent enwv=! dont -vary

<A1 Modul e



<IfModul e mod_ssl, o

B B E R
## make HTTPS env wars avallable for CET mode

55L0ptions StdEnwvars

AT Modul e

HARBRRRBRRRRRRRRRRR BB BB RRRR BB BB RRRRRRRRRRRRH

## workaound for Apache £ 4 6 Cent05 bulld when working via FProxyPasstlatch with HHYE Cor
any otheri

## Flease, set 1t on virtual host configueation 1evel

## SetEnvlf Authorization "(, 1" HTTP_AUTHORI ZATI OH=4$1
BE S e e

<IfModul e mod_rewrite, o

HUB AR AR AR AR AR AR AR AR R R AR AR
## enable rewltes

Options +FollowSumlinks
RewriteEngine on

AR RR AR R R R AR AR R R AR AR RS
## you can put here your magento root Fol der
## path relative to web root

#Rewr] teBase smagent o/
AR R R R R R R R AR R Y
## workaround for HTTF authorl zation
## 1n CGI envi ronment

RewriteRule . * — [E=HTTP_AUTHORI ZATION: %{HTTP: Authorization]

AR RR AR R R R AR AR R R AR AR RS
## TRACE and TRACK HTTP methods di sabled to prevent X555 attacks



RewriteCond ¥{REQUEST_METHODY “TRACLEKI
RewriteRule ., # - [L, R=485]

BHRBHRBR R AR R AR R IR R IR R BRRBRRIRRBRRBR R R R RRSH

## redirect for moblle user agents

#Rewr1 teCond XCREQUEST_URIZ ! “vmobi 1 edi rect oruheres, ¢

#Rewr1 teCond XCHTTP_USER_AGEHT? "androl df b1 ackberiuyl 1 padl 1 phonel 1 pod 1 emobi 18] opera
mobi 1 el pal mos! webos! googl ebot -mobi 12" [HCT

#Rew1 teRul e 70, #1% smobiledi rectoryberes [L, R=3627

BHRBHRBR R AR R AR R IR R IR R BRRBRRIRRBRRBR R R R RRSH

## never rewrite for existing files, directories and 1inks

RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥C{REQUEST_FILEMAMEX ! -d
RewriteCond ¥C{REQUEST_FILEMAMEX ! -1

BHRBHRBR R AR R AR R IR R IR R BRRBRRIRRBRRBR R R R RRSH

## rewdte everything else to 1ndex php

FewriteRule . # index php CL]

AT Modul e

B AR R R R R R AR AR R R BB H AR H
## Frevent character encoding 1ssuss from server overtldes

## Ir you still hawve problems, use the second 1ine 1nstead

AddDef aul tCharset Of f
#Add0er sul tCharset UTF-5
AddType 'text/html; charset=UTF-5' html

£IfModul e mod_expires. o
B AR R R R R R AR AR R R BB H AR H
## Add defaul t Expires header

## httpo 7 /devel oper, yahoo, coms/performance:s tul g5, html #expi res

Expireshefault "access plus 1 year"
ExpiresByType text/html AA



ExpiresByType text/plain AB

AT T Modul e

R R RN R R RN R R R R RN IR R R AR AN R R R AR
## Deny access to root files to hide sensitive application 1nformation
RedirectMatch <83 /. git

£<Files composer. json:
order allow, deny
deny from all

</Files:

£<Files composer. 1ock:
order allow, deny
deny from all

</Files:

£<Files . gitignore:
order allow, deny
deny from all

</Files:

¢Files . htaccess:
order allow, deny
deny from all

</Files:

£Files . htaccess. sampl e
order allow, deny
deny from all

</Files:

<Files . php_cs:
order allow, deny
deny from all

</Files:

£Files . travis uyml:
order allow, deny
deny from all

</Files:

¢Files CHAMGELOG, md:
order allow, deny
deny from all

</Files:

<Files COMTRIBUTIMG. md:



aorder allow, deny
deny from all

£/Files:

¢Files COPYIMG, txt:
aorder allow, deny
deny from all

£/Files:

£Files Gruntfile, js:
aorder allow, deny
deny from all

£/Files:

¢Files LICEMSE. txt:
aorder allow, deny
deny from all

£/Files:

£Files LICEMSE_AFL. txt:
aorder allow, deny
deny from all

£/Files:

£<Files nginx conf, sample:
aorder allow, deny
deny from all

£/Files:

£<Files package. json:
aorder allow, deny
deny from all

£/Files:

<Files php. ini. sample:
aorder allow, deny
deny from all

£/Files:

£Files README. md:
aorder allow, deny
deny from all

£/Files:

£<Files magento_umask:
aorder allow, deny
deny from all

£/Files:

# For 484s and <4835 that aren't handled by the spplication, show plain 904 response



ErrorDocument 484 Spubserrorssd84d, php
ErrorDocument 483 Spublderrorssd84d, php

HHRHRHRRRRRRRRRRRRRRRRRRRRRRRRRY
## I running 1n cluster environment, uncomment thi s

## httpe Z7devel oper, yaboo, comspertormancesul g5, html #etags

#F115ET30 none

L SR S
# # THTERHET EXFLORER #
L SR S

#
# | Document modes /
#

# Force Internet Explorer G/9/18 to rendsr pages in the highest mode

# available 1n the various cases when 1t may not,

#

# https: 7/hsivonen, £1/doct ypes#1 28

#

# 010 Starting with Internet Explorer 11, document modes are deprecated,
# If yowr business still relies on older web apps and services that were
# designed for older wersions of Internet Explorer, you might want to

# consider enabling Enterprise Mode throughout your companty,

#

# https: <smsdn, microsoft, comsen-us<11brarysl esbgl G26E5 aspx#docmode

# httpe /7Bl ogs, msdn, comsbel esarchi ves 261 4/ A47 827 5t ay-up—-t o-dat e-wi t h-ent erpri se-mode-1for-

Internet -expl orer-11, aspx

<IfModul e mod_headers. o
Header set X-UA-Compatible "IE=edge"
# ‘mod_headers’ cannot match based on the content-tupe, however,
# the s-UA-Compatible’ response header should be send only for

# HTHL documents and not for the other resources,

<FilesMatch "h.

{ anncAachel atoml Bhanl bmal cexl cssl coel entl 40 ahnwe 1] £ aendsonl i £LREeD D el ine?



gl jsl jsonild)?
| meC a1l mani fest| mapl mpdl oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl swvgz?
| swfl topojsonl t1Lcf 1l txtl voard wofl wttl webappl webl mpll webmani festl wof f271 x1ocl xmll xpir$" >
Header unset X-UA-Compatible
£/FilesMatch:

<A1 Modul e



