Directoryl ndex index html
FileETag MTime Size
<IfModul e mod_expires, o
ExpiresActive on
Expireshefault "access plus @ seconds”

AT Modul e

<IfModul & mod_mime. c>

# Audi o
AddTupe audi o/ mp4 mda fda fdb
AddTupe audi o/ ogg oga ogg

# Javascript
# Hormalize to standard type (it's sniffed in IE anywsys).

# httpor //tool s 1etf, orgshtml /1 fod329%section-7, 2

AddTupe applications javascript is
AddTupe applications json J=on
# ¥ideo
AddTupe i deosmpd fdv fdp mdv mpd
AddTupe wideosogg ogy
AddTupe i deo/webm webm
AddTupe wideos x-f1w flw

# Web ronts
AddType applicationsfont-woff wof
AddType applicationsvwnd ms—fontobject eot

# Browsers usually I1gnore the font MIHE types and sniff the content,

# howsver, Chrome shows 3 wsrning IF other HIME types are used for the
# rfollowing fonts,

AddTupe applicationsx-font-ttf tto tif

AddType font/sopentype otf

# Make 5YGZ fonts work on 1Pad:
# https: </twi tter, comsFont Sgul rrel /st at uss1 4655690545

AddType i mage/ swg+xml A el
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# Other
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType

application/octet-stream
applicationdx-chrome-ext ension
applicationdx-opera-extension
applicationdx-web-app-mani fest+json
applicationdx-xpinstall
applicationdxml

i mage/ webp

image/ x-1con

textivtt

text/x-component

text/x—vcard

# Required for AppCache to work, . .

AddType text/cache-mani fest

<A1 FModul e

<IfModul & mod_headers, ¢

SWQE

safariextz
Crx

Qe

webapp

xpi

atom rdf rss xml
webp

cur

wit

htc

wicf

appcache

Header set Content-Security-Policy “"default-sroc ' self' https: //lorempixel. com

https: ¢ Awww, googl e-anal ytics, com”

Header set X-Content-Security-Policy "default-src 'self' https: //loremplxel. com

https: ¢ Awww, googl e-anal ytics, com”

Header set X-kebkKit-CSP "default-sroc 'self' hitps //lorempixel, com https: /fwww, googl e—

analytics, com"

£FilesMatch "M, (appcachel crxl cssl curl eotl gi f1 htel icol jpe?

gl jsl mdal mdwl mani fest] mpdl oexl ogal oggl ogyl ot fl pdfl pngl saf ari extzl swgz?

[ L1171 wcfl webappl webml webpl wof f1 xmll xpi 2" >

Header unset Content-Security-Policy

Header unset X-Content-Security-Policy
Header unset X-kebkit-CSP
£/FilesMatchs

<FilesMatch "%, Cicol pdfl f1vl jpgl jpedl pnagl gi fl jsl cssl ngl swfg":

Header set Cache-Control “public”

£/FilesMatchs

<A1 FModul e

# gzip compression
<IfModule mod_deflate, o
# html, xml, css, and j=



HddOUt putF1lterBylupe DEFLATE textshtml textsplain text/xml text/css applicatlonsx-
javascript text/javascript application/javascript applicationd json
# webfonts and svg:
£FilesMatch "N, Ctifl otfl eotl swgd g" »
SetOutputFilter DEFLATE
£/FilesMatch:
/I fModul e

#
# 1 File access /
#

# Block access to directories without & default document.

# Usually you should 1eave this uncommented because you shoul dn't allow angones
# to surf through every directory on yow server (which may 1ncludes rather

# private places 1ike the CHMS' s directori es),

<IfModul & mod_aut ol ndex, o
Options -Indexes
<A1 Modul e



