Directoryl ndex index php
Addbhef aul tCharset UTF-5
Defaul tLanguage en-U3
SetEnv TZ EuropesRome

# HMIXED BRRBRRRRRRRRRRRRRRRRRRRRRRRRRR BB BB R RRRRRRRRRRRRR BB BB RRR BB BB R RRRRRR BB RS
Serversignature OFf
FileETag MTime Size

# FEOTECT FEOM FLOOD
LimitRequestBody 18485764

# MISFELING RARBBBRBRRRRRRRRRRRRRRRRRRRRRRRRR BB BB RRRRRRRRRRRRRRRRRRRRRRRRRRR RS
<IfModule mod_speling. o

CheckSpelling On
<A1 fModul e

# . HTACCESS BHRBHRBERBE AR R AR R R R R R R RS A
¢Files . htaccess:

Order ALLow, Deny

Deny from all
£/Files:

# FEWRTTE #HAHAHER R R R R R R R R R AR R R
<IfModul e mod_rewrite, o
FewriteEngine On

FewriteCond ¥{REQUEST_FILEMAMEY -s [OR]

FewriteCond ¥{REQUEST_FILEMAMEY -1 [OR]

FewriteCond ¥{REQUEST_FILEMAMEY -d

RewriteRule ™ +% - [HC, L]

RewriteRule ™0, #1%, (ossl jsog smind fudindex php?f=$1. $2 [L]

RewriteRule “css/font/C, +1 % Sfonts/font —awesomes $1 [L]
FewriteRule . # J1ndex. php [Q35A, L]
AT Modul e

# SECLURITY RARBBBRRBRRRRRRRRRRRRRRRRRRRRRRR BB BB RRRRRRRRRRRRRRRRRRRRRRRRRRR BRI S
<IfModule mod_security, o
SecFilterEngine On

[y VR 1L o JU N S T IR R T [



SAECHUOL LENgL Ne FEL Ewariouaris g

SecFilterCheckURLEncoding On

SecFil terCheckCookieFormat On

SecAuditLog fpaths/tossilex/tmp/logssaudit, 1og
SecFilterDefaul tAction "deny, log, auditloq, status: 488"

Include fpath/todsilexssro/modsecurity_crs_1B_config conf
Include fpath/todsilexs1ibs0NASP-
CRS/base_rul es/modsecuri tu_crs_ZA_protocol _wiol ations, conf
Include fpath/todsilexs1ibs0NASP-
CRS/base_rul es/modsecuri tu_crs_Z1 _protocol _anomal i es, conf
Include fpath/todsilexs1ibs0NASP-
CRS/base_rul es/modsecuri tu_crs_48_generic_attacks, conf
Include fpath/todsilex/libs/ONASP-CRS base_rul es/modsecuri ty_crs_42_tight _security, conf
Include fpath/todsilex/libs/0NASP-CRS base_rul es/modsecurity_crs_41 _sql _injection, conf
Include fpath/todsilex/lib/0NASP-CRS base_rul es/modsecuri ty_crs_d41 _xss, conf
Include fpath/todsilexs1ibs0NASP-
CRS/base_rul es/modsecuri tu_crs_d41 _phpi ds_converter, conf
Include fpath/todsilex/libsONASP-CRS base_rul es/modsecurity_crs_d41 _phpids_filters. conf
Include fpath/todsilex/libs0NASP-CRS base_rul es/modsecuri ty_crs_45_trojans. conf
<SIfModul e

# EXFIRES #BRRHHR R R R R R R AR R AR RS
<IfModul e mod_expires, o
ExpiresActive On

ExpiresByTupe imagesx-1icon "access plus 1 month"
ExpiresByType imagesogif "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe application/ javascript  "access plus 2 week"
ExpiresByTupe applicationdx-javascript "access plus £ week"
ExpiresByTupe text/css "access plus 2 oweek"”

<A1 FModul e

# FHE BRI R R R R R R AR R AR RS
<IfModul e mod_php5, >
php_walue zlib, output_compression 16356



php_val ue
php_value
php_value
php_value
php_value
php_value
php_value
php_value
php_value
php_value
php_value
php_value
php_value
php_value
php_value

AT T Modul e

allow_url _topen
allow_url _include
di spl ay_etrrors
log_errors
expose_php

file_upl nads

magi c_guotes_gpc
memory_limit
post_max_size
reqister_global s
session, save_path
upload_max_filesize
upload_tmp_dir
session use_trans_sid
xhprof, output _dir

of f

of f

of f

ar

of f

of f

of f

1281

Z2obk

of f
Jpath/tossilex/tmpdsessions
Z2obk
Jpath/tossilex/tmpdsessions
of f
fpath/tossilex/tmpdprofiling



