RewriteEngine On

# If an existing asset or directory 15 requested go to it as It 1=

RewriteCond ZL0DOCUMEHT _ROOTX %REQUEST_URI Y —-f [OR]
RewriteCond L0DOCUMEHT _ROOT> %REQUEST_URI Y —d
RewriteRule ™ - [L]

# If the reqguested pattern 15 file and file doesn't exist, send 464
FewriteCond ¥CREQUEST_URIY “Ch/La-z_%-4%sA-9%, 1+ +h, [a-zA-C14Z, 3%

RewriteRule ™ - [L, R=484]

# otherwl s use history router
RewriteRule ™ /index, html

#
# 1 Forcing “https: A7
#

# Redirect from the "http /s to the "https: /7 version of the LRL,
# https <s/wikl, apache, orgsbt t pdsRewsl teHTTPToHTTRS

# <IfModul & mod_rewits cx

# Rewri tefngl ne On

# Rewr] telond XCHTTPS: ! =on

# RewriteRule ™, #1¢ https: /7 XCHTTP_HOST /%1 [R=341, L]
# <1 FHodul g

#
# | Suppressing / Forcimg the “www =~ at the beginning of URLs
#

# The same content should never be avallable under two di Frerent

# URLs, especially not with and without “www, =~ at the beginnd ng

# This can cause SE0 problems (duplicate content’, and therefore,
# you shoul d choose one of the alternatives and redirect the other
# one,

#

# By default “Option 1™ ¢rno “www "3 15 activated

# http: <sno—www orgefag photg=cl ass5_6

#

# If you would prefer to use Option 27, just comment out all the
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# LIMIES Trom  Uprion 1 Jrd Uricommerie e orieEs  rrom o Uprior 2o,

#
# (10 HEVER USE BOTH RULES AT THE SAFE TIME!

# Option 1 rewdte www, exampl e com — exampl g com

I fModule mod_tewrite, o

FewriteEngine On

RewriteCond %CHTTPSY ! =on

RewriteCond %CHTTP_HOSTY “wwwh, ¢, +3% [HC]

RewriteRule ™ HE{EMY: PROTOM: /%1 ¥{REQUEST_URIY [R=381,L]
</TfModul e

# Option 2 rewdte exampl e com — Wi, Exampl g com
#
# Be awse that the followling might not be 5 good 1dea 17 you use “real”

# subdomains for certain parts of your website,

# <IfModul e mod_rewits cx

# Rewr1 teEngi me On

# Rewr] telond XCHTTPS: ! =on

# Rewri telond XCHTTP_HOST? ! “www', [HCT

# Rewri telond XCSERYER_ADDR: !=127 4 A4 1

# Rewri telond XCSERYER_ADDRY 1= :1

# RewriteRule ™ XCEMY: PROTOM: /7w, ZHTTP_HOSTH ECREQUEST_URT > [R=341, L]
# <1 FHodul g

#
# | Herver-s1de technol ogy 1nformation /
#

# Remove the X-Fowered-Fy response header that:
#
# 15 set by some frameworks and server-side 1anguages
(e g HSF, HET, PHFi, and Its walue contains 1nformation

#
#
# about them (e g @ their nams, wersion number
#



# * doesn’t provide any value 3s Far a5 USers are concer,
# and 1n some cases, the information provided by 1t can
# be used by attackers

#

# 013 If you can, you should di sable the s5-Powsred-By’ header from the
# 1anguage /' framework level (e g for PHP, you can do that by setting
# ‘expose_php = off In php ini i

#

# https: </php netsmanual <endlnd, core, php#inl . expose-php

<IfModul e mod_headers, cx
Header unset X-Powered-By

<A1 Modul e

#

# | Server software Information /
#

# Frevent Apache from adding & trailing footer 11ne contal nd mg

# information about the server to the server-genetr-ated documsnts

# (e g error messages, directory 11stings, et )

#

# https: </ httpd apache orgsdocsscurrent smodscore, bt ml #5erversi gnat ure

Server3ignature Off

#

# | Expires headers /

#

# serve resources with far-future expl res headers,

#

# 010 If you don't control wersioning with £11ename-based

# cache busting, you should consider 1owsring the cache times
# to something 11ke one week,

#

# https: </ httpd apache orgsdocsscurrent smods mod_expl res, hitml

£IfModul e mod_expires. o

ExpiresActive on



Expireshefault

# [55
ExpiresByTupe text/css

I

# Data 1nterchanges
ExpiresByTupe applicationd json
ExpiresByTupe applicationsxml
ExpiresByTupe text/xml

# Favicon (cannot be renamed! ) and cursor 1mages
ExpiresByTupe images x-icon

# HTAL components (HTCS)
ExpiresByTupe text/x-component

# HTHL
ExpiresByTupe text/himl

# Javascipt
ExpiresByTupe application/ javascript

# Manifest files
ExpiresByTupe applicationsx-web-app-mani fest+json
ExpiresByTupe text/cache-manifest

# Medi a
ExpiresByType audiosogg
ExpiresByTupe imagesaif
ExpiresByTupe image’ jpeq
ExpiresByTupe imagespng
ExpiresByTupe wideosmpd
ExpiresByType wideosogg
ExpiresByTupe wideoswebm

# Web reesds
ExpiresByTupe applicationsatom+xml
ExpiresByTupe application/rss+xml

# Web fonts
ExpiresByTupe application/font-woff
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ExpiresByType applicationdvnd ms-fontobject "access plus 1 month"

ExpiresByTupe application/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe imagesswg+xml "access plus 1 month"

<A1 FModul e



