###t SILVERSTRIFE STRRT ###

¢Files % ss&
Order deny, allow
Deny from all
Allow from 127, 8 A1
£/Files:

# Deny access to 115 confloguratlon
<Files web, config:

Order deny, allow

Deny from all
£/Files:

# Deny access to YARL configueation f1l1es which might 1nclude sensitive 1nformation
£Files Y, gatml g
Order allow, deny

~oon

Deny from all
£/Files:

# Route errors to static pages automatically generated by 511verstripe
ErrorDocument 484 fassetsserror-484, html
ErrorDocument SEE fassetsserror-586, html

<IfModul e mod_enw, c
# Ensure that X-Forwarded-Host 15 only allowed to determine the reguest
# hostname for servers 1ps defined by 55 TRUSTED_FROXY_IFS 1n your _=s5_environment, pho
# Hote that in 3 future release this setting will be always on,
SetEny BlockUntrustedIPs true
<A1 fModul e

<IfModul e mod_rewrite, o

# Turn off Index, php handling requests to the homepage 1xes 15sue In apache >=2 4
<IfModule mod_dir, o

Directoryl ndex disabled
<A1 fModul e

JetEny HTTP_MOD_REWRITE On
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RewriteCond #IREQUEST_URIX caches, =
RewriteRule cachesc, )%, html ¢ [R=381, END]

RewriteCond #L0OUERY_STRIMGY clickTAG=
RewriteRule ©, %) /417 [R=3A1, EMD]

RewriteCond #REQUEST_METHOD: “GETI HERD$
RewriteCond #{OUERY_STRIMGY %

RewriteCond #REQUEST_URIZ A, =[7/10/7%
RewriteCond ¥{DOCUMEMT _ROOTI/caches#l, html -f
RewriteCond ¥{REQUEST_FILEMAME: ! -f
RewriteRule . # fcaches/%l. himl [EMDI

RewriteCond ¥{REQUEST_METHODY "GETI HERD$
RewriteCond #COUERY_STRIMGY %

RewriteCond #¥{REQUEST_URIY /¢, =["/10/7%
RewriteCond #{DOCUMEMT _ROOT:/caches#1l, stale, hitml -f
RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteRule . # fcaches¥l, stale html [EMDI

RewriteCond #REQUEST_METHOD: “GETI HERD$
RewriteCond #{OUERY_STRIMGY %

RewriteCond ¥{REQUEST_URIY /7%

FewriteCond ¥DOCUMEMT _ROOT: A cachesindex himl -f
RewriteCond ¥{REQUEST_FILEMAME: ! -f

RewriteRule "/7% /cachedindex himl [EMD]

RewriteCond #REQUEST_METHOD: “GETI HERD$

RewriteCond #{OUERY_STRIMGY %

RewriteCond ¥{REQUEST_URIY /7%

FewriteCond ¥DOCUMEMT _ROOTY/cachedindex, stale, html -f
RewriteCond ¥{REQUEST_FILEMAME: ! -f

RewriteRule "/7% /cache/index stale himl [EMD]

RewriteCond #%REQUEST_FILEMAMET ! —f
RewriteCond #LREQUEST_FILEMAMEY ! -d
RewriteRule “homes?$% ¢ [R=381, L]

FewriteCond ZLHTTP_HOSTY “wwwy, ©, #2§ [HCI



HewriteHule "0, =) http AOEL A8l [RE=501, LI

# Enable HTTF Basic authentication workaound for PHP running 1n CGI mode
RewriteRule . # — [E=HTTP_RAUTHORIZATION: ¥{HTTP: Authorizationi]

# Deny access to potentially sensitive files and ol ders
RewriteRule “vendor?/l %) - [F, L, HC]

FewriteRule silwverstripe-cached /| $2 - [F, L, HC]
FewriteRule composerh, ¢ jsonl lock) - [F, L, HC]

# Frocess through S11verStripe 1f no file with the reguested nams exists,

# Fass through the original path as a query parameter, and retain the existing
paramet ers,

RewriteCond #¥{REQUEST_URIY (. #1%

RewriteCond #{REQUEST_FILEMAMEY ! -f

FewriteRule . # framework/main. phpTurl =% C[0SA]

# If framework 1sn't 1n a3 subdirectory, rewite to 1nstaller
FewriteCond #¥C{REQUEST_URIZ . +)/framework/main. phps
RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteRule . #l/install. php? CR, L]

<A1 Modul e
#Hi# SILYERSTRIFE EHD #it#



