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# # NIME TYFES AHD EHCODIHE #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# 1 Froper MIFE types for all files /
#

<IfModul & mod_mime. c>

# Audi o
AddTupe audi o/ mp4 mda fda fdb
AddTupe audi o/ ogg oga ogg

# Javascript
# Hormalize to standard type (it's spiffed 1n IE anywals).
# httpor //tool s 1etf, orgshtml /1 fod329%section-7, 2

AddTupe applications javascript i3 jsonp
AddTupe applications json J=on

# Wi deo

AddTupe i deosmpd mpd mdv fdv fdp
AddTupe wideosogg ogy

AddTupe i deo/webm webm

AddTupe wideos x-f1w flw

# Web ronts
AddType applicationsfont-woff wof
AddType applicationsvwnd ms—fontobject eot

# Browsers usually I1gnore the font MIHE types and sniff the content,

# howsver, Chrome shows 3 warning 1 other HIHE types ate used for the
# rfollowing fonts,

AddTupe applicationsx-font-ttf tto tif

AddType font/sopentype otf

# Make 5YGEZ fonts work on 1Pad:

# https: </twi tter, comsFont Sgul rrel /st at uss1 4655690545
AddType i mage/ swg+xml v SWgZ
AddEncoding gzip svgz



# 0Ot her

AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o
AddType applicationsx-opera-extension Qe
AddType applicationsx-shockwave-T1ash suf
AddType applicationsx-web-app-mani f est+json webapp
AddType applicationsx-xpinstall xpi
AddType applicationsxml atom rdf rss xml
AddType image/webp webp
AddType image/x-icon ico
AddType text/cache-mani fest appcache manifest
AddTupe textswit wit
AddType text/x-component htc
AddType text/x-wvcard wiof
</TfModul e
#
# | UTF-8 encodimg
#

# lse UTF-8 encoding for anything served as textshtml  or textsplain,
Addlef aul tCharset utf-3

# Force UTF-8 for certalin file formats

LI fModul e

mod_mi me, c

AddCharset utf-3 . atom . css . js . json . rss . wtt | webapp . xml
</ fModul e

S B R
# # UREL REWRITES #
S B R

#
# | Rewrlte englne /
#

# Turning on the rewrite engine and enabling the "FollowSymlinks option 1s

# necessary for the following directives to work,



<1 fModule mod_rewrlte, o
Options +FollowSumlinks
FewriteEngine On
RewriteBase /

FewriteCond $1 ! “Cindexs. htmll assetsl styles| srcl vendor! templ ates-, +4, jsl sitemaph, xml>
RewriteRule "¢, #)% indexh, himl#! /%1 [L]
</1fModul e

# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A
# # SECURITY #
# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A

#
# | Content Security Policy (CSF /
#

# You can mitigate the risk of cross-site scripting and other content-injection
# attacks by setting a Content Security Policy which whitellists trusted sources
# of content for your site

# The example header below allows OHLY scripts that are loaded from the current
# site's origin Cno inline scripts, no COW, etch. This almost certainly won't
# work 3s-15 for your s1tel

# To get all the details you'll need to craft a reasonable policy for gour site,
# read httpsshtml Brocks, comsenstut ol a1 5/5ecurl tuscont ent -securi ty-pol 1oy Cor
# see the specification: http: /fw3 orgsl TROCSFD,

<IfModul & mod_headers, ¢

Header set Content-Security-Policy "default-src 'none' ; script-src 'self': stule-src
"self'; img-src 'self'; font-src 'self': connect-src 'self' http #/sbb. cellfinder. org
http /fcellfinder, org; "
/I fModul e

#
# 1 File access /
#

# Elock access to directories without 3 default document,
# Usually you should 1esve this uncommented because you shouldn't allow anyones



# to surf through every directory on your server (which may 1ncludes rather
# private places 1ike the CHS' =5 director es),

<IfModul & mod_aut ol ndex, o
Options -Indexes
AT Modul e

# Block access to hidden riles and directori es,

# This 1ncludes directories used by version control systems such a5 Gt and 59,

£IfModule mod_rewrite. o
RewriteCond #¥{SCRIPT_FILEMAMEY -d [OR]
RewriteCond ¥{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /0% " - [F]

<A1 fModul e

# Block access to backup and source f11es,
# These rfiles may be 1eft by some text editors and can pose 3 great securlty

# danger when anyone has access to them,

¢FilesMatch "¢ "# =#1 %, (bakl configl distl flalincl inil 1ogl psdl shl sqll swloplal “2 4"
Order allow, deny
Deny from all
Satisfy ALl

£/FilesMatch:



