#ake sure no can access the directories through HTTP

Options -Indexes

#Make 1ndex, php 35 home page
Directoryl ndex index php

#remove . php extensions

FewriteEngine On

FewriteCond ¥{REQUEST_FILEMAMEY ! -f

FewriteRule “(L7™/1+2 /% 1. php

FewriteRule “CL7/T1+0 /00714078 F$1/7%2 php
FewriteCond ¥{REQUEST_FILEMAMEY ! -f

FewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteCond ¥{REQUEST_URIY !, [a-zR-2@-9171, 531 /%
RewriteRule (. 2% /$1/ [R=381, L]

# Protect files and directories from Others,
¢FilesMatch "4,
Cenginel incl includel infol installl makel modul el extensionsl profilel testl pol shl, #sql1 themel tplot
| xtmpll svn-base)$l “Ccode-stules, pll Entries, # Repositoryl Rootl Tagl Templ atel all-
wepropsl entriesl format)$" >
Order allow, deny
£/FilesMatch:

# Handsl any <84 errors,
ErrorDocument 484 /index, php

# Override FHP settings,
# FHF 5, Apache 1 and =
<IfModul e mod_phpS, c>

php_value magic_quotes_gpc i}
php_value register_global s i}
php_value session. auto_start i}
php_value mbstring http_input pass
php_value mbstring http_output pass

php_value mbstring encoding_translation @
<A1 fModul e

# Set the derault handl er,
Directoryl ndex index php



# Overwrite till test

# PHP error handling for devel opment servers
php_walue erraor_reporting E_ALL

php_walue erraor_reporting E_MOTICE

php_walue error_teporting E_DEPRECATED
php_flag display_startup_errors on

php_flag display_errors on

php_flag himl _errors on

php_flag log_errors on

php_flag ignore_repeated_errors of f

php_flag ignore_repeated_source of f

php_flag report_memleaks on

php_flag track_errors on

php_value docref_root 8

php_value docref_ext @

php_walue erraor_log homedpath/public_html /domain/PHP_errors. 1og
php_walue errar_reporting -1

php_value log_errors_max_len @

£Files PHP_errors. log:
Order allow, deny
Deny from all

Satisfy ALl

£/Files:

# Remove above In production site



