# Frotect files and directories from prylng syes,

¢FilesMatch "% Cenginel incl infol installl makel modul el profilel testl pal shl, #sgll themel tpl s, phy

I xtmplaC™ 5, swlopdl . bakl %, arigl s, saver?

& “Cn, . #l Entries. ¢ Repositoryl Rootl Tagl Templ ated &l “#. =#$ %, phpl ™ %, swlopldl s, bakl . origh, Sawve
Order allow, deny

£/FilesMatch:

# Allow cross domaln reguests
<IfModule mod_headers, c

Header add Access-Control-Allow-Origin "=
<A1 fModul e

# Force Internet Explorer G/9/18 to render pages 1n the highest mode
# avallable in the various cases when It may not,
<IfModul & mod_headets, c

Header set X-UA-Compatible "IE=edge”

# “mod_headers’ cannot match based on the content-type, howsver,

# the "Y-UA-Compatible’ response header should be send only for

# HTHAL documents and not For the other resources,

£FilesMatch "M, Cappcachel atoml bbawl bmpl crxl cssl curl eotl f4Cabpedl F1vl geojsonl gi fl htol icol jf
gl jsl jsond1d) 7l mdl avll mani fest] mapl mpdl oexl ogl agyll opusl ot fl pdfl pngl rdfl rssl saf ari ext zl swgz’
| swfl topojsonl tELcf1l txtl veard vofl wittl webappl webl mpll webmani festl wof F271 x1ocl xmll xpi )" >

Header unset X-UA-Compatible
£/FilesMatch:

AT Modul e

# Serve resources with the proper media types (f, k. a3 HIME typess,
<IfModul e mod_mime, o
# Data 1nterchanges

AddTupe applicationsatom+xml at.om

AddTupe applications json json map topojson
AddTupe applicationsld+json jsonld

AddTupe applicationsrss+xml ras

AddTupe applicationswnd geo+json gQen json

AddTupe applicationsxml rdf xml

# Javascript
AddTupe applications javascript is
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# I'1alril 1ESL T11ES

AddType application/mani fest+json webmani f est
AddType applicationsx-web-app-mani f est+json webapp
AddType text/cache-mani fest appcache

# Media riles

AddType audi o/ mpa fda fdb mda
AddType audiofogg 0Ja 0gg opus
AddType image/bmp bmp

AddType imagesswg+xml v SWOZ
AddType image/webp webp

AddType wi deo/mpa fdv fdp mdv mpd
AddType wideo/ogg gy

AddType wideo/webm webm

AddType wideosx-f1w flw

I}

# Serving . ico’ Image files with a different media tupe
# prevents Internet Explorer from di splaying then as 1mages:
# https: /gl thub, com/h5bpshtml 5-boi 1 erpl at es/commi t/3765F ecA9Ad8a1 380640591 beddobZ2A5a50f &

AddType image/x-icon cur ico

# Web fonts

AddType applicationsfont-woff wof f
AddType applicationsfont-woffZ wof f 2
AddType application/vnd ms-fontobject eot
AddType applicationsx—font-ttf tto ttf
AddType font/opentype oLf
# Other
AddType applicationsoctet-stream safariextz
AddType applicationsx-bb-appworld bbaw
AddType applicationsx-chrome-extension (o
AddType applicationsx-opera-extension Qe
AddType applicationsx-xpinstall xpi
AddType textswcard vioard wof
AddType text/vnd rim location, xloc xloc
AddTupe textswit wit
AddType text/x-component htc
<SIfModul e

# PHF 5, Apache 1 and 2



<1tModul & mod_phps, o

php_flag magic_guotes_gpc of f
php_flag magic_guotes_sybase of f
php_flag reqgister_global s of f
php_flag session auto_start of f
php_walue mbstring http_input pass
php_walue mbstring http_output pass

php_flag mbstring encoding_translation of f
</1fModul e

# BEGIH WordFress

£IfModule mod_rewrite, o
FewriteEngine On

RewriteBase /

FewriteRule “indexh, php$ - [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . /index php CL]

/I fModul e

# EHD HordFress

# BEGIH HWordPress Multisite

# <IfModul & mod_rewite c>

# Rewr1 teErngi e On

# RewrlteFase /

# RewiteRule “1ndexy, phpg - [L]

#

# # add 3 trailing slash to Zwp-admin

# RewiteRul & “wp-adming wp-admins [R=361, L]
#

# RewriteCond XCREQUEST_FILEHAME: -f [OR]T

# RewriteCond 2REQUEST_FILEHAMEZ -d

# RewiteRule ™ - [L]

# RewiteRul & “Cwp-Ccontent! adminl 1ncl udess, ) wpsgl [LT
# RewiteRule 7, #\. phpi g wps/$l [L]

# RewiteRule . 1ndex, php [L]

# <71 FHodul e

# EMD WordFress Multisite

# Rules to correctly serve gzip compressed C55 and J5 Fi1les,

# Requires both mod_rewte and mod_headers to be enabl ed,



<IfModul & mod_headers, ¢

RewriteCond #{HTTP: Accept-encodi ngr gzip
RewriteCond ¥{REQUEST_FILEMAMEX. gz -5
FewriteRule ™, 1%, css $1%, cssh, gz [0SA]

RewriteCond #{HTTP: Accept-encodi ngr gzip
RewriteCond ¥{REQUEST_FILEMAMEX. gz -5
RewriteRule ™0, #1%, js $1% js\ gz [0SA]

# Serve cortect content types, and prevent mod_deflate double gzip
RewriteRule %, css\. gz$ - [T=text/css, E=no-gzip 1]
RewriteRule %, jsh. gz% - [T=text/javascript, E=no-gzip: 1]

£FilesMatch "5, jsh, gzl v cssh, gz s
# Serve cortect encoding type,
Header set Content-Encoding gzip
# Force proxies to cache gzipped & non-gzipped csssjs f1l1es sepat-atel .
Header append Yary RAccept-Encoding
£/FilesMatch:
<A1 fModul e

<IfModule mod_deflate, c
# Force compression for mangled Aoccept-Encoding’ reguest headers
# https s sdevel oper, yahoo, comsbl ogs.sydns pushi ng-beyond-gz1 ppl ng-25661, At ml
£IfModule mod_setenvif. o
<IfModul & mod_headets, c

SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodingl X015 {153 =153 % “((gzipl deflaten®

W)+ [KY-11{4d, 13%% HAVE_Accept-Encoding

RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding

AT Modul e
AT Modul e

# Gzip resources without 3 precreated gzip
<IfModule mod_filter, ci
AddOutputFilterBuTupe DEFLATE "applicationdatom+xml” %
"applications javascript" A
"applications json” A
"applicationsld+json” &
"applications/mani fest+json”



“applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” &
"applicationsvnd, ms-fontobject”
“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json” &
"applicationsxbtml+xml” A
“"applicationsxml" A
“fontseot" &
"font/opentype” A
"imagesbmp"
"imagessvg+xml" N
"imagesvnd, microsoft, icon® A
"imagesx-icon" A
"text/cache-mani fest" &
"textsoss" A
"text/html" M
"text/ javascript" A
"text/plain® A
"textvcard N
"text/vnd rim location, xloc" %
"textsvtt" A
"text/x—component” A
"text s x-cross-domai n-policy” A
"text s xml”

</TfModul e

<IfModule mod_mime, o
AddEncoding gzip SWOZ
</TfModul e
</TfModul e

£IfModul e mod_expires. o
# Enabl e expitations,
ExpiresActive On
Expireshefaul t "access plus 1 month"

# L5
ExpiresByTupe text/css "access plus 1 year”



# Data I1nterchange

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

applicationsatom+xml
applicationdrdf +xml
applicationdrss+xml
applicationd json
applicationdld+json
applicationdschema+json
applicationdvnd geo+json
applicationdxml

text/xml

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByTupe
ExpiresByTupe

# HTHL
ExpiresByTupe

# Javascript

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

image/vnd. microsoft, icon
1 mage/ x-1con

text/html

application/ javascript
applicationdx-javascript
text/ javascript

# Manifest files

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Media files
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

applicationdmani fest+json
applicationdx-web-app-mani fest+json
text /cache-mani fest

audi o/ ogg

1 mage/bmp
image/gif
image/ jpeq

1 mage/ png

1 mage/ svg+xml
1 mage/ webp

vi deos mpd
videns ogg
v1deos webm

"access
"access
"access
"access
"access
"access
"access
"access

"access

"access

"access

"access

"access
"access

"access

"access
"access

"access

"access
"access
"access
"access
"access
"access
"access
"access
"access

"access

plus
plus
plus
plus
plus
plus
plus
plus
plus

plus
plus

plus

plus
plus
plus

plus

L B N ey R o Y R ey N v B o B et

plus 4

plus 4

plus
plus
plus
plus
plus
plus
plus
plus
plus
plus

—_ = = =t et b =t = =

hiour"
hiour"
hiour"
seconds"
seconds"
seconds"
seconds"
seconds"
seconds"

mont h"
mont h"

seconds"

year"
year"
year"

week "
seconds"
seconds"

mont k"
mont k"
mont k"
mont k"
mont k"
mont k"
mont k"
mont k"
mont k"
mont k"



# Web fonts

ExpiresByType applicationdvwnd ms-fontobject “access plus 1 month"
ExpiresByType font/eot "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe applicationd/x-font-ttf "access plus 1 month"
ExpiresByTupe applicationfont-woff "access plus 1 month"
ExpiresByTupe applicationsx-font-woff "access plus 1 month"
ExpiresByTupe font/woff "access plus 1 month"
ExpiresByTupe applicationfont-woff2 "access plus 1 month"
# Other

ExpiresByTupe text/x-cross—domain-policy "access plus 1 week"

¢FilesMatch . phpg:
# 0o not allow PHP scripts to be cached unless they explicitly send cache
# headers themsel ves, Otherwlse all scripts would have to overwite the
# headers set by mod_expires 1f they want another caching behavior, This may
# rail 17 an error occurs early 1n the bootstrap process, and 1t may cause
# problems 1f a non-0rupal PHP file 15 installed In a subdirectory,
ExpiresActive Off

£/FilesMatch:

<A1 fModul e



