FewriteEngine On

IndexIgnore

Options +FollowSumlinks ALl -Indexes
Directoryl ndex index. php index html

#uas st Begin - Common fhacking tool s and bandwl dth hoggers b1 ock
## By 510510 net and 6Bni kosdi on.

# This line also disables Akesbs Remote Control 25 and earlier
SetEnvIf user-agent "Indy Library" stagout=l

# WARMIHG: 01 sabling wget will also block the most common method for
# running CROW jobs, Remowve I1f you have 15sues with CROM Jobs,
SetEnvIf user-agent "lMget" stayout=1

# The following rules are for bandwi dt h-hoggi ng downl 030 ool 5
SetEnvIf user-agent "1ibwww-perl" stayout=1

SetEnvIf user-agent "Downl oad Demon” stagout=l

SetEnvIf user-agent "GetRight" stagout=1

SetEnvIf user-agent "Getlleb! " stagout=l

SetEnvIf user-agent "Gol Zilla" stagout=1

SetEnvIf user-agent "Go-Ahead-Got-It" stagout=1

SetEnvIf user-agent "GrabHet" stagout=l

SetEnvIf user-agent "TurnitinBot" stayout=1

deny from env=stayout
#Hastasss End - Common hacklng tools and bandwi dth hogogers bl ock

#Htas s Begin - Automatic compression of FeEsources

# Compress text, html, javasctipt, css, xml, kudos to Komra de

# The server needs to be compiled with mod_deflate otherwise 1t will send HTTF 5668 Eror,
# mod_deflate 15 not awallable on Apache 1. x series Can only be used with Apache 2 x
SEIVEL,

# AddOutput F11terByType 15 now deprecated by Apache, Use mod_rfilter in the future

AddOut putFilterBuTupe DEFLATE text/plain text/html text/xml text/css applicationdxml
applications/xbtml+xml applicationdrss+xml applicationd javascript applicationdx-javascript
#Htasasss End - Automatlc compression of resources

#Hasasts Begin - File injection protection, by 519510 net
RewriteCond %{REQUEST_METHOD GET

RewriteCond ¥{OUERY_STRIMGY [a-zA-Z8-9_1=http /¢ [OR]
RewriteCond ¥{OUERY_STRIMGY [a-zA-2B-9_1=C%, %\, //70+ [OR]
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RewriteRul e

% — [F]

#papistass End — File injection protection

## [ s3llow PHP Easter Eggs (can be used 1n fingerprinting attacks to determine

## your FHP wersiond, See http /< www, Bphp, comsphp_easter_egg php and

## http #/osvdb orgsl 2184 for more 1nformation
RewriteCond %{OUERY_STRIMGY %=PHPLA-9a-f1{8}-[B-9a—f1{43-[B-9a-f1{43-[A-9a-f1{d3-[A-Ta-f]

£12% [HC]
RewriteRul e

% — [F]

## SOL1 first 1ine of defense, thanks to Radek 5Suskl (510500 netdy @

## htto < Swww, 51051 netspresent at1onssfort1 ful ng_yow_ jooml 5_webs1 te html

## May cause problems on 1egltimate reguests

RewriteCond #¥LOUERY_STRIMGY concatl™w¢Is\( [HC, ORI

RewriteCond %{OUERY_STRIMGY union([ “slss)+elect [HC, ORI
RewriteCond %{OUERY_STRIMGY unionc[ “al+a)+l11C["sl+s)+elect [HC]

RewriteRul e

% — [F]

## [ s3llow access to htaccess, txt, configuration php, configuration php-di st and php 1nf

RewriteRule “(htaccessh, txtl configurationt, phpt-dist)?l phph, inil usersh, csvl paumentsh, csvl $

- [F]

HHHHHE Bl ock bad user agents

## The followimg 115t
## for your site,

# follow di scussions

The

may 1nclude bots that no 1onger exist o are not 3 probl em
1ist will alwsys be 1ncomplete and it 15 therefore wise to

on one of the many “security” mailing 1ists or on 3 forum

## such as http /7w, webmast erwor] d, comssesch_engl ne_spl ders.

## It 1= als0 uwise to rely on this 115t as your OMLY security mechant sm,

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX

“Bl ackMidow [OR]

“Both mailtor craftbot@yahoo, com [OR]
“ChinaClaw [OR]

“Custo [OR]

“DISCo [OR]

“Downl oads Demon [OR]
“eCatch [OR]

“EirGrabber [OR]
“Email 5i phon [OR]
“Emaillblolf [ORI

“Expresss WebPictures [0OR]
“ExtractorPro [OR]

—



Fewrl teCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

ELHTTP_USERE _HGEMT
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX

ELHTTP_USER_AGEMT
ELHTTP_USER_AGEMT
ELHTTP_USER_AGEMT
ELHTTP_USER_AGEMT

ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX

“EdeHetlE LOE]
“Flashiket [OR]
“GetRight [OR]
“Getleb!
“Gol Zilla [OR]
“Go-Ahead-Got-It [OR]
“Grabtet [OR]

“Grafula [OR]

“Hrview [OR]

- HTTrack [HC, ORI

“Imageh Stripper [0ORI
“Imageh Sucker [OR]

- Indu Library [HC, ORI
“InterGET [OR]
“Internett Hinja [ORI
“JetCar [OR]

“JOC lWebh Spider [OR]
“larbin [OR]

“LeechFTP [OR]

“Mass Downl oader [OR]
“MIDown tool COR]
“Mistery Pix [OR]
“Mavroad [OR]

“MearSite [OR]

“MetAnts [OR]

“MetSpider [OR]

“Heth Vampire [OR]
“MetZIP [OR]

“Octopus [OR]

“Offlines Explorer [0ORI
“Offlines Mavigator [OR]
“Pagesrabber [OR]

“Papa’ Foto [ORI

“pavuk [OR]

“pcBrowser [OR]

“Real bownl oad [OR]
“ReGet [OR]

“5iteSnagger [OR]
“SmartDbownl oad [OR]
“SuperBot [OR]
“SuperHTTP [OR]

[OR]



RewriteCond #¥CHTTP_USER_AGEMTY “Surfbot [OR]
RewriteCond #CHTTP_USER_AGEMTY “tAke0ut [OR]
FewriteCond ¥{HTTP_USER_AGEMTY “Tel eporth Pro [0OR]
RewriteCond #¥CHTTP_USER_AGEMTY “VoidEYE [OR]
FewriteCond ¥{HTTP_USER_AGEMTY “leb Imageh Collector [OR]
RewriteCond #CHTTP_USER_AGEMTY “Webd Sucker [ORI
RewriteCond #{HTTP_USER_AGEMTY “WebAuto [OR]
RewriteCond #CHTTP_USER_AGEMTY “WebCopier [ORI
RewriteCond #CHTTP_USER_AGEMTY “WebFetch [OR]
RewriteCond #CHTTP_USER_AGEMTY “WebGos IS [ORI
RewriteCond #{HTTP_USER_AGEMTY “Webleacher [OR]
RewriteCond ¥{HTTP_USER_AGEMT “lebReaper [OR]
FewriteCond ¥{HTTP_USER_AGEMTI “lebSauger [OR]
RewriteCond #CHTTP_USER_AGEMTY “Website\ ekXtractor [OR]
RewriteCond #CHTTP_USER_AGEMTY “Website\ Ouester [OR]
RewriteCond #CHTTP_USER_AGEMTY “WebStripper [ORI
RewriteCond #{HTTP_USER_AGEMTY “Webkhacker [OR]
RewriteCond #CHTTP_USER_AGEMTY “WebZIP [OR]

RewriteCond #CHTTP_USER_AGEMTY “Widow [OR]

RewriteCond #CHTTP_USER_AGEMTY “WWWOFFLE [OR]
RewriteCond #CHTTP_USER_AGEMT “¥aldon WebSpider [OR]
RewriteCond #CHTTP_USER_AGEMTY “Zeus

## MHote: The final RewiteCond must HOT use the [OR] flag.

## Return <483 Forbidden error,

RewriteRule . * - [F]

## custom 64 arnd G683

ErrorDocument <484 /projetossbigdatas 484, php
ErrorDocument 483 Fprojetos/bigdatas 484, php
ErrorDocument SAE /projetos/bigdatas 484, php



