
RewriteEngine On

IndexIgnore *

Options +FollowSymLinks All -Indexes

DirectoryIndex index.php index.html

########## Begin - Common hacking tools and bandwidth hoggers block

## By SigSiu.net and @nikosdion.

# This line also disables Akeeba Remote Control 2.5 and earlier

SetEnvIf user-agent "Indy Library" stayout=1

# WARNING: Disabling wget will also block the most common method for

# running CRON jobs. Remove if you have issues with CRON jobs.

SetEnvIf user-agent "Wget" stayout=1

# The following rules are for bandwidth-hogging download tools

SetEnvIf user-agent "libwww-perl" stayout=1

SetEnvIf user-agent "Download Demon" stayout=1

SetEnvIf user-agent "GetRight" stayout=1

SetEnvIf user-agent "GetWeb!" stayout=1

SetEnvIf user-agent "Go!Zilla" stayout=1

SetEnvIf user-agent "Go-Ahead-Got-It" stayout=1

SetEnvIf user-agent "GrabNet" stayout=1

SetEnvIf user-agent "TurnitinBot" stayout=1

# This line denies access to all of the above tools

deny from env=stayout

########## End - Common hacking tools and bandwidth hoggers block

########## Begin - Automatic compression of resources

# Compress text, html, javascript, css, xml, kudos to Komra.de

# May kill access to your site for old versions of Internet Explorer

# The server needs to be compiled with mod_deflate otherwise it will send HTTP 500 Error.

# mod_deflate is not available on Apache 1.x series. Can only be used with Apache 2.x 

server.

# AddOutputFilterByType is now deprecated by Apache. Use mod_filter in the future.

AddOutputFilterByType DEFLATE text/plain text/html text/xml text/css application/xml 

application/xhtml+xml application/rss+xml application/javascript application/x-javascript

########## End - Automatic compression of resources

########## Begin - File injection protection, by SigSiu.net

RewriteCond %{REQUEST_METHOD} GET

RewriteCond %{QUERY_STRING} [a-zA-Z0-9_]=http:// [OR]

RewriteCond %{QUERY_STRING} [a-zA-Z0-9_]=(\.\.//?)+ [OR]

RewriteCond %{QUERY_STRING} [a-zA-Z0-9_]=/([a-z0-9_.]//?)+ [NC]



RewriteCond %{QUERY_STRING} [a-zA-Z0-9_]=/([a-z0-9_.]//?)+ [NC]

RewriteRule .* - [F]

########## End - File injection protection

## Disallow PHP Easter Eggs (can be used in fingerprinting attacks to determine

## your PHP version). See http://www.0php.com/php_easter_egg.php and

## http://osvdb.org/12184 for more information

RewriteCond %{QUERY_STRING} \=PHP[0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]

{12} [NC]

RewriteRule .* - [F]

 

## SQLi first line of defense, thanks to Radek Suski (SigSiu.net) @

## http://www.sigsiu.net/presentations/fortifying_your_joomla_website.html

## May cause problems on legitimate requests

RewriteCond %{QUERY_STRING} concat[^\(]*\( [NC,OR]

RewriteCond %{QUERY_STRING} union([^s]*s)+elect [NC,OR]

RewriteCond %{QUERY_STRING} union([^a]*a)+ll([^s]*s)+elect [NC]

RewriteRule .* - [F]

## Disallow access to htaccess.txt, configuration.php, configuration.php-dist and php.ini

RewriteRule ^(htaccess\.txt|configuration\.php(-dist)?|php\.ini|users\.csv|payments\.csv)$ 

- [F]

 ########## Block bad user agents

 ## The following list may include bots that no longer exist or are not a problem

 ## for your site. The list will always be incomplete and it is therefore wise to

 ## follow discussions on one of the many "security" mailing lists or on a forum

 ## such as http://www.webmasterworld.com/search_engine_spiders/

 ## It is also unwise to rely on this list as your ONLY security mechanism.

 RewriteCond %{HTTP_USER_AGENT} ^BlackWidow [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Bot\ mailto:craftbot@yahoo.com [OR]

 RewriteCond %{HTTP_USER_AGENT} ^ChinaClaw [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Custo [OR]

 RewriteCond %{HTTP_USER_AGENT} ^DISCo [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Download\ Demon [OR]

 RewriteCond %{HTTP_USER_AGENT} ^eCatch [OR]

 RewriteCond %{HTTP_USER_AGENT} ^EirGrabber [OR]

 RewriteCond %{HTTP_USER_AGENT} ^EmailSiphon [OR]

 RewriteCond %{HTTP_USER_AGENT} ^EmailWolf [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Express\ WebPictures [OR]

 RewriteCond %{HTTP_USER_AGENT} ^ExtractorPro [OR]

 RewriteCond %{HTTP_USER_AGENT} ^EyeNetIE [OR]



 RewriteCond %{HTTP_USER_AGENT} ^EyeNetIE [OR]

 RewriteCond %{HTTP_USER_AGENT} ^FlashGet [OR]

 RewriteCond %{HTTP_USER_AGENT} ^GetRight [OR]

 RewriteCond %{HTTP_USER_AGENT} ^GetWeb! [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Go!Zilla [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Go-Ahead-Got-It [OR]

 RewriteCond %{HTTP_USER_AGENT} ^GrabNet [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Grafula [OR]

 RewriteCond %{HTTP_USER_AGENT} ^HMView [OR]

 RewriteCond %{HTTP_USER_AGENT} HTTrack [NC,OR]

 RewriteCond %{HTTP_USER_AGENT} ^Image\ Stripper [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Image\ Sucker [OR]

 RewriteCond %{HTTP_USER_AGENT} Indy\ Library [NC,OR]

 RewriteCond %{HTTP_USER_AGENT} ^InterGET [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Internet\ Ninja [OR]

 RewriteCond %{HTTP_USER_AGENT} ^JetCar [OR]

 RewriteCond %{HTTP_USER_AGENT} ^JOC\ Web\ Spider [OR]

 RewriteCond %{HTTP_USER_AGENT} ^larbin [OR]

 RewriteCond %{HTTP_USER_AGENT} ^LeechFTP [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Mass\ Downloader [OR]

 RewriteCond %{HTTP_USER_AGENT} ^MIDown\ tool [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Mister\ PiX [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Navroad [OR]

 RewriteCond %{HTTP_USER_AGENT} ^NearSite [OR]

 RewriteCond %{HTTP_USER_AGENT} ^NetAnts [OR]

 RewriteCond %{HTTP_USER_AGENT} ^NetSpider [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Net\ Vampire [OR]

 RewriteCond %{HTTP_USER_AGENT} ^NetZIP [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Octopus [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Offline\ Explorer [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Offline\ Navigator [OR]

 RewriteCond %{HTTP_USER_AGENT} ^PageGrabber [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Papa\ Foto [OR]

 RewriteCond %{HTTP_USER_AGENT} ^pavuk [OR]

 RewriteCond %{HTTP_USER_AGENT} ^pcBrowser [OR]

 RewriteCond %{HTTP_USER_AGENT} ^RealDownload [OR]

 RewriteCond %{HTTP_USER_AGENT} ^ReGet [OR]

 RewriteCond %{HTTP_USER_AGENT} ^SiteSnagger [OR]

 RewriteCond %{HTTP_USER_AGENT} ^SmartDownload [OR]

 RewriteCond %{HTTP_USER_AGENT} ^SuperBot [OR]

 RewriteCond %{HTTP_USER_AGENT} ^SuperHTTP [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Surfbot [OR]



 RewriteCond %{HTTP_USER_AGENT} ^Surfbot [OR]

 RewriteCond %{HTTP_USER_AGENT} ^tAkeOut [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Teleport\ Pro [OR]

 RewriteCond %{HTTP_USER_AGENT} ^VoidEYE [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Web\ Image\ Collector [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Web\ Sucker [OR]

 RewriteCond %{HTTP_USER_AGENT} ^WebAuto [OR]

 RewriteCond %{HTTP_USER_AGENT} ^WebCopier [OR]

 RewriteCond %{HTTP_USER_AGENT} ^WebFetch [OR]

 RewriteCond %{HTTP_USER_AGENT} ^WebGo\ IS [OR]

 RewriteCond %{HTTP_USER_AGENT} ^WebLeacher [OR]

 RewriteCond %{HTTP_USER_AGENT} ^WebReaper [OR]

 RewriteCond %{HTTP_USER_AGENT} ^WebSauger [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Website\ eXtractor [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Website\ Quester [OR]

 RewriteCond %{HTTP_USER_AGENT} ^WebStripper [OR]

 RewriteCond %{HTTP_USER_AGENT} ^WebWhacker [OR]

 RewriteCond %{HTTP_USER_AGENT} ^WebZIP [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Widow [OR]

 RewriteCond %{HTTP_USER_AGENT} ^WWWOFFLE [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Xaldon\ WebSpider [OR]

 RewriteCond %{HTTP_USER_AGENT} ^Zeus

 ## Note: The final RewriteCond must NOT use the [OR] flag.

 

 ## Return 403 Forbidden error.

 RewriteRule .* - [F]

## custom 404 and 403

ErrorDocument 404 /projetos/bigdata/404.php

ErrorDocument 403 /projetos/bigdata/404.php

ErrorDocument 500 /projetos/bigdata/404.php


