# If you want login prompt generate an . htpasswd” f11e and uncomment following 11nes
#AuthType Basic

#Aut hHame "Thi=s area reqguires 1ogin”

#AUt hllserF1le < vatr uww-deyvs, bt passwd

#requi re val 1 d-user

FewriteEngine on
RewriteBase /

RewriteCond #{REQUEST_URIX ! /%

RewriteCond ¥{REQUEST_URIY ! "/,  rdf$

RewriteCond #{REQUEST_URIY ! “/Ccommonscssl commons csss, +7CH /£
FewriteCond ¥{REQUEST_URI
FewriteCond ¥{REQUEST_URI
RewriteCond #¥{REQUEST_URI Y ! “/Ccommonsincludes funcs/ _ajaxl commondincl udes funcss _ajax/, =70
L

RewriteCond #¥{SERVER_PORTY ! "443%

RewriteRule o, #) https ASEIHTTP_HOST3 #{REQUEST_URIY [L, R=3A31

“¢Ccommanyd js| commons j54, #7000 S0

“¢Ccommond medi a/1 mgl commonmedi a1 mgs, =72 0E S

# - FEMOYE LUHWAWTED ELEMEHWTS FROM RADDRESS —-—-——-———-

# Add final slashes "/" in case of user dir
FewriteCond ¥{REQUEST_FILEMAMEY ! -f
FewriteCond ¥{REQUEST_URIY “/Utenteldl /2
RewriteRule ~(, +[ /1% https: //E{SERVER_MAME: A1/ [R=3A3, L]
FewriteCond ¥{REQUEST_FILEMAMEY ! -f
RewriteCond ¥REQUEST_URIY “/CUtentel Utentes, =700% £
RewriteCond #{REQUEST_URIY “/CUserl User/s, #7210 §l /2
RewriteRule “C, +L"/10 /0, 407410 % hitps: //ECSERVER_MAMES A $1 /%2 [R=3A3, L]

# Remove spaces
FewriteCond ¥{REQUEST_URIY ! “/Cshare_datal share_datas, #7008 /2
RewriteRule o, #)% ©, ) https //E{SERVER_MAMEL: /41 _%$2 [R=3A3, L]
# Remove all plus "+" symbol s

RewriteRule o, )%+, #) https //E{SERVER_MAMEL: /41 _%$2 [R=3A3, L]
# Remove all quotes " 3" "

RewriteRule , #23\"(, ) https // % SERVER_MAME: /41" $2 [R=383, L]
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# EEMOyE 4J11 OoU0L E=51 d5NES
RewriteCond ¥CREQUEST_URIY ™C, #) /70, #) %
RewriteRule . https: //ECSERVER_MAME: /%1 /%2 [R=383, L]

# Remove all "1ndex, #" 1ndications

FewriteCond #¥{THE_REQUESTY 0, #)/index. php

RewriteRule ™C, #)index phpd https: //ECSERVER_MAMEZ /%1 [R=3A3, L]

RewriteRule "C, #)index htm$ https: //ECSERVER_MAMEX /%1 [R=3A3, L]

RewriteRule ™C, #)index, html$ https //¥{SERVER_MAMEX /41 [R=3A3, L]
“(, #2index, asp$ https //%{SERVER_MAMEX /%1 [R=3A3, L]

)

RewriteRul e

" S URT COMYERSION ————mmmm e
# Convert GET keys "C7 &x=" 1in "/"

RewriteRule “CL7A% 1+42/9% Jindex. phpm=$1 [0S5A]

FewriteRule “CL7A% 142 /C07/ 1+ /7% Jindex php?m=%$14i d=$2 [05A]

FewriteRule “CC7A% 142007 1+0 007N, 140 49% Jindex, php?m=$1 &1 d=$240=%3 [0S5A]

#Rewr] teCond #HTTP_USER_AGEHT? 7. #Links, #§
#RclrI teRule © % _1nwvalld browser, txt [L]

ErrorDocument €81 /commondincludeserror_pagesdindex, php?error=46a1
ErrorDocument €84 /commondincl uded error_pagesdindex, php?ertror=464
ErrorDocument €85 /commondincluded error_pages/index, php?ertror=485

R SECURI Y —mmmmmmmm e

# procs/sel f/environ? no!

FewriteCond ¥{OUERY_STRIMGY proc/self/environ [OR]
# FBlock any script that trying to set mosConfig value wia URL
RewriteCond %{OUERY_STRIMGY mosConfig_[a-zA-2_141, 213C=1 %¥E300 [OR]
# FBlock any script basebd_encode crap

RewriteCond %{OUERY_STRIMGY basebd_encode, =, =) [0R]

# Flocca ognl script che contiens un tag <script> mell' URL
RewriteCond ¥LOUERY_STRIMGY < %300, #script, (:] ¥3E) [HC, OR]



# Block any script that trying to set a PHP global variable wia LRL
FewriteCond ¥COUERY_STRIMGY GLOBALSC=I [ %%[E-9A-£14A, 23 [OR]

# Block any sctipt that trying to edit 3 _REQUEST variable via URL
RewriteCond ¥{0UERY_STRIMGY _REQUESTC=I [l “¥[A-9A-Z1{A, 1)

# Send all blocked reguests to J85 error page
FewriteRule 0, #)% index php [F, LI



