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# EEOLEST METHODS FILTERELD

FewriteEngine On

FewriteCond ¥{REQUEST_METHOD: “(HERDI TRACEI DELETEI TRACK] DEBUG) [HC]
RewriteRule . index php [L]

SR S e e e

# HTTF LSER AGENT FILTEEEL

FewriteEngine On

RewriteCond #{HTTP_USER_AGEMT ¢hawvi jl 1ibwww-perl| wget! pythonl niktaol curll scanl javal winhttpl
[HC, ORI

RewriteCond %CHTTP_USER_AGEMTI O #BAAI %01 %271 %3C1 ¥3El ¥Ry [HC, OR]

RewriteCond #CHTTP_USER_AGEMT: 1<l x1" 1" 181 NG %8R0 ¥ADI #2201 %271 %281 %301 ¥3EI #¥8A), =11 buww-
perll wget! puthonl niktol curll scanl javal winhttpl HTTrackl cl shttpl archi verl 1oader! emaill harvest]
[HC, ORI

IR EEEEEEEEEEEEEEEEEEEEEEEEEEEENEEEEEEEESEJEJEJRSENESESE

# EEOLEST LRI FILTEREELD

RewriteCond #¥{REQUEST_URI T (< #3C2 (L sl+s)+cript, 0 %3E) [HC, OR]
FewriteCond ¥{REQUEST_URTY €<l ¥3ChC[ "el+e)+mbed, <] ¥3E) [HC, OR]
RewriteCond ¥{REQUEST_URI T C<| #3C) ([ "ol=o)+bject, (x| %3E) [HC, OR]
RewriteCond ¥{REQUEST_URI T <l #3C2CL™iT=i+frame, (x| %3E) [HC, OR]
RewriteCond #{REQUEST_URIY basefd_Cenl de)codel “(1#\(["21+%) [HC, OR]
FewriteCond ¥{REQUEST_URT Y ©#AAI A0 Y\l vwny [HC, OR]

RewriteCond #{REQUEST_URIY union([“al#ar+11(["s]l#s)+elect [HCI

RewriteRule . index php [L]

SR S e e e

# OUERY STRIMG FILTERELD

FewriteEngine On

RewriteCond ¥{OUERY_STRIMGY < #3C0CL"s]#s5)+cript, =(:| #¥3E2 [HC, ORI
FewriteCond ¥{OUERY_STRIMGY <l ¥3C) ([ "elxe)+mbed, (x| ¥3E) [HC, OR]
RewriteCond ¥{OUERY_STRIMGY < #3C)CL "ol=#o)+bject, =(:| ¥3E2 [HC, ORI
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RewriteCond %{OUERY_STRIMGY basebd_enl dedcodel "C1+%([L "2 1%4) [HC, OR]

RewriteCond %{OUERY_STRIMGH ¢ EBAI #¥ADI %\l vnd [HC, ORI

RewriteCond ECOUERY_STRIMGY % % SNATN S WAL BE2ei2ed2f | 22e¥2eh /1 N, N\, H211 ¥2e¥2e¥5c) [HC, OR]
RewriteCond ECOUERY_STRIMGY ;1 <l =1" 1 18D ¥BA1 #8001 2221 %271 $3C] %3E #aa), «

/¢l unionl sel ectl insert| castl setl decl arel dropl updat el mdSl benchmark?, # [HC, OR]
RewriteCond %{OUERY_STRIMGY unionc[ “al+a)+11C["sl+s)+elect [HC]

FewriteRule . index, php [LI
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