# Apache Server Configs w2 2,81 MIT License
# https: #/gi thub, comshsbos server—confl gs-apache

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # ERFURS #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# 1 484 error prevention for non-existing redirected rol ders /
#

# Frevent Apache from retwning a 984 error as the result of 3 rewite

# when the directory with the same name does not exist,

# http: /<ht tpd apache, orgldocs/current /cont ent -negoti st 1o html #mul 11 vi ews
# httpe 77w, webmasterwor] do comsapaches 3605792 [htm

Options —Mul tiviews
#

# | Custom error messages ~ pages /
#

# Customi ze what Apache retuns to the client in case of an ervor,
# httpe A7httpd apache orgsdocsscurrent smodscore [tml #errordocument

ErtorDocument 484 £484, html
# AR R R A A A A A A A R R

# # THTERHET EXFLURER #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# | Better website experience /
#

# Force Internet Explorer to render pages in the highest available mode
#1in the various cases when 1t may not,
# http: /rhsivonen 1k1. £1/doct ypesi e-mode, pdf

<IfModul & mod_headers, ¢
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neEgqaer SEL A-UR-Lompgrliole LC-se0ge
# ‘mod_headers’ cannot match based on the content-tuype, howswer, this
# header should be send only for HTHL pages and not for the other resources
£FilesMatch "M, Cappcachel atoml crxl cssl corl eotl f4Cabpydl f1vl gi f1 htel icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pngl rdfl rssl saf ariextzl swgz?
| swfl tLcf1l wefl vitl webappl webl mpll wof f1 xmll xpi 2" >
Header unset X-UA-Compatible
£/FilesMatch:
</TfModul e

S B R
# # NIME TYFES RAHD EMCODIHEG #
S B R

#
# | Proper MIME types for all files /
#

£<IfModul e mod_mime,

# Audi o
AddType audi o/ mpa mda fda fdb
AddType audiofogg 0Ja 0gg opus

# Data 1nterchange
AddType applications json Jjson map
AddType applicationsld+json jsonld

# Javascript
# Hormallze to standard toype.

# http /r/tool s 1etf, orgshtml /rfod329sect i on-7, 2

AddType applications javascript is
# ¥ideo
AddType wi deo/mps fdv fdp mdv mpd
AddType wideo/ogg gy
AddType wideo/webm webm
AddType wideodx-f1w flw

# Web fonts



HddTupe applicationsfont-woff wof f
AddType applicationswnd ms-fontobject eot

# Browsers usually 1gnore the font MIHE types and simply sni fF the bytes
# to rigure out the font type
# httoe /7mimesnd £F, spec, what wg, orgs#mat chi ng-a-ront -t ype-pat tern

# Chrome howsver, shows 3 warnimng 1 any other MIFE types are used for
# the followimg fonts

AddType applicationsx-font-ttf tto ttf
AddType font/opentype ot f

# Make SYGE fonts work on the 1Pad,
# https: A/twi tter, comsFont Sgul rrel /st at uss1 4655640545

AddType 1 mage/ svg+xml A el
AddEncoding gzip SWOZ
# Other
AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o!
AddType applicationsx-opera-extension Qe
AddType applicationsx-web-app-mani f est+json webapp
AddType applicationsx-xpinstall xpl
AddType applicationsxml atom rdf rss xml
AddType image/webp webp
AddType imagesx-icon cur
AddType text/cache-mani fest appcache mani fest
AddType textswit wit
AddType text/x-component htc
AddType text/x-vcard wiof
/I fModul e
#
# 1 UTF-8 encodimg
#

# Use UTF-8 encoding for anything served as textshtml ™ or textsplain,
AddDef aul tCharset utf-5



# Force UTF-8 for certain file formats,
£l fModule mod_mime, c>

AddCcharset utf-8 . atom . css . j5 . json . jsonld . rss . wtt | webapp . xml
<41 fModul e

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # URL REWRITES #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# 1 Rewrite englne /
#

# Turn on the rewite engine and enable the FollowSymlinks™ option (this Is
# necessary 1n order for the following directives to workd,

£IfModule mod_rewrite, o
Options +FollowSumlinks
RewriteEngine On

<41 fModul e

#
# | Suppressing the “www ~ 3t the beginning of URLs /
#

# Rewlte www, exampl e com + exampl & com

£IfModule mod_rewrite, o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, . +3% [HC]
RewriteRule ™ http /7% B{REQUEST_URI [R=381, L]
<41 fModul e

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # SECURITY #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# 1 File access /
#




# Block access to directories without 3 defaul t documernt,

<I fModul e mod_aut ol ndex, o
Options -Indexes
<A Modul e

# Block access to hidden riles and directories,

I fModule mod_tewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C7°1 /% " - [F]
</TfModul e

# FBlock access to files that can expose sensitive 1nformation,

# THPORTANT: Llpdate the ~<Filestatch:  regular expression from below to 1nclude
# any riles that might end up on the production server and can expose sensitive
# information about your website, These files may 1nclude: configuration files,
# riles that contain metadata about the project (e g project dependenci ess,

# build scripts, etec.

£FilesMatch "C™#, =# %, (bakl configl distl flalinfcill 1ogl psdl shl sqll swlopl 2l "2 g"

# Apache « 2.3

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl

</TfModul e

</FilesMatchs
B B B B R R

# # WEE FERFUORMAHCE #
S B R



#
# | Compression /
#

<IfModul e mod_deflate, o>

# Force compression for mangl ed headers,
# httpoe /s devel oper, yahoo, comsbl ogssydn/post s/ 261 8,1 27 pushil ng-beyond-gz1 ppi ng
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "0 Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“{gzipl deflate)hss, Tvs=)+ [X"-1{4d, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding
/I fModul e
/I fModul e

# Compress all output 1abeled with one of the following MIHE-types
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
applicationd javascript
applicationd json %
applicationdld+json &
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/opentype M
1 mages svg+xml
images x—1con M
text/css A
text/html 5
text/plain &
text/ x—component
text/xml

AT Modul e
#

# | Content transformations /
#




# Frevent mobile network providers from modl fuing the website' s content,
# http: ZCwww, w3 orgsFrotocol s/ fcl6] by fcl6] b-5ecl 4, html #5ecl <, 9, 5

# <IfHodul & mod_headers, cx
# Header set Cache-Control "no-transform”

< T FRlodul e

#

# /| ETags

#

# Remove ETags as resources are sent with far-ruture explres headers,
# http: 7sdevel oper, yahoo, comsperformancesrul es, [t ml #et ags.

# FileETag MHone doesn't work in 3ll cases,
<IfModul e mod_headets, c

Header unset ETag
<41 fModul e

FileETag Hone

#
# | Expitres headers
#

<IfModul e mod_expires, o

ExpiresActive on

Expireshef aul t "access plus 1 month"
# [55
ExpiresByTupe text/css "access plus 1 year”

# Data 1nterchange

ExpiresByTupe application json "access plus A seconds”
ExpiresByType applicationsld+json "access plus A seconds”
ExpiresByTupe applicationsxml "access plus A seconds”
ExpiresByTuype text/xml "access plus @ seconds”

# Favicon Ccannot be renamed! b and cursor 1mages



ExpiresByTupe

image/ x—1icon

# HTHL components (HTCS)

ExpiresByTupe

# HTHL
ExpiresByTupe

# Javascript
Expi resByType

ExpiresByTupe applicationsx-web-app-mani fest+json

ExpiresByTupe

# Medi s
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# HWeb feeds
ExpiresByTupe
ExpiresByTupe

# Web fonts
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

AT FModul e

text/x—-component

texthtml

application/ javascript

# Manifest files

text /cache-mani fest

audi o/ ogg
image/qgif
image/ jpeq
image/ png
wi deos mpd
videos ogg
videos webm

application/atom+xml
applicationdrss+xml

applicationdfont-woff
applicationdvwnd ms-fontobject
application/x-font-ttf
font/opentype

i mage/ svg+xml
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