# BEGIN 55 BLACKLISTFIREWALL
# 56 BLACKLIST/FIREWALL (2613
# @ htitps: /sperishabl epress. coms5g-bl acklist-261 3,

# B [OUERY STRIMGST
<IfModule mod_rewrite, o

FewriteEngine On

RewriteBase /

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
RewriteRule
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;
ELOUERY _
ELOUERY _
ELOUERY _
ELOUERY _
ELOUERY _
ELOUERY _
ELOUERY _
ELOUERY _
c# = [F

# Sb: [LISER AGEHTST
<IfModule mod_setenwvif. c

# SetEnvl fHoCase s

STRIMGY ©%"I

STRIMGY Ch I 1A %220, #0uni onl sel ectl insert] dropl updat el mdSl benchm:
STRIMGY (basebd_encodel 1ocal hostl mosconfigy [HC, OR]
STRIMGY Cbooth, inil echo. #kael etc/passwdy [HC, ORI

E220, #0<] = E3 [HC, OR]
STRIMGY ¢ jawascript: ), (%) [HC, OR]
STRIMGY (<] %300, #script, (=] €32 [HC, ORI
STRIMGY ©8Al% S A1 1 =5" 1 =%27¢) [HC, OR]

STRIMGY CGLOBALS! REQUESTY O = SO Ey [HCI

]

SetEnvl fHoCase User-Agent

i binlarl casper! cmsworl dmapl comodol di avoll dotbotl feedfinder! f1ickyl i a_archiver! kmoorewl nutch

keep_out

£limit GET POST PUT:
Order ALLow, Deny

Allow from all

Deny from env=keep_out

<Alimits
AT FModul e

# 55: [REQUEST STRINGS]
£IfModule mod_alias. cr

RedirectMatch <683
RedirectMatch <683
RedirectMatch <683

RedirectMatch 483

RedirectMatch <683
RedirectMatch <683
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er-Agent “§ keep_out

Chitps?l fipl phpih: £F
AChttps?l imal ucp) /
SCPermanent| Better) §
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FEEQLT ECLIIGLCn Sl SLConngo TPw LNSLAlll PLNgSEr Yeri regl >uer t oy, Qripcg
RedirectMatch 483 (basefdl crossdomainl 1ocal hostl wwwroot] el 874 _)
RedirectMatch 483 Cewal Ol s _wtih_| vCnullhal echo, kael configh, xml>
RedirectMatch 483 %, wells-known/hosth-meta
RedirectMatch 483 /functiont, arraygs-rand
RedirectMatch 483 vy sgsvothisiot, himl e
RedirectMatch 483 procdsel f/environ
RedirectMatch 483 msnbot', htmhat, s _
RedirectMatch 483 /refh, outcontiol
RedirectMatch €83 com'_cropi mage
RedirectMatch 483 indonesias. htm
RedirectMatch 483 SOW$itemURLMN
RedirectMatch 483 functionh(h)
RedirectMatch 483 1abel sh, rdf
RedirectMatch 483 /playing, php
RedirectMatch 483 muiebl ackcat
<fIfModul e

# 56 [REGLEST METHODT

£ifModule mod_tewrite, o
RewriteCond #¥{REQUEST_METHOD: ™ TRACEl TRACK)
RewriteRule .+ - [F]

<fIfModul e

# 56 [BARD TF5]
¢limit GET POST PUT:
Order Allow, Deny
Allow from all
# uncomment /edi t/repeat next 1ine to block IFPs
# Deny rrom 1235 456, 759
</limite
# EHD 5G BLACKLIST./FIREWALL

# BEGIN Hardened Hordpress

# Disable directory browsing
Options ALl -Indexes

# FBlock the 1nclude-only files,
<IfModule mod_rewrite, o
RewriteEngi ne On



Hewrltebase /
FewriteRule “wp-adminincludess - [F, L]
FewriteRule ! “wp-includes/ - [5=31
FewriteRule “wp-includess["/1+\ php$ - [F, L]
FewriteRule “wp-includess js/tinumceslangss. +s. php - [F, LI
FewriteRule “wp-includesstheme-compats - [F, L]
RewriteRule ! "wp-contents - [5=2]
FewriteRule “wp-content/. +%. cssh, php$ - [S5=11
FewriteRule “wp-content/. +%. php$ - [F, L]
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<files wp-config php:
order allow, deny
deny from all
/files:

<files ™ "7 &\, ([HRILTtI1[Aalx":
order allow, deny
deny from all
satisfy all

/files:

# Frevents verl fuing google domain ownership with Atml file

(LU | BN

£files . #googl e, #\, html$" >
order allow, deny

deny from all

satisfy all

</filess

# EHL Hardened Wordpress

# BEGIH WordFress

£IfModule mod_rewrite, o
RewriteEngine On
RewriteBase /
FewriteRule “indexh. phpg - [LI
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . /index php CL]
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