#Redi rect to admin
RedirectMatch 3681 Jadmindc, #) Swpdwp-admind§l

# Wordpress standard

<IfModule mod_rewrite, o
FewriteEngine On
RewriteBase /
FewriteRule “indexh. phpd - [LI
RewriteCond ¥{REQUEST_FILEMAME: ! -f
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . findex php CL]

<41 fModul e

# Frotect wp-config php

£<Files wp-config php:
Order Deny, ALLow
Deny from all

<iFiless

<IfModule mod_rewrite, o
FewriteEngine On
RewriteCond #{REQUEST_METHODY POST
FewriteCond ¥{REQUEST_URIY . (wp-comments-post| wp-1oginy s, phps
RewriteCond #CHTTP_REFERERY !. #dunkerskul turbus. se = [OR]
RewriteCond #CHTTP_USER_AGEMTY “%
RewriteRule (. %) http //%{REMOTE_ADDRY /41 [R=381,L1]

£/1 fModul e

# Frevent access to XML RPC & FIngback
¢FilesMatch " “Cxmlrpch, phpl wp-trackbacks, phpa" >
Order Deny, ALLow
Deny from all
£/FilesMatch:

# Remowve author pages

<IfModule mod_rewrite, o
FewriteCond ¥{OUERY_STRIMGY “author=C[A-9112{1, 3% [HC]
RewriteRule "¢, %)% $17author=999999 [L]

£/1 fModul e



# Femove spam Ferereal s
<IfModule mod_rewrite, o

RewriteCond #{HTTP_REFERER ~. #(ranksonich. | semalts. | kambasofth, | buttons—for-
websiteh, | buttons-for-your-websi teh, coml dwebmast ersh, orgl soci al -buttonsh, coml best -seo-
of fers, coml best-seo-solutiony, comy, & [HC]

RewriteRule “C, 2% - [F]

</1 fModul e

# Prevent drive-by-downl 030 attacks
<IfModul e mod_headers, ¢

Header set X-Content-Type-Options nosniff
</ fModul e

# FPrevent clickjacking attempts
<IfModul e mod_headets, c»

Header always append xX-Frame-0ptions SAMEORI GIH
<fIfModul e

#Forward ¥arnish Ip to apache
£IfModul e mod_remoteip, c
Remotel PHeader »-Forwarded-For
FemotelPInternal Proxy 127 8, 8.1
<fIfModul e



