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# START FREOCESSWIEE HTACCESS DIRECTIYES

# @version 205

# 13 ndexversion 250
B L L L L VLI VI VI E BBV E BB

#
# 0on't show directory 1ndexes, but do follow symbolic 11nks

# 5AaE HOTE: Some cloud hosting compani és don't &llow +Fol 1owSyml i nks,

# Uncomment +5ymlinksi fOwner-flatch and comment +Followsymlinks 1F you have 568 errors,
# If that doesn't resolwve the error, then set 1t back to +FollowSymlinks.

#

Options -Indexes
Options +FollowSumlinks
# Options +5ymlinksIFOwnetat ch

#
# Let Processhire handl e G845
#

ErrorDocument 484 /index, php

#
# Handl e request for missing favicon Icostobots txt files Cno ending quote for Apache 1, 37
#

¢Files favicon. icox
ErrorDocument 484 “The requested file favicon ico was not found
£/Files:

¢Files robots, txt:
ErrorDocument 484 “The reqguested file robots, txt was not found,
£/Files:

#
# Frotect from %55 with Apache headers
#

<IfModul & mod_headers, ¢
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# Lrevernt Sl Le rrom oerry Logoeq 1ry g 1rrame orr o gridlrier ol Le
# you will need to remove this one 1 you want to allow external 11rames
Header always append xX-Frame-0ptions SAMEORI GIH

# to prevent cross site scripting CIES+ propri etaruyd
Header set X-¥55-Protection "1: mode=block”

# prevent mime-based attacks via content sni Ff1ng C1E+Chromes)
# Header set X-Content-Type-0Options "nosni FE"

<A Modul e

#

# FProtect Processiire system files (part 1A for Apache wersions ol der than 2 4
# APACHE Z, 4+ HOTE: Comment out this section and uncomment second 16 below 1t
#

£FilesMatch "N, Cinclinfol infoh, jsonl modul el shl sglasl “Oh, . =1 g" s
Order allow, deny

£/FilesMatch:

¢Files . htaccess:
order allow, deny
deny from all

</Files:

#

# FProtect Processkire system files (part 1B for Apache versions 24 and newsr:

# APACHE 2 o+ HOTE: Uncomment this sectlon and remove of comment out sectlion 1A above,

#

CFilestlatch "% Clncl infol 1nfoh,. jsonl modul el shl sglagl "%, 18"
Require all denied

</F1lestiatch

{Files , htaccess:
Require all denied

¢/Files:
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#

# Override a few PHP settings that can't be changed at runtime (oot regqui red?

# 568 HOTE: Try commenting out this entire section below 17 getting Apache 588 errors,

#



<1 fModul e mod_phps. o>
php_flag magic_guotes_gpc of f
php_flag magic_guotes_sybase of f
php_flag reqgister_global s of f
/I fModul e

#

# set default directory Index files
#

Directoryl ndex index php index html index htm

#

# Frocessiire reqguires mod_rewrite
#

<IfModul e mod_rewrite, o

RewriteEngine On
AddDef aul tCharset UTF-3

#

# 52t an environment wariable so the 1nstaller can detect that mod rewrite 15 active
# Mote that some web hosts don't support this If you get & 5668 error, you might try
# commenting out this SetEnv 11ne bel ow,

#

<IfModul e mod_enw, o>
SetEny HTTP_MOD_REWRITE On
AT Modul e

#

# OFTIOHAL: 5et 3 rewrite base 1f rewites aren't working properly on yours Seryver,

# And I1f your site directory starts with 3
#

you will most 11kely have to use this

# Fewrl teBase



# RewiteBase pus
# Rewr] teBase ~"Users

#

# Access Restrictions: Keep web users out of dirs that begin with 3 period
#

RewriteRule "7 /% " - [F]

#

# OPTIOHAL: Redirect users to the "www ' version of the site Cuncomment to enabl e,
# For example: http s/processwl e coms would be redirected to http 2 www, processwl e coms’
#

# RewrlteCond ZCHTTP_HOSTH ! “www'., [HCT
# RewriteRule © httpe /swww, ZCHTTP_HOST #REQUEST_LRI: [L, R=3611

#

# OPTIOWAL: Send URLs with non name-format characters to 984 page
# Remove this section IF It Interferes with URLs of any other software you may be runnd ng,
#

RewriteCond ¥{REQUEST_URIY “["-_, a-zA-£A-9/71"
RewriteCond #¥{REQUEST_FILEMAMEY ! -f

RewriteCond #{REQUEST_FILEMAMEY ! -d

RewriteRule ™0, #1% index. php?it=/httpd@4ds [L, OSA]

# Access Restrictions: FProtect Processiire system f11es
#

# Allow screenshot files Cfor 1nstall, php only: this 1 1ine below may be removed arter 1n:
RewriteCond #¥{REQUEST_URIY ! 07 fisite-["/1+/install /0 "/ 1+%, © jpal jpeqgl pngl gi fo&



# FBlock access to any htaccess f1les
RewriteCond #{REQUEST_URIY (7l /2%, htaccesss [HC, OR]
# Flock access to protected assets directories
RewriteCond %{REQUEST_URIY (7 /) (sitel site-
["#1+2/asset s/ cachel 1ogsl backupsl sessionsl configl installl tmpa (@l 4, %0 [OR]
# Block acceess to the ssitesinstalls directory
RewriteCond #¥REQUEST_URIY (7 /(sitel site-[7/1+2/installcdl /. %) [OR]
# Flock dirs in /sitesassetss dirs that start with a hyphen
RewriteCond %{REQUEST_URIY | IH)(sltelsite—[“f]+)fasset5.*!—.+f.* [OR]
# Flock access to Jwiresconflg php, /sitesconflg php, /sitesconfl g-dev, pho,  and
Sl esl ndex, confl g php
FewriteCond ¥REQUEST_URIY 7 /dwirel sitel site-["/1+)/Cconfigl i ndex’, configl config-dewi®,
[OR]
# FBlock access to any PHP-based files in <templ ates-admi o
FewriteCond ¥REQUEST_URIY 7 /dwirel sitel site-[ "/ 1+)/templ ates—admind $l /1 /. =\, (phpl html”
[tpllincy2 g [OR]
# FBlock access to any PHP or markup files in /sitestempl atess”
FewriteCond ¥REQUEST_URIY 7 /csitel site-[ "/ 1+2/templ atesc$l A1/, «h, Cphpl html 7l tpll inc) s
# FBlock access to any PHP files in #51tesassetss
FewriteCond ¥REQUEST_URIY 7 /dsitel site-[ "/ 1+)fassetsisl A1/, =\, phpdd [OR]
# FBlock access to any PHP files in core or core modul e di rectori es
FewriteCond ¥REQUEST_URIY 7 /wiredCcorel modul esy /s, =y, Cphpl incl tpll modul el infoh, jsonad [
# FBlock access to any PHP files 1n /=51 tesmodul es,
FewriteCond ¥REQUEST_URIY 7 /csitel site-[ "/ 1+2 /modul s/, =\, (phpl incl tpll modul el infaos, j:
[OR]
# FBlock access to any softwsre [dentifying txt files
RewriteCond #REQUEST_URIY 71 /3 CCOPYRIGHTI IMSTALLI READMEl htaccessay, (txtl mdl textileds COF

RewriteCond #{REQUEST_URIY (7l /isite-defaults
# If any condi tions abowve match, 1sssue a 483 forbl dden
RewriteRule ™ =% - [F, L]

#

# Enswure that the URL follows the name-format speci f1cation required by Processiire
#

RewriteCond #{REQUEST_URIY ""/™7[-_, a-zR-Z8-9/]=4"




# If the request 15 for a file or directory that physically exists on the server,
# then don't give control to Processiire, and Instead 1oad the f1le
#

RewriteCond ¥{REQUEST_FILEMAMEX ! -f
RewriteCond ¥{REQUEST_FILEMAMEX} ! -d
RewriteCond #{REQUEST_FILEMAMEZ ! < favicons. 1col robotsy, txt)

# OFTIOHAL: Frewvent Processlire from attempting to serve 1mages o anything 1n /51 tesasse:
# Both of these 1ines are optional, but can help to reduce server 1osd, However, they

# are not compatible with the $oonflg-:pagefllesecure option (1f enabledy and they

# may produce an Apache 484 rather than your regul a0 464, You may uncomment the two 11nes
# below 1f you don't need to use the $conflg-:pagefilesecure optlon,

#

# Rewrl teCond XCREQUEST_FILEHAMER 1% ¢ jpgl jpegl gi £l pngl 1 cotd [HET
# Fewrl teCond ZCREQUEST_FILEHAME: 107 /151 tesasset 57

#

# FPass control to Processiire 1F all the asbove directives allow us to this point,
# For tegul ar ¥irtual Hosts Cmost 1nstalls)
#

FewriteRule "0, #3% index php?it=$1 [L, 05A]

#

# 568 HOTE: If using ¥irtual DocumentRoot: comment out the one above and use this one 1nst
#

# FewrlteRule 70, #1¢ /1ndex, php?it=¢1 [L, (0547

AT Modul e
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